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ABSTRACT

The broad objective of the present work is computational analysis on the mathe-
matically hard Discrete Logarithm Problem(DLP). The DLP forms the basis for
several popular public key cryptosystems. For a given prime number p, a genera-
tor g € Z; and an element y € Z, the problem of finding an 2 (0 <z < p—2)
such that ¢* = y mod p is known as the DLP. The DLP is also defined over other
groups. There are several methods to solve the DLP and the Index Calculus
Method (ICM) is currently the best general-purpose algorithm.

A more specific objective of the thesis is the investigation of the ICM. The
ICM has two stages: a pre-computation stage where logarithms of the elements of
a subset of the group, known as a factor base, are computed, and a solution stage
where the desired logarithm is computed with the help of pre-computed logarithms
of the factor base. The pre-computation stage itself has two steps. The first is
generating the necessary linear system of equations and the second is solving the
linear system. Linear sieve is a popular method for ICM and is used for efficiently
generating the equations relating the logarithms of the elements in the factor base.
However, the method generates a large system that is normally reduced (by using
structured Gaussian elimination or other techniques) to yield a faster solution.

There are several computational parameters such as the factor base and its
size and the sieve length to be used in linear sieve that have been shown in liter-
ature to have an impact on the overall performance of the ICM. The first major
contribution is the development of a new technique by combining the size of the
factor base and the sieve length to achieve a performance improvement of 30%
and more for the pre-computation step on problem sizes of over 120 bits. An-
other contribution is the extension of the concept of smooth numbers over factor
bases and finite fields. This new concept is used for improving the solutions for
certain instances of the DLP previously assumed to be hard. In particular, it is
shown that exponents chosen near the middle of the groups over safe primes (i.e.,
primes of the form 2¢ + 1 where ¢ is a prime) and prime order subgroups may
be solved efficiently using the new technique. Results are shown on problems of

sizes upto 1024 bits. The same concept is also used to improve the performance
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of ICM for safe primes. A variant of the ICM, analogous to Pohlig-Hellman, when
the factors of p — 1 are small is developed on a special case of the newly defined
smooth numbers. It is shown that this new method has certain advantages over
Pohlig-Hellman for attacking ephemeral keys.

At more abstract level the Pollard-Rho to solve the Elliptic Curve Discrete Log-
arithm Problem (ECDLP) and the DLP a?3® are also investigated. The ECDLP
is a DLP defined on elliptic curve group. Recently, Kashyap et al., proposed a
cryptosystem based on the DLP, v = a%3°, where a and 3 are generators, a and
b are distinct integers. The above cryptosystem and the corresponding crypt-
analysis are further analyzed in the present study. Also an improved version of
the encryption scheme based on the cryptosystem published by Kashyap et al., is
proposed.

At a broader level, we introduce a new approach to cryptanalysis that is based
on deriving computationally optimal choices. For example, the choices of factor
bases and types of primes have to the best of our knowledge no direct theoret-
ical basis. The computational approach taken is not related to finding efficient
ways (either using hardware or special purpose libraries) of implementing known
algorithms; nor is it based on a number-theoretic approach. Thus the approach
followed in this thesis is a novel computer-science approach to cryptanalysis in

contrast with number-theoretic methods.
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Chapter 1

Introduction

The focus of this thesis is on investigating the Discrete Logarithm Problem (DLP)
from a computational perspective. In particular Index Calculus Methods are stud-
ied, and new methods and improvements are proposed for cases that have been
considered hard in literature. The DLP forms the basis for the popular El-Gamal
public key cryptosystem [30], Diffie-Hellman key exchange [29] and several digital
signature schemes. For a given prime number p, a generator g € Z; and an ele-
ment y € Z, the problem of finding an x (0 < 2 < p — 2) such that ¢* = y mod p
is known as the DLP. DLP is also defined over several other groups, such as the
multiplicative group of Fom and the collection of points defined by an elliptic curve
over a finite field.

Several methods of solving DLP have been proposed in literature. Shanks baby-
step-giant-step [85] is a well-known deterministic algorithm with both time and
space complexities of O(y/n) where n is the order of the group. The probabilistic
Pollard-Rho method [73] also has a O(y/n) running time but avoids the large space
requirements. Another variant of the Pollard-Rho algorithm, called the Pollard-
Lambda, solves the DLP in a time of O(y/w) if the exponent is known to lie in an
interval of width w [73]. A special case algorithm is the Pohlig-Hellman method
[71] which reduces the DLP to search over small subgroups and uses the Chinese
Remainder Theorem to combine the results and solve the DLP. Pohlig-Hellman is
a very effective method when the order of the group Z7, i.e., p — 1, has no large

factors.



Index Calculus methods (ICM) are some of the best general-purpose methods
for solving DLP if there is more structure in the group than merely the set of
elements and a binary operation [25]. Specifically, if the group elements can be
expressed as a product of a smaller subset of group elements (called the factor
base), then index calculus methods solve the DLP in sub-exponential time.

Although the earlier attacks tried to solve the DLP in an efficient way, still there
is a need for further analysis on the DLP to develop new and efficient algorithms
and computational techniques. Hence, an attempt has been made to formulate
such computational techniques. In this thesis, we propose some new methods and
improved traditional methods to solve DLP for cases that have been considered
hard in the literature. In particular, we show that our methods are effective on
the so-called safe primes of the form p = 2¢ + 1, where ¢ is a prime and for prime

order subgroups.

1.1 Problem definition

The main aim of the present study is to improve the ICM and to formulate new
techniques to solve DLP. The ICM has two stages: a pre-computation stage where
logarithms of the elements of a subset of the group, known as a factor base, are
computed, and a solution stage where the desired logarithm is computed with
the help of pre-computed logarithms of the factor base. The pre-computation
stage itself has two steps. The first is generating the necessary linear system of
equations and the second is solving the linear system. Linear sieve is a popular
method for ICM and is used for efficiently generating the equations relating the
logarithms of the elements in the factor base. However, the method generates a
large system that is normally reduced (by using structured Gaussian elimination
or other techniques) to yield a faster solution.

There are several computational parameters such as the factor base and its size
and the sieve length to be used in linear sieve that have been shown in literature
to have an impact on the overall performance of the ICM. In this thesis, various
studies on improving the performance by selecting suitable parameters, such as

investigating the effect of factor base., etc are reported. Also, distributions of



numbers factorizable into the subset of elements defined in the factor base are

specially exploited for patterns that lead to faster solutions of the DLP.

1.2 Motivation

Today, there is no polynomial time algorithm for solving the DLP. Development
of secure and efficient public key systems is driven by cryptanalysis of their under-
lying hard mathematical problems such as Integer Factorization Problem (IFP)
for RSA and the DLP for El-Gamal. RSA has been one of the most popular cryp-
tosystems to date and is also one of the most extensively analyzed. It has been
shown by researchers that DLP is as hard as RSA. The largest number factored
by a general-purpose factoring algorithm for RSA is 663 bits long, using a state-
of-the-art distributed implementation. The DLP on integer field of 120 digits and
GF(2") of 607 bits are solved.

The following paragraph summarizes the results of the detailed analysis on
cryptographic key sizes as discussed by Lenstra and Verheul [52]. The discrete
logarithm based schemes are broadly divided into two categories such as TDL
(Traditional Discrete Logarithm) and SDL(Subgroup Discrete Logarithm) sys-
tems. TDL is the DLP, where the DLP is defined on the the group of order p — 1
of prime field p and SDL is the DLP, where the DLP is defined on the subgroup
of order ¢ of prime field p. In the literature the computing power is often mea-
sured in Mips-Year, where a Mips-Year is defined as the amount of computation
that can be performed in one year by a single DEC VAX 11/780. Suppose one is
developing a commercial application in the year 2000 in which the confidentiality
or integrity of the electronic information has to be guaranteed for 20 years, i.e.,
until the year 2020. The security computationally equivalent to that offered by
the DES in 1982 from 2000 to 2020 is obtained by using the following key sizes.

e Symmetric keys of at least 86 bits, and hash functions of at least 172 bits;
e RSA moduli of at least 1881 bits;

e Subgroup discrete logarithm systems with subgroups of at least 151 bits with



finite fields of at least 1881 bits. Thus, for an SDL system such as XTR it
follows that log2 (q) 151 and 6 log2 (p) 1881.

e Elliptic curve systems over prime fields of at least 161 bits if one is confident
that no cryptanalytic progress will take place, and at least 188 bits if one

prefers to be more careful.

The approach followed in [52] to estimate the parameters of different classical
cryptosystems may fail, a single bright idea may prove that all currently popular
cryptographic protocols are considerably less effective than expected. For example
in 1980’s the popular knapsack-based cryptosystems were suddenly wiped out by
a new type of attack.

All the above analysis on the key sizes of various cryptosystems are based on
the conventional attacks available in the literature. Cryptanalysis is the area of re-
search that decides the security implication of various popular cryptosystems such
as RSA, ECC, El-Gamal and XTR to name a few by developing classical attacks.
Thus the problem is formulated to analyze computationally the DLP through
which to launch the effective attacks on all popular DLP based cryptosystems.

In general, cryptanalysis is seen to be performed in one of the three major

approaches:-

e Developing new methods through a number theoretic approach.

e Efficient implementation of traditional methods, developing new techniques
and speeding up the traditional methods through a computational approach.
For example, efficient implementation of linear sieve, cubic sieve, number

field sieve, parallelized Pollard-Rho and Pollard-Lambda.

e Exploiting the group structure, structure of the exponents, weakness of the
field, weakness of the protocol, order of the other elements related to the

DLP and through the parameters involved in the traditional method.

The present work improves the computation of DLP through the third approach.
Weaknesses in cryptosystems are almost always found and analyzed by using
number-theoretic considerations to prove that certain instances have specially de-

signed algorithms, e.g., Pohlig-Hellman, MOV and anomalous attacks on ECDLP

4



(A DLP defined over an elliptic group). In this thesis, we also explore cryptosys-
tems for weaknesses from a purely computational perspective. Generally number
theoretic results lead to the development of computationally efficient algorithms.
It is also possible that efficient algorithms may be discovered by systematically
studying the parameters associated with the cryptosystems and their effect on
computation times. Such studies tend to be laborious and become possible only
with the recent increases in computational power of even inexpensive computers.
It is this approach that is taken in this thesis and the following list summarizes

the approaches:

e An improved ICM is proposed by using a computational study on key pa-

rameters involved in the method (chapter-3)

e New methods of solving the DLP and a variant of ICM to solve the DLP for
the ephemeral key are developed by exploiting the structure of p—1 i.e., the
order of the group. (chapters 4 and 5).

e Three miscellaneous algorithms are summarized in chapter 6.

At more abstract level ECDLP and the DLP 3" are also investigated. Specifi-
cally, the present thesis consists of the following studies on DLP and ICM.

1.2.1 Index Calculus Method

The ICM has two steps, namely, a pre-computation and individual logarithm
computation . In the pre-computation step, the logarithms of elements of a subset
of group, known as a factor base, is computed and in the individual logarithm
step, the DLP is computed with the help of pre-computed logarithms of the factor
base. In the present work the pre-computation step is studied. There are three
steps that have a significant impact on the performance of the pre-computation
step, namely, the generation of relations involving the logarithms of the primes
in the factor base, the optional step of reducing their numbers for computation
efficiency and solving the system for logarithms of elements in factor base. In the
present study, the performance of ICM is improved through the efficient way of

producing the smaller size matrix for the third step by using the reduction step



and the generation step collectively. An improved algorithm is developed for the
pre-computation step. Through the improved algorithm the performance of ICM
is enhanced by 30 to 40%

On a similar note, the performance of a primitive method of ICM, known as
Random method is enhanced through partial linear sieve to reduce the search
space. Partial linear sieve is defined from the well known linear sieve and Pollard-
Rho method and analyzed. The partial linear sieve and Random method are
compared based on their running time. It is observed that a range parameter is
influencing the running time of the partial linear sieve method, which leads to
outperform the partial linear sieve method than the Random method. This range
parameter is introduced in the Random method, due to which the probability
of numbers getting smoothing is improved. It is shown that the performance of

Random method is enhanced by more than 50% for problems of size ~ 20 digits .

1.2.2 Smooth numbers over Z;

This thesis introduces a new concept of B-smooth numbers over Z7. Their distri-
bution for different types of primes is studied and it is shown that there are two
major classes. These lead to the development of an efficient algorithm for solving
DLP, when the exponent lies near the middle of a group, i,e., £ or the prime order
subgroup, i.e., £ for primes of the form p = 2¢ + 1. Also with a simple extension
the algorithm may be used for p = 2p 4 1, where p is a product of primes. The
examination on problems of size up to 1024 bits reveals that an exponent near the
middle of the group can be retrieved easily in reduced cost.

The pre-computation step of Random method is based on the probability of
finding field elements that are smooth i.e., the factors of field elements are less than
a prescribed bound. In the present study, the Random method is improved through
the smoothness concept over the prime field Z7 for certain instances of primes. The
property based on the characteristics of smooth numbers over Z; allows to map
the field elements from one subset to another. Based on this concept, an improved
ICM by increasing the probability of getting smooth numbers is devised. Through

the experimental results it is observed that the performance of ICM is enhanced



by ~ 50%.

1.2.3 DLP for Ephemeral key

A special case of ICM, analogous to Pohlig-Hellman, when the factors of p — 1
are small is studied. In the literature, Pohlig-Hellman is the best known method
to solve the DLP, when the factors of p — 1 are small and known, while ICM is
an efficient method for general DLP. Two algorithms are proposed to improve the
efficiency of the pre-computation step of the ICM by using the equivalence classes
formed from a special case of B-smooth numbers over Z7. The two algorithms
proposed here are useful in recovering ephemeral keys often used for session-based
security. In ephemeral key security, the underlying field and generator of the
cryptosystem are held static but each session uses different keys. In some systems,
the ephemeral keys are changed periodically (e.g once every 5 minutes). For such
systems, the use of ICM allows the pre-computation to be performed once with
one search each for the individual logarithm of the ephemeral key. In addition to
the above two algorithms, another approach to recover the ephemeral key based
on the property of generators is also presented.

Traditionally the ICM is viewed as a general purpose algorithm with respect to
solve the DLP. In the present study, the ICM is viewed as a special purpose method
and investigated, when the factors of p—1 are small. Similarly, the traditional way
of computing the logarithms of factor base is to obtain the logarithms of first-¢
primes. In this thesis, another way of choosing and computing the logarithms of
factor base is proposed. Based on the new concept of choosing the factor base, a
variant of ICM (pre-computation and individual logarithm step) is proposed. The
newly proposed individual logarithm (computation) step outperforms the Pohlig-
Hellman method on some special cases. This leads to recover the ephemeral keys

used in the DLP based schemes in reduced time.

1.2.4 Pollard-Rho to solve ECDLP

Pollard-Rho method of solving the ECDLP is considered and its performance is
analyzed. Since the Pollard-Rho method is known to solve the ECDLP on all



types of elliptic curves in an exponential time, independent of group structure.
Teske [92] conducted experiments on the elliptic group based on prime field i.e.,
E.»(F,) and presented results based on the running time and number of steps.
In the present study, Pollard-Rho method is considered to solve the ECDLP over
the field E,,(F(2™)), due to its wide cryptographic applications. In the present
work the experiments are conducted, for the problems of different size of bits,
based on the proposed simple algorithm. Through our experimental results, it is
observed that the magnitude of a private key value influences the running time of
the attack and the number of group operations. It is also shown that the above
property holds good for a group order of any size. Further it is shown that the

large values of the private key can be computed in reduced time bound.

1.2.5 The DLP o3®

Recently, Kashyap et al., [43] proposed a cryptosystem based on the DLP, v =
a?3®, where o and 3 are generators, a and b are distinct integers. The above
cryptosystem and the corresponding cryptanalysis are further analyzed in the
present study. Sramka [87] claimed that for the cipher text (ci,cq,c3) of the
cryptosystem discussed in [43], the random integer, say k, can be obtained by the
simple relation, such as ¢;cy = (a/3)*. Further, he reported an attack, in obtaining
the plain text from a valid cipher text, by computing the single traditional DLP.
In the present study, it is shown that k£ can be obtained only for some special cases
and those cases are discussed. Also an improved version of the encryption scheme
based on the cryptosystem published by Kashyap et al., [43] is proposed. It is
observed that the proposed cryptosystem is invulnerable to the attack proposed

by Sramka [87].

1.3 Contributions

e A new approach to improve the performance of ICM is developed. This leads
to an improved algorithm for the generation step of ICM and new results are

reported on the parameters used to generate and solve the relations. The



performance of ICM is improved by 30 - 40 % by using this new approach.

e A new idea, partial linear sieve, is introduced and used to improve the per-
formance of one of the primitive method of ICM known as Random method.
It is shown that the performance is enhanced by more than 50% for problems

of size ~ 20 digits.

e A new concept of B-smooth numbers over Z is defined in the present work
and a detailed analysis on the distribution is presented. Through these
properties, the DLP is solved in reduced cost, in particular on safe primes

and prime order subgroups.

e The characteristics of smooth numbers over Z lead to an improved Random
method for pre-computation step of ICM and aid in improving the probabil-
ity of getting smooth numbers. We achieved ~ 50% of improvement in the

performance of ICM.

e A special case of smooth numbers over Z is defined and the properties
are analyzed on different types of primes. A variant of ICM is proposed to
recover the ephemeral keys based on the properties of smooth numbers over

Z, and the generators of Z7.

e At more preliminary level the ECDLP and DLP a?3® are analyzed.

1.4 Organization

The subsequent chapters of this thesis are organized as follows. Chapter 2 presents
the literature survey on the popular cryptosystems and the cryptanalysis on these
systems in detail. Specifically the cryptanalysis on the cryptosystems based on the
DLP with respect to solve the DLP is reported. The research contributions on the
development in devising, designing, implementing and enhancing the algorithms
to solve the DLP are discussed.
Chapter 3 presents a new approach to improve the performance of pre-computation

step of ICM. The ICM is viewed into two groups, such as the generation and reduc-

tion as one group and solving as another. Empirical results on the computational



parameters are reported based on the new insight of ICM. An improved algo-
rithm is developed and reported based on the empirical results of computational
parameters involved in ICM.

Chapter 4 introduces the smoothness concept over Z; and discusses the anal-
ysis on the properties of new smoothness concept over Z7. The analysis on the
computation of DLP for some instances of prime fields, such as p = 2p + 1, where
p is a prime or product of primes is reported. New methods are presented to solve
the DLP in the above group using the characteristics of a new smoothness concept
over Zg.

Chapter 5 introduces a special case of smoothness concept over Z;. The de-
tailed analysis on the properties of above smoothness concept is presented. A new
variant for ICM is proposed through the properties of smooth numbers over Z7 to
recover the ephemeral key. Similarly, an alternate approach is discussed to recover
the ephemeral keys by using the property of generators of Z;.

Chapter 6 reports the study on the performance of Random method, on the
Pollard-Rho method of solving the ECDLP and the cryptanalysis on the DLP
a?3*. The Random method is investigated from two perspective, one is by intro-
ducing a new parameter and another is through the properties of smooth numbers
over Z,.

Chapter 7 is the concluding remarks of this thesis with the future work. There
is a discussion of the salient features, trade-offs and design decisions. Several
possible future directions for extending and improving the current study along
with a list of the major and other contributions are also presented in this chapter

and chapter 8 is the publications.
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Chapter 2

Literature Survey

This chapter describes the popular cryptosystems and the cryptanalysis on these
systems in detail. Further the research contributions in devising, developing or
enhancing the algorithms in solving the DLP for the last 20 years are discussed.
The security goals on basic communication model are confidentiality, data
integrity, data authentication, entity authentication and non repudiation. The
cryptographic systems are basically designed to achieve these goals. Cryptology is
the combination of cryptography and cryptanalysis. Cryptography deals with the
design and analysis of mathematical techniques that enable secure communication
in the presence of malicious adversaries while cryptanalysis deals with the secure
systems (cryptosystems) for vulnerabilities. The cryptosystems can be divided into

two types, such as symmetric key and asymmetric key (public key cryptosystems).

2.1 Public key cryptography

Public-key refers to a cryptographic mechanism. It has been named public-key to
differentiate it from the traditional and more intuitive cryptographic mechanism
known as: symmetric-key, shared secret, secret-key and also called private-key.
Symmetric-key cryptography is a mechanism by which the same key is used for
both encrypting and decrypting; it is more intuitive because of its similarity with
the same key. This characteristic requires sophisticated mechanisms to securely

distribute the secret-key to both parties. Differential [21, 55, 11, 12, 13] and linear
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analysis [57, 58, 59] are the best known analysis on symmetric algorithms. Public-
key on the other hand, introduces another concept involving key pairs: one for
encrypting, the other for decrypting. This concept, is very clever and attractive,
and provides a great deal of advantages over symmetric-key, such as simplified key
distribution, digital signature, long-term encryption. Public-key is commonly used
to identify a cryptographic method that uses an asymmetric-key pair: a public-key
and a private-key. Public-key encryption uses that key pair for encryption and
decryption. The public-key is made public and is distributed widely and freely.
The private-key is never distributed and must be kept secret. Given a key pair,
data encrypted with the public-key can only be decrypted with its private- key;
conversely, data encrypted with the private-key can only be decrypted with its
public- key. All public key cryptosystems are based on NP-problems such as DLP
(Discrete Logarithm Problem), IFP (Integer Factorization Problem) to name a
few. For example, the popular RSA public key cryptography depends on the IFP,
while the Diffie-Hellman key exchange, Elliptic curve cryptosystem, El-Gamal and
XTR are based on the DLP.

The popular cryptosystem RSA was publicly described in 1977 by Ron Rivest,
Adi Shamir, and Leonard Adleman at MIT; the letters RSA are the initials of their
surnames, listed in the same order as on the paper [74]. The Diffie-Hellman key
agreement was invented in 1976 during a collaboration between Whitfield Diffie
and Martin Hellman and was the first practical method for establishing a shared
secret over an unprotected communications channel. Another popular public key
cryptosystem is El-Gamal. It was described by Taher El-Gamal in 1984 [30].

RSA is the first algorithm known to be suitable for signing as well as encryption,
and one of the first great advances in public key cryptography. RSA is widely used
in electronic commerce protocols, and is believed to be secure given sufficiently
long keys and the use of up-to-date implementations [63, 74, 26]. The security
of the RSA cryptosystem is based on two mathematical problems: the problem
of factoring large numbers (IFP) and the RSA problem. Full decryption of an
RSA ciphertext is thought to be infeasible on the assumption that both of these
problems are hard, i.e., no efficient algorithm exists for solving them. Providing

security against partial decryption may require the addition of a secure padding

12



scheme. The RSA problem is defined as the task of taking e roots modulo
a composite n: recovering a value m such that ¢ = m®mod n, where (n, e) is
an RSA public key and ¢ is an RSA ciphertext. Currently the most promising
approach to solving the RSA problem is to factor the modulus n. With the ability
to recover prime factors, an attacker can compute the secret exponent d from a
public key (n,e), then decrypt ¢ using the standard procedure. To accomplish
this, an attacker factors n into p and ¢, and computes (p — 1)(¢ — 1) which allows
the determination of d from e. No polynomial-time method for factoring large
integers on a classical computer has yet been found, but it has not been proven
that none exists.

As of 2005, the largest number factored by a general-purpose factoring algo-
rithm was 663 bits long, using a state-of-the-art distributed implementation. RSA
keys are typically 1024 to 2048 bits long. Therefore, it is generally presumed that
RSA is secure if n is sufficiently large. If n is 256 bits or shorter, it can be factored
in a few hours on a personal computer, using software already freely available.
Keys of 512 bits (or less) have been shown to be practically breakable in 1999
when RSA-155 was factored by using several hundred computers. A theoretical
hardware device named TWIRL and described by Shamir and Tromer in 2003
called into question the security of 1024 bit keys. It is currently recommended
that n be at least 2048 bits long

On the other hand, the Diffie-Hellman, El-Gamal and XTR are based on DLP.
The key exchange protocol is one of the most elegant ways of establishing secure
communication between pair of users by using a session key. The session key,
which is exchanged between two users assures the secure communication for later
sessions. The first practical key exchange protocol is proposed by Diffie-Hellman.
Since the introduction of key exchange protocol by Diffie-Hellman, various versions
and improvements in key exchange protocol have been developed. El-Gamal is
the popular and first cryptosystem based on DLP for both encryption and digital
signatures. The XTR is another public key cryptosystem based on sub group
DLP. The DLP defined on a sub group and the efficient representation of sub
group elements assure the security of this system. Similarly, the elliptic curve

cryptosystem is a popular public key cryptosystem based on ECDLP. The ECDLP
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is a DLP defined on an elliptic group.

As of now, the DLP on integer field of 120 digits and GF(2") of 607 bits are
solved. This leads to choose 1024 bits long for Diffie-Hellman and El-Gamal keys.
Since the XTR uses an efficient representation of subgroup elements, the keys are
170 bits of subgroup on 1024 bits of field. The ECC keys are much shorter and
comparable with XTR with 160 to 200 bits. The ECDLP on the field of size 108

bits is solved so far.

2.2 DLP based public key cryptosystems

As discussed in the previous section the DLP is the basis for many public key
cryptosystems. The generalized DLP is defined as follows:- For a given prime
number p, a generator g € Z; and an element y € Z7, the problem of finding an
z (0 <z < p—2) such that ¢° = y mod p is known as the discrete logarithm
problem. DLP is also defined over other groups such as the multiplicative group
of Galois field GFp™ and the collection of points defined by an elliptic curve over
a finite field. For example the XTR cryptosystem is based on the DLP defined
over a prime order sub group of GF(p°). The XTR uses the trace over GF(p*)
to represents elements of subgroup of GF(p®)* of the order p*> — p + 1. The trace
representation leads to achieve an efficient arithmetic on GF(p®). Even though
the arithmetic are to be performed on GF(p?), the security is achieved on GF(p®)
[53, 54]. Another example is the elliptic curve cryptosystems. They are based
on the DLP defined over elliptic curve group. The above two methods uses the
basic principle for generating the keys. Later they uses either Diffie-Hellman or

El-Gamal for encryption.

2.2.1 Diffie-Hellman

Diffie-Hellman key exchange (D-H) is a cryptographic protocol that allows two
parties that have no prior knowledge of each other to jointly establish a shared
secret key over an insecure communications channel. This key can then be used

to encrypt subsequent communications using a symmetric key cipher. Synonyms
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of Diffie-Hellman key exchange include:

e Diffie-Hellman key agreement
e Diffie-Hellman key establishment
e Diffie-Hellman key negotiation

e Exponential key exchange

The scheme was first published publicly by Whitfield Diffie and Martin Hellman
in 1976, although it later emerged that it had been separately invented a few
years earlier within GCHQ), the British signals intelligence agency, by Malcolm
J. Williamson but was kept classified. In 2002, Hellman suggested the algorithm
be called Diffie-Hellman-Merkle key exchange in recognition of Ralph Merkle’s
contribution to the invention of public-key cryptography (Hellman, 2002). Al-
though Diffie-Hellman key agreement itself is an anonymous (non-authenticated)
key-agreement protocol, it provides the basis for a variety of authenticated proto-
cols, and is used to provide perfect forward secrecy in Transport Layer Security’s

ephemeral modes.

History

Diffie-Hellman key agreement was invented in 1976 during a collaboration be-
tween Whitfield Diffie and Martin Hellman and was the first practical method for
establishing a shared secret over an unprotected communications channel. Ralph
Merkle’s work on public key distribution was an influence. John Gill suggested
application of the discrete logarithm problem. It had been discovered by Mal-
colm Williamson of GCHQ in the UK some years previously, but GCHQ chose
not to make it public until 1997, by which time it had no influence on research in
academia. The method was followed shortly afterwards by RSA, another imple-

mentation of public key cryptography using asymmetric algorithms.

Diffie-Hellman key exchange

The key is assumed to be exchanged between two communicators, say Alice and

Bob. Alice and Bob wishes to agree on a secret random element in the group

15



which could be used as a key for a higher speed symmetric algorithm like the
DES. They wish to make this agreement over an insecure channel without having
exchanged any information previously.

The public items are the group G, and an element g € G of large known order.
Based on this assumption the following procedure is carried out.

Alice generates a random integer x4 € 1.....#G — 1 and sends to bob the element
g

Bob generates a random integer xp € 1....... #G — 1 and sends the element ¢*2 to
Alice

Then Alice can compute

g = gy

and Bob can compute

graTe = (gra)e

Thus, the secret key exchanged is g*45 [29].

Security

The protocol is considered secure against eavesdroppers if the group G and the
generator g are chosen properly. This is currently considered difficult. An efficient
algorithm to solve the discrete logarithm problem would make it easy to compute
a or b and solve the Diffie-Hellman problem, making this and many other public
key cryptosystems insecure. The order of GG should be prime or have a large prime
factor to prevent the attacks based on the order of group. For this reason, a
Sophie Germain prime ¢ is sometimes used to calculate p = 2¢ + 1, called a safe
prime, since the order of GG is then only divisible by 2 and ¢. ¢ is then sometimes
chosen to generate the order g subgroup of GG, rather than G, so that the Legendre
symbol of ¢g* never reveals the low order bit of a. If Alice and Bob use random
number generators whose outputs are not completely random and can be predicted
to some extent, then Eve’s task is much easier. The secret integers a and b are
discarded at the end of the session. Therefore, Diffie-Hellman key exchange by

itself trivially achieves perfect forward secrecy because no long-term private keying
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material exists to be disclosed [29, 37, 28, 86, 36]. Perfect Forward Secrecy (or
PFS) is the property that ensures that a session key derived from a set of long-
term public and private keys will not be compromised if one of the (long-term)
private keys is compromised in the future. Forward secrecy has been used as a

synonym for perfect forward secrecy.

2.2.2 El-Gamal cryptosystem

The El-Gamal encryption system is an asymmetric key encryption algorithm for
public-key cryptography. It was described by Taher El-Gamal in 1984 [30]. El-
Gamal encryption is used in the free GNU Privacy Guard software, recent versions
of PGP, and other cryptosystems. The Digital Signature Algorithm is a variant
of the El-Gamal signature scheme. El-Gamal encryption can be defined over any
cyclic group G. Its security depends upon the difficulty of a certain problem in GG

related to computing discrete logarithms.

El-Gamal cryptosystem

Alice wishes to send a message, say m, to Bob. The message m is assumed to be
encoded as an element in the group. Bob has a public key consists of g and h = ¢g*

where z is the private key of Bob.

Alice generates a random integer k € 1...#G — 1 and computes
a=g* b= hFm

Alice sends the cipher text (a,b) to Bob.

Bob can receive the message from the equation as follows

xkkam —

ba=* = hkmg=* = ¢ m

Security

Analysis based on the best available algorithms for both factoring and discrete

logarithms show that the RSA system and the El-Gamal system have similar se-
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curity for equivalent key lengths. The security of the El-Gamal scheme depends
on the properties of the underlying group GG as well as any padding scheme used
on the messages. If the Computational Diffie-Hellman assumption holds the un-
derlying cyclic group G, then the encryption function is one-way. If the Decisional
Diffie-Hellman assumption (DDH) holds in G, then El-Gamal achieves semantic
security. Semantic security is not implied by the Computational Diffie-Hellman
assumption (CDH) alone. The CDH assumption states that, given (g, g%, g°) for
a randomly-chosen generator ¢ and random a,b € {0,...,q — 1}, it is computa-
tionally intractable to compute the value g?*. The DDH assumption states that,
given g* and g¢° for randomly-chosen a, b € Z,, the value g* ”looks like” a random
element in the group G. This intuitive notion is formally stated by saying that the
following two probability distributions are computationally indistinguishable (in
the security parameter q): (g%, g%, g%°), where a and b are randomly and indepen-
dently chosen from Z,. (g g%, g°), where a, b, c are randomly and independently
chosen from Z,.

El-Gamal encryption is unconditionally malleable, and therefore is not secure
under chosen ciphertext attack. For example, given an encryption (c1, ¢o) of some
(possibly unknown) message m, one can easily construct a valid encryption (cq, 2¢3)
of the message 2m. To achieve chosen-ciphertext security [27, 6, 7], the scheme
must be further modified, or an appropriate padding scheme must be used. De-
pending on the modification, the DDH assumption may or may not be necessary
[15].

Other schemes related to El-Gamal which achieve security against chosen ci-
phertext attacks have also been proposed. The Cramer-Shoup system is secure
under chosen ciphertext attack assuming DDH holds for GG. Its proof does not use
the random oracle model. Another proposed scheme is DHAES [1], whose proof

requires an assumption that is weaker than the DDH assumption.

Digital signature schemes

Digital signature schemes can be devised for data authentication, data integrity

and to facilitate the provision of non-repudiation services. An entity A would use
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the signature generation algorithm, say SIGN, of a digital signature scheme and
his private key d4 to compute the signature of a message as S = SIGNy,(m).
Upon receiving m and S an entity B who has an authentic copy of A’s public key
e4 uses a signature verification algorithm to confirm that S was indeed generated
from m and d4. All public key cryptosystems provide elegant solution to key
distribution, key management and the provision of non-repudiation. The popular
digital signature schemes are DSA and DSS. The following paragraph discusses
the El-Gamal digital signature.

El-Gamal digital signature:-

Bob wants to sign a message m. He can use the public and private key pair h
and x as discussed in the previous section. First he generates a random integer

k € 1..#G — 1 and computes
a=gy
Then he computes a solution b to the congruence
m = z f(a) + bk(modG)

and sends the signature (a,b) and message m to Alice.

Alice verifies the signature by checking the following equation holds [30].

hf(a)ab — gxf(a)fkb — gm

2.2.3 XTR cryptosystem

XTR stands for ECSTR. This is an abbreviation for Efficient and Compact Sub-
group Trace Representation. It is a novel method that makes use of traces to
represent and calculate powers of elements of a subgroup of a finite field. The
XTR uses the trace over GF(p®) to represents elements of the order p? — p + 1
subgroup of GF(p®)*, thereby achieving a 3 factor reduction. Also, the resulting
calculations are appreciably faster than the standard representation.

Many cryptographic protocols used to be based on generator of a full multi-
plicative group of finite field. Schnorr introduced the idea of replace this generator

by the generator of a relatively small subgroup of sufficiently large prime order ¢.
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The same idea is used in XTR. XTR uses a subgroup of prime order ¢ of the order
p? + p — 1 subgroup of GF(p®)*. The latter group is referred as XTR supergroup
and the subgroup of order g as XTR subgroup

Selection of p and ¢

The primes p and ¢ have to be selected in such a way that ¢ divides p?> —p+1 and
such that the resulting fields and subgroups with stand known attacks. Further-
more in order to able to use the fast GF(p*) arithmetic, the p should be 2 mod
3.

XTR-Diffie-Hellman

Let p, ¢ and T'r(g) be shared XTR data, where Tr(g) is a trace of generator g. If
Alice and Bob want to agree upon a secrete key K they do the following:

e Alice selects a random integer a € [2,q — 3] and compute the following

equation with n = a and ¢ = Tr(g)

Sa(Tr(g)) = (Tr(g*™"), Tr(g®), Tr(g**™")
and sends T'r(g*) to Bob.

e Bob selects a random integer b € [2, ¢—3] and compute the following equation

with n = b and ¢ = Tr(g)
Sy(Tr(9)) = (Tr(g"1), Tr(g"), Tr(g"")
and sends T'r(g%) to Alice.
e Alice compute the following with n = a and ¢ = Tr(g")
Sa(Tr(g")) = (Tr(g“™""), Tr(g™), Tr(g*+1")
and determines the key K as Tr(g®).

e Bob compute the following with to n = b and ¢ = Tr(g%)

Su(Tr(g")) = (Tr(g\*®=V), Tr(g®), Tr(g*®+h)
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and determines the key K as T7(g%).

note: Refer [53, 54| for the computation of S,(c).
In the similar way XTR-El-Gamal also can be developed using the XTR parame-
ters [53, b4].

Security

The best attacks are Pollards rho method in the order g subgroup, or the Discrete
Logarithm variant of the Number Field Sieve, another variant of ICM in the full
multiplicative group GF(p®)*. With primes p and ¢ of about 1024/6 =~ 170 bits
the security of XTR is equivalent to traditional subgroup systems using 170-bit
subgroups and 1024-bit finite fields. But with XTR, subgroup elements can be
represented using only about 2 % 170 bits, which is substantially less than the
1024-bits required for their traditional representation.

Full exponentiation in XTR is faster than full scalar multiplication in an Ellip-
tic Curve Cryptosystem (ECC) over a 170-bit prime field, and thus substantially
faster than full exponentiation in either RSA or traditional subgroup discrete log-
arithm systems of equivalent security. XTR keys are much smaller than RSA keys
of comparable security. ECC keys allow a smaller representation than XTR keys,
but in many circumstances (e.g. storage) ECC and XTR key sizes are comparable.
Key selection for XTR is very fast compared to RSA, and orders of magnitude eas-
ier and faster than for ECC. As a result XTR may be regarded as the best of two
worlds, RSA and ECC. It is an excellent alternative to either RSA or ECC in appli-
cations such as SSL/TLS (Secure Sockets Layer, Transport Layer Security), public
key smartcards, WAP/WTLS (Wireless Application Protocol, Wireless Transport
Layer Security), IPSEC/IKE (Internet Protocol Security, Internet Key Exchange),
and SET (Secure Electronic Transaction).

The XTR key selection is very easy. This makes it easily feasible for all users of
XTR to have public keys that are not shared with others, unlike ECC where a large
part of the public key is often shared between all users of the system. Also, com-
pared to ECC, the mathematics underlying XTR is straightforward, thus avoiding

two common ECC-pitfalls: ascertaining that unfortunate parameter choices are
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avoided that happen to render the system less secure, and keeping abreast of,
and incorporating additional checks published in, newly obtained results. As a
consequence the draft IKE protocol (part of IPSec) for ECC was revised.

XTR is the first method that uses GF(p®) arithmetic to achieve GF(p°) se-
curity, without requiring explicit construction of GF(p®). Let g be an element of
order ¢ > 6 dividing p?> — p + 1. Because p? — p + 1 divides the order p® — 1 of
GF(p®)* this g generates an order ¢ subgroup of GF(p°)*. Since ¢ does not divide
any p° —1 for s = 1, 2, 3, the subgroup generated by g cannot be embedded in the
multiplicative group of any true subfield of GF(p%). However the arbitrary powers
of g can be represented using a single element of the subfield GF(p?), and that
such powers can be computed efficiently using arithmetic operations in GF(p?)

while avoiding arithmetic in GF(p%).

2.2.4 Elliptic Curve Cryptosystem

In 1985 Neal Koblitz [45, 46] and Victor Miller [65] independently proposed ECC
using the group of points on an elliptic curve defined over a finite field in discrete
logarithm cryptographic systems. The primary advantage that elliptic curve sys-
tems over multiplicative group of finite field is the absence of a sub-exponential
time algorithm that could find discrete logarithms in these groups. Consequently,
one can use an elliptic curve group that is smaller in size while maintaining the
same level of security. The necessary condition for the security of all elliptic curve
cryptographic schemes is that the ECDLP is intractable. Similarly like DLP, no
proof that the ECDLP is indeed a hard problem. evidence for its hardness has
been gathered over the years. First, the problem has been extensively studied
by researchers for the last 16 years and no general-purpose sub-exponential time
algorithm has been discovered. An elliptic curve E over the field F' is a smooth
curve in the so called ”long Weierstrass form”

Y2 = 4+, XY + a3y = X3 4+ o X? + au X + ag

We let E(F) denote the set of points (z,y) € F? that satisfy this equation along
with a point at infinity denoted as O.

Two finite fields are of particular interest. The finite field F, and the finite field
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F;" with ¢ = p" elements. Since setting p = 2 the arithmetic in this field will be
well suitable for implementation in hardware.

Elliptic curve is a new emerging class of public key cryptosystems that may
successfully compete in the future with the current monopoly of the RSA cryp-
tosystem. If the elliptic curve is chosen correctly, the best known algorithm for
finding the discrete logarithm is of exponential difficulty. The cryptographic keys
may be significantly shorter for elliptic curve cryptosystems compared to RSA,
which results in faster and more compact implementations. The other advantage
of using elliptic curves for constructing cryptosystems is that each user may (but
does not need to) choose his/her own curve. If this is the case, reconstructing the
private key of one user, does not provide any information that could be used to
reconstruct the private key of another user. According to the current knowledge,
choosing an appropriate elliptic curve is equivalent to calculating the number of
points on the elliptic curve, and checking whether this number has a large prime
divisor. Several methods have been devised for choosing an appropriate elliptic
curve. The anex to the IEEE 1363 standard lists three of them: counting number
of points on a randomly chosen curve using Schoof’s algorithm, constructing the
curve using the Weil theorem, and constructing the curve using the method of

complex multiplication.

Selection of parameters

The system parameters, such as the elliptic curve group of order n with p as the

largest prime order factor, the fixed point P of order p to be chosen as follows:-
e Two constants a and b are selected randomly, such that 4a3 + 270* # 0

e The order of the elliptic curve (n) to be computed by using the Schoof’s

algorithm or Weil’s theorem based on the type of the curve

e The fixed point P of order p is chosen
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ECC-Diffie-Hellman

The Elliptic curve cryptosystem is implemented by using the Diffie-Hellman pro-
tocol for exchanging the session key. Later, the symmetric key cryptosystem such
as DES, IDEA to name a few is used for encryption by using the session key. The

procedure is discussed below.

1. Alice selects a random integer m and computes () = mP and sends this ()

to Bob.

2. Bob selects a random integer n and computes R = nP and sends this R to

Alice.
3. Alice computes X = mR = mnP, thus the session key is X.

4. Bob computes X = n() = nmP, thus the session key is X.

The session key X is used as a secrete key for encryption using one of the symmet-
ric key cryptosystems. Another option for encryption is by using the El-Gamal

encryption scheme.

2.3 Attacks on DLP based public key cryptog-
raphy

From the above discussion, it is observed that the DLP is the basis for many
popular cryptosystems. Thus the present study deals with the cryptanalysis of
the DLP. In this section the methods to improve the computation of DLP are

discussed.

2.3.1 Improving the computation of DLP using the num-

ber theoretic approach

As discussed in the introduction chapter the computation of DLP can be improved
through three approaches. The following section briefs the attacks developed to
solve the DLP by using the first approach such as through the number theoretic

properties.
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Generic attacks on any group structure

The following attacks can work on any group structure. These types of attacks are
popularly known as square root attacks, as they need O(y/n) group operations,
where n is the order of the generator.

Shanks Baby Step and Giant Step Algorithm The algorithm is originally
developed by D.Shanks on 1971 [85, 44, 88, 90, 91]. This algorithm requires the
construction of two arrays of group elements as follows:-

Giant step is defined by

Baby step is defined by

To compute the discrete logarithm, find group element that appear in both the
list. Thus the logarithm is

logy = i[/n] — jmod n

Pollard-Rho Method This is the popular algorithm proposed by J.Pollard on
1978. The Pollard-Rho works by first defining a pseudo - random sequence of
elements from a group and then looking for a cycle to appear in the sequence [73].

The sequence can be defined by

yxY, : Y,es
Y;Q Y e SQ
gxY; 1 Y, €8s

Where 57, S, S3 are an arbitrary partition of the group into roughly equal sized

sets

The procedure is as follows
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1. Find a;, b; at random and compute Y = g%y

2. Find the next sequence by using the equation given above

3. At one point Z;,_1 = Z;

4 Find x such that z = (a; — k)(b; — ) "'mod n (i.e) g%y" = gFy'( mod n).

Sub-exponential time algorithms

The Index Calculus Methods are the most prominent collection of algorithms that
have successfully used additional knowledge of the underlying groups to provide
sub-exponential algorithms. The basic idea, which goes back to Kraitchik [60] is
that if

Hxi = Hyl (2.1)

for some elements of GF'(q)*, then

Zlogg T = Zlogg y;j( mod ¢ — 1) (2.2)
i—1

j—1
If we obtain many equations of the above form, and they do not involve too many
x; and y;, then the system can be solved. This is similar to the situation in
integer factorization, discussed greater detail in [51], in which one needs to find a
linear dependency among a system of linear equation modulo 2. For more details
on index calculus methods for discrete logarithms refer [78]. Progress in index
calculus algorithms has come from better ways of producing relations that lead to
equations such as 2.2. However even with the primitive method known as Random

Method one can obtain running time bounds of the form

exp((c+ O(1))(log p)? (log log p)?) (2.3)
for some constant c.
The algorithm has two steps

e A pre-computation step where the logarithms of logg of all members of the

factor base is obtained.

e A computation step, which tries enough g%y until the result factors over the

factor base, thus providing the requested logarithm log, y.[78, 89].
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The pre-computation step is computationally the more expensive step, and it has

two phases

e First phase is to find the linear relations relating the logarithms of the primes

in the factor base.

e Second phase is to solve this linear system using techniques from linear

algebra.

The general algorithm is the primitive method of ICM and it is described
below[18].

General algorithm
INPUT a generator g of a cyclic group G of order n and an element y

OUTPUT log, y.

e Select a factor base F'B={ pi,pa,....pt }, which belongs to G such that a
significant portion of elements of GG can be efficiently expressed as a products

of elements from F'B.

e Find a linear system using the procedure as given below
* Select a random integer k, such that 0 < k < n — 1 and compute g*

* Try to write ¢* as a product of elements in F'B as

t
g" =1I»ic >0 (2.4)
=1

for any k. Then, k = Zle c;log, pi

* Repeat the above steps to get the value of t+c equations.
e Solve this linear system to obtain log, p;

e Compute log, y
* Select a random integer, k, (0 < k <n — 1) and compute yg*

* Try to write yg”* as a product of elements in F'B
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t
vg* = [ v, (2.5)
i=1
for any k. Then, log,y = (Zﬁzl dilog,p; —k) modn

The very first analysis of the asymptotic running time of Index calculus algo-
rithms appeared in the 1970s and were of the form 2.3. All the progress in the
1970s and 1980s was in obtaining better values of ¢, and for a long time ¢ = 1
was the record, both for discrete logs modulo primes and for integer factorization.
Coppersmith and Odlyzko [25] presented three versions of index calculus method
in 1986. Later LaMacchia and Odlyzko [49] reported the implementation of two
of these three versions namely, linear sieve and Gaussian integer methods in 1991.
An implementation of cubic sieve method is reported by Abhijit Das and Veni
Madhavan in 2005 [2]. For fields GF(q) with ¢ = p™ for small p, Coppersmith’s

algorithm [22] offered running time of the form

exp((C — o(1)))(log q)7 (loglog ¢) ) (2.6)

for a positive constant C' [68]. For some fields GF'(q) with ¢ = p" in which both p
and n grow even bounds of the first form were not available. This lack of progress
led to fairly wide speculation that running times for Integer factorization and for
discrete logs in prime fields could not be improved beyond 2.3 with ¢ = 1.
However in 1988 Pollard found a new approach for factoring integers. This
method was developed into the Special Number Field Sieve (SNFS) by Hendrik
Lenstra, and later into the General Number Field Sieve (GNFS) through a collabo-
ration of several researchers. Initially there was wide skepticism as to whether this
method would be practical, but those doubts have been dispelled. The first ver-
sion of the GNF'S for discrete logs was developed by [34]. Gordon’s algorithm was
improved by [76, 77], later Weber efficiently implemented the algorithm [99, 100].
Adleman [3] has invented the function field sieve, which can be regarded as a
generalization and often an improvement of the Coppersmith algorithm for fields
of small characteristic. As a result, we now posses a variety of discrete log algo-
rithms with running time of the form 2.6. For fields GF(q) with ¢ = p™, where
n is large, the running time bound of 2.6 holds with C' = 1.5262..... For n small,
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in general we know only that 2.6 holds with C' = 1.9229.... for special primes p,
which initially were just the primes of the Cunningham form with p = " + a,
where r and a are small runs in times of the form 2.6 with C' = 1.5262 or even
less using NFS [82, 83, 84].

Sub-exponential index calculus algorithms have been developed for a variety of
discrete log problems. All algorithms for discrete logs that are claimed to run in
time of the form 2.6 for some constants C' are heuristic, in that there is no proof
they will run that fast. If one willing to settle for running times of the form 2.3,

then it is possible to obtain rigorous probabilistic algorithms.

Smoothness The main concept associated with ICM is smoothness property of
integers. The smoothness property of integers is the base for sub-exponential time
algorithms to solve the DLP. An element is called as y smooth, if it has no prime
divisor larger than some bound y. The distribution of smooth integers is studied
extensively [40, 39, 41]. Berstein presented a tight bounds on the distribution of
smooth integers [8], a linear time algorithm to list y-smooth integer up to x and
smooth part of integers [9, 10] and several algorithms for number of integers free
of large prime factors [10]. The results on smoothness of integers are available
[40], smoothness on algebraic integers in [17] and smoothness of polynomials are
in [70]. Smoothness estimates of this type are also crucial for the few rigorous

proofs of running times of probabilistic algorithms.

Linear systems over finite fields Index calculus algorithms require solutions
of large sets of linear equations over finite fields. For a long time in the 1970s and
early 1980s this step was regarded as a major bottleneck, affecting the asymptotic
running time estimates of algorithms such as the continued fraction method and
the quadratic sieve. Fortunately the linear systems of equations produced by all
index calculus algorithms are sparse. This makes possible development of algo-
rithms that take advantage of this sparsity and operate faster than general ones.
The introduction of Structured Gaussian elimination [48, 67] and of the finite field
versions of the Lanczos and conjugate gradient algorithms [25, 67, 48], and the

subsequent discovery of the Wiedemann [102] algorithm led to a reduction in the
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estimate of the difficulty of the equation solving phase. However, practice lagged
behind the theory for a long time. The main advances in linear algebra for index
calculus algorithms in the 1990s came from the parallelization of the Lanczos and
Wiedemann algorithms by Coppersmith [23, 24]. Currently the most widely used
parallel method is Montgomery’s [66] version of the Lanczos algorithm, where it
is used after structured Gaussian elimination reduces the matrix to manageable
size. These parallelization methods essentially speed up the basic algorithms over
the field of two elements by factors of 32 or 64 and are very effective. There are
concerns that linear equations might can be done on a network of distributed ma-
chines, each with modest memory requirements and minor communication needs,
linear equation solutions require a closely coupled system of processors with a
large memory. Still, those requirements are not too onerous [69].

In discrete logarithm, the linear algebra is more serious problem, since solu-
tions have to be carried out not modulo 2, but modulo large primes. Hence the
parallelizations of Coppersmith and Montgomery do not provide any relief, and the
original structured Gaussian elimination, Lanczos, and conjugate gradient meth-
ods as implemented in [48] are still close to best possible. Also, Lambert reported
some careful analysis and improvements [50]. The table 2.1 presents the problems

solved in ICM using various method. The algorithms reported in the table used

Table 2.1: Comparable problem sizes solved using ICM

Method First phase Second problem Year
phase size

Linear sieve vV vV 192bits 1992

Gaussian integer V V 200bits 2000

Cubic sieve V — 150bits 2005

Number Field Sieve +/ Vv 129digits

(special primes)

Number Field Sieve vV
Number Field Sieve on  +/
GF(2")

<

120 digits 2002
2007 2002

<
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one of the methods such as linear sieve, Gaussian integer, cubic sieve and Number
Field Sieve in the first phase and one of the linear algebra techniques such as
Lanczos, conjugate gradient and Wiedemann methods in the second phase.

From the above discussions, it is observed that the popular methods for gen-
erating linear relations are linear sieve, cubic sieve, Gaussian integer and Number
Field Sieve. The linear sieve method is considered in the present study. Generally,
the generation of relation is highly dependent on the smoothness of elements in
the group. The smoothness in turn depends on the size of the factor base. Conse-
quently the number of relations to be generated depends on the size of factor base
and the sieve length i.e., the range of numbers to be checked for smoothness. These
two characteristics, namely size of factor base and the sieve length are studied and
reported in the literature. Next, reducing the number of relations also studied by
LaMacchia and Odlyzko through the experimental work on structured Gaussian
elimination for a problem of size around 192 bits, in which it is mentioned that
the linear system ought to be sparse and there should be considerable number of
relations than unknowns to get better reduction [48]. Recently Roberto Avanzi
proposed a new filtering technique called as harvesting method to reduce the size
of the linear system, which removes duplicate equations and singletons from the
system. He also claimed that it can improve the performance of ICM by more
than 30% [5] . Finally the popular linear algebra techniques for solving the re-

duced linear systems are Lanczos, conjugate gradient and Wiedemann.

Some special algorithms

In this section we discuss briefly some algorithms that apparently do not work
very well. In a field GF(p), Well’s [101] has shown that for any u, 1 <u <p-—1
, if ¢ is a primitive root modulo p, then one can write

—2
log,u=» (1-— ") ! (modp) (2.7)
1

3

T

This was not designed as an algorithm at all. The Herlestam-Johannesson [38]
method was designed to work over the field GF(2"), and was reported by those

authors to work efficiently for fields as large as GF(23!). However, the heuristics
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used by those authors in arguing that the method ought to work efficiently in
larger fields as well as to be very questionable. As usual, GF'(2") is represented as
polynomials over GF'(2) modulo some fixed irreducible polynomial f(x) of degree
n over GF(2). In order to compute the logarithm of h(z) to base x. Herlestam

and Johannesson proposed to apply a combination of the transformations.
h(z) « h(z)*, h(x) «— 27 h(z) (2.8)

so as to minimize the Hamming weight of the resulting polynomial, and apply this
procedure iteratively until an element of low weight, for which the logarithm was
known, was reached. There is no reason to expect such a strategy to work, and
considerable numerical evidence has been collected which shows that this method
is not efficient [14], and is not much better than a Pollard-random walk through
the field. However some unusual phenomena related to the algorithm have been
found whose significance is not yet understood. Another approach to computing
discrete logarithms in fields GF'(2") was taken by Arazi [68]. He noted that if
one can determine the parity of the discrete logarithm of u, then one can quickly
determine the discrete logarithm itself. Arazi showed that one can determine the
parity of discrete logarithms to base g fast if g satisfies some rather complicated
conditions. Since being able to compute discrete logarithms to one base enables
one to compute them to any other base about equally fast. However, so far no
algorithm has been found for finding such primitive elements ¢ in large fields

GF(2"), nor even a proof that any such elements exists [68].

Attacks on ECC

Generic attacks All generic attacks such as Shanks baby step and giant step,
Pollard-Rho method and Pohlig-Hellman methods are applicable to solve ECDLP.

Attacks using group structure of elliptic curve This section presents the
attacks developed based on the structure of the elliptic curve group. The popular
attacks of this kind are MOV, Weil-Descent and anomalous attack to name a few.

The MOV attack depends on Weil-pairing or Tate-pairing.
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Weil-Pairing

Weil-pairing is defined as follows

e, @ E[n] x E[n] — p, where E[n] is set of n-torsion points such that {P €
E(K)|[n]P = OYE[n| =2 Z/nZ & Z/nZ, i, = {ala™ = 1,a € k} If P and Q are

n-torsion points then e, (P, Q) is an n'* root of unity in &
1 : P=Q
om - otherwise

The properties of Weil pairing are interesting

(1)Bilinear: For Py, Py, Q1,Q2 € Eln|
en(P1® P2,Q1) = e,(P1,Q1).e0(P2,Q2)
en(P1,Q1 3 Q2) = e,(P1,Q1).e,(P2,Q2)

(2) Non degenerate: If ¢,(P,Q) =1 V@ then P = O.
Similarly, the tate-pairing is a map of e, : E(Fy)[n] X E(Fy)[n] — FJ,

MOV Attack

Consider E/F, and |E(F,)| = [ prime and therefore E(F,) < E|[l] as subgroup.
Elll =Z/1Z® Z/I1Z and |E[l]| = I*;E[l] = E(F,) ® Z/1Z.Q for some Q € E[l]
The Elliptic Curve Discrete Logarithm Problem is, given T' € E(F),) to compute
m such that "= mS. The attack is
1.Compute ¢;(S, Q)
2.Compute ¢,(T,Q) = e,(mS, Q) = e, (S, Q)™
by bilinearity property this become
a=e¢(T,Q) =e(mS,Q)=e(S,Q)"
Suppose ¢,(S, Q) = b then a = b";a = u)"
m can be calculated if discrete logarithm can be calculated in y; < F,. Actually
an extension of F}, that contain g will do. So we find k such that Fx contain jy

i.e we need [ to divide [F,| = pF—162].

Anomalous Attack
This attack is possible on the anomalous curve (i.e) |#E(F,)| = p. Here

the attack on super anomalous curve is presented. Super anomalous curve is an
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extension of anomalous curve. Satoh-Araki-Smart algorithm used to solve DLP
over super anomalous elliptic curve is explained below [75]

Super anomalous elliptic curve over a ring Z/nZ(n = Hle p;') is defined by
extending anomalous elliptic curve over a prime field F,,. They have n points over
aring Z/nZ and p; points over F,, V p;

The Elliptic curve E(F,) is the set (z, ) on the curve E= 42 = 2% +a,z+b,( mod p)
including a point at infinity @),.

If E(F,) = p (anomalous) then E*(F,) € E(F,) - {Q,}

The lifting curve E = y* = 2*+ax+b is an elliptic curve satisfying a = a,( mod p)
and b = b,( mod p) and ay,, b, € Fp and a,,b, € ZorZ/p*Z.

A point (z,y) € E(F,) or E(Z/p*Z) satisfying # = x,( mod p) and y = y,( mod p)
Elliptic curve over Z/nZ

Let the composite n = Hle p;', k is the number of distinct prime factors of n
and E be an elliptic curve £ = y* = 23 + ax + b. A group E(Z/nZ) is defined as
the direct sum of k groups (i.e) E(Z/nZ) = &F_ E(Z/pS'Z)

The other popular attacks are Weil-descent attack [42] and faster attack on ECC
using Pollard-Rho [92, 93, 94].

Experimental results on ECC attacks

Certicom [19] initiated an ECDLP challenge in november 1997 in order to en-
courage and simulate research on ECDLP. Their challenges consist of instances
of ECDLP on a selection of elliptic curves. The challenge curves are divided into
three categories listed below. In the following, ECC, — k denotes a randomly se-
lected elliptic curve over a field F,,. ECC2—k denotes a randomly selected elliptic
curve over a field Fom, and ECC2K — k denotes a Koblitz curve over Fym. In all
cases, the bit size of the order of the underlying finite field is equal or slightly
greater than k.

e Randomly generated curves over F),, where p is prime: £FCC), — 79, ECC, —
89, FCC,—-97, ECC,—109, ECC,—131, ECC,—-163, ECC,—191, ECC,, —
239, ECC, — 359
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e Randomly generated curves over Fom, where m is prime: ECC2—79, ECC2—
89, ECC2-97, ECC2-109, ECC2—-131, ECC2—-163, ECC2-191, ECC2—
238 and FC'C2 — 353.

e Koblitz curves over Fym, where m is prime: ECC2K — 95, ECC2K —
108, ECC2K — 130, ECC2K — 163, ECC2K — 238 and ECC2K — 358.

Escott et al. [31] reported on their 1998 implementation of parallelized Pollard’s
rho algorithm which incorporates some improvements of Teske [92]. The hardest
instance of the ECDLP they solved was the Certicom ECC), — 97 challenge. For
this task they utilized over 1200 machines from at least 16 countries, and found

the answer in 53 days. The following challenges are solved
o NCC,—179,ECC, -89, ECC, — 97
o KCC2—-T79,ECC2 -89, ECC2—-97
e FCC2K — 95, ECC2K — 108

Recently Menezes et al. [64] solved for any instance of the ECDLP over any
elliptic curve on the week fields. They showed that the ECDLP can be solved
significantly in less time using their method in comparison with the Pollard-Rho
method to solve the hardest instances. Solving the ECDLP using the ICM is an
open problem, but recently the DLP in hyper elliptic curves are solved using this

method [5].

2.3.2 Improving the DLP using the computational approach

The computation of DLP can be improved by using efficient implementation of the
traditional methods. The above algorithms solves the DLP in exponential and sub-
exponential time. The running time of the Shanks and Pollard algorithms have not
been improved to any substantial extent. Only improvements by constant factors
have been obtained [72, 92, 98]. There has been progress, on the other hand,
in obtaining fast parallel versions in which the elapsed time for the computation

shrinks by a factor that is linear in the number of processors used [35, 72, 98].
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However, the basic processing for any of these algorithms still requires a total
of about p'/? steps, where p is the largest prime dividing the order of g. The
lack of progress in several decades is very important. Many modern public key
cryptosystems based on discrete logarithms, such as the U.S Digital Signature
Algorithm (DSA) [63, 79], rely on the Schnorr method [80], which reduces the
computational burden normally imposed by having to work in a large finite field by
working within a large multiplicative subgroup @ of prime order g. The assumption

is that the discrete log problem in @ cannot be solved much faster than ¢'/2

steps.
For q of order 2'% as in DSA, this is about 10** group operations. A mips-year
is equivalent to about 3.10' instructions, so breaking DSA, say, with the Pollard
or Shanks algorithms would require over 10'2 mips-year, which appears to be
adequate for a while at least.

From the ICM point of view, the implementation of linear sieve and Gaussian
integer method proposed by LaMacchia and Odlyzko is an example of improving
the DLP though the computational approach. In the same line the cubic sieve
method is implemented by Abhijit Das and Veni Madhavan. Further the Number
Field Sieve method is implemented and improved though computationally [76, 77].
Through, a new filtering technique the ICM is improved by 30% [5]. The technique
is used to reduce the large linear system generated in the first step of ICM to
smaller system for the solving step.

From ECDLP perspective, the parallel collision search on binary anomalous
curves is one way of improving the computation of DLP. The equivalence classes
derived from the anomalous curve aid in improving the Pollard-Lambda method

[33]. This allows to perform the parallel collision search to solve the ECDLP.

2.3.3 Improving the computation of DLP using the struc-
ture of group, exponents and order of other elements

related to DLP

The algorithms developed to solve the DLP with additional information other than
g and y such as the order of the group, the exponents and other details regarding

the DLP are reported. The efficient algorithm to solve the DLP, when the factors

36



of p — 1 are known and small is Pohlig-Hellman method.

Pohlig-Hellman Method

This is a popular algorithm introduced by Pohlig-Hellman on 1978. If the order
of the group is known along with the complete factorization and the factors are
relatively small then this attack is possible [71].

Let p—1 = p{*.p3* - - - pi¥ and g be the generator of order p — 1. Then

g°* =y mod p= can be reduced into

() (B (B)
a® = [ mod p wherearis g 71 ", g P2 ", ---q Pk

and

The logarithm in the small subgroups are solved by using one of the popular
square root algorithms. Later the Chinese remainder method is used to combine

the results z; mod p;’ to retrieve x mod p — 1.

Other attacks

Apart from the above algorithms to solve the DLP, it is worth noticing the other
popular attacks on this hard problem such as timing attacks, attacks on short ex-
ponents, attacks on prime order subgroup, malleability attack, man in the middle
attack, man in the meet attack, insider’s attacks, outsider’s attack to name a few.
Some of the above attacks are designed on the vulnerabilities of the selection of
parameters for the protocols based on this hard problem, such as the generation
of p, ¢ and g. Minding p’s and ¢’s by R. Anderson and S.Vaudenay addresses the
selection of these parameters and the vulnerabilities [4, 96].

The exponent selection is also a crucial point in the implementation of proto-
cols. This may leads to give a way to powerful attacks on the systems. One of
the attacks of this kind is the attack on short exponents by Van Oorschot’s and

Wiener [97]. In the current technology, it is considered as infeasible to compute
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the DLP in a group of order ~ 1024 bits. Van Oorschot and Wiener examined
the difficulty of computing the DLP for an exponent of size ~ 160 combined with
the random prime p of size ~ 1024 bits. They suggested the use of prime order
subgroup along with the short exponents or the use of safe primes. Lim and Lee
[56] have shown a specific interest in investigating the computation of the DLP in
a prime order subgroup of order ~ 160 bits of p of size ~ 1024 bits by extracting
x mod O(f3), where 3 is the product of elements of smooth order and the prime
p is assumed to be of random and the p — 1 has many small factors apart from
the large one with 160 bits. In both the cases random primes are used for the
computations and assumed to have many small factors apart from the large one
for p — 1. The difference with respect to the structure of p — 1 is that, the former
solved the problems of generators of order |p—1| and the later solved the problems
of generators of order |g| and computations are restricted to prime order subgroup
q.

Further Dan Boneh, Antoine Joux, Q. Phong and Nguyen reported an at-
tack on Textbook El-Gamal and RSA encryption on the encryption of messages
of smaller size [16]. Since the encryption procedure followed in the above two
cryptosystems are simple operations such as exponentiation in RSA and multipli-
cations or XOR in El-Gamal, the above attack breaks these systems, when the
smaller size messages are used in the encryption, for example a session key to be
encrypted using the above algorithms.

The chosen-ciphertext attack is a popular attack on DLP based schemes to
recover the plaintext. The additional information used in this type of attack is
the chosen ciphertext.

Chosen-ciphertext attack A chosen-ciphertext attack (CCA) is an attack model
for cryptanalysis in which the cryptanalyst gathers information, at least in part,
by choosing a ciphertext and obtaining its decryption under an unknown key.
A number of otherwise secure schemes can be defeated under chosen-ciphertext
attack. For example, the El-Gamal cryptosystem is semantically secure under
chosen-plaintext attack, but this semantic security can be trivially defeated un-
der a chosen-ciphertext attack. When a cryptosystem is vulnerable to chosen-

ciphertext attack, implementers must be careful to avoid situations in which an
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adversary might be able to decrypt chosen-ciphertexts (i.e., avoid providing a
decryption oracle). For example, given an encryption (cq,cs) of some (possibly
unknown) message m, one can easily construct a valid encryption (c¢q,2c¢s) of the
message 2m.To achieve chosen-ciphertext security, the scheme must be further
modified, or an appropriate padding scheme must be used. The other scheme
related to El-Gamal i.e., Cramer Shoup resists the chosen cipher text attacks
27, 6, 7].

Timing attacks are another class of attacks, based on the computational time

required by the prominent operations of the DLP based schemes.

Timing attacks

Timing attacks attempt to exploit the variations in computational time for private
key operations to guess the private key. This type of attack is primitive in the
sense that no specialized equipment is needed. An attacker can break a smart card
key by simply measuring the computational time required by the card to respond
to user inputs and recording those user inputs. The viability of this attack is
important to any smart card implementation using vulnerable cryptosystems. An
attacker with prolonged passive eavesdropping ability may be able to break the
private key and gain access to the information stored on the card. This will give

the attacker access to sensitive information.

Timing Attack on ECC

The timing attack requires to find a partition of an input message set into groups
that require different amounts of computational time depending on the key bits.
For a timing attack to work, there must be some predictable variation in compu-
tational time dependent upon the input messages. The variations in computing
times for multiplications and inverses allows to predict the key bits in an implemen-
tation of El-Gamal cipher in ECC. These two steps are the most time consuming
steps in the process of adding two elliptic curve points or doubling an elliptic curve
point. The implementation of these operations in ECC may leads a way to timing

attacks.
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2.4 Summary

In this chapter, we reviewed the contributions of researchers, specifically in terms
of solving the DLP. This helps in identifying the importance of cryptanalysis on
the DLP. Solving DLP is viewed by the researchers from various perspectives.
The present study improves the computation of DLP using the third approach as
discussed earlier. The approach exploits the additional information regarding the
DLP other than g and y. In general, the methods developed by using the above
approach help the cryptanalyst to create a trap door to break the system and
for the cryptographer to built a secure system from the vulnerabilities caused by
the trap doors. In particular, the computation of DLP is improved through the
traditional ICM, specialized ICM and new methods. The ICM is the most effective
attack on solving the DLP. The key parameters of ICM such as the size of the
factor base and sieve length are studied from generation of relations perspective.
The reduction in the linear system from larger to smaller system, which makes the
second phase efficient is also a key factor for the overall performance of algorithm.
Thus in the present study, the reduction, size of the factor base and sieve length
are studied all together as a group from the perspective of both the generation
and solving linear systems phases of ICM.

The ICM is studied so far as a general method for prime fields and for special
type of primes using number field sieve. In the present study, the basic ICM is
modified using the combination of Pohlig-Hellman and traditional ICM for some
instances of primes to recover the ephemeral keys. Ephemeral keys are used in
each session between the communicators in the popular DLP based cryptosystems.
A new smoothness concept named as smooth numbers over Z; is defined in the
present study and the DLP is solved efficiently in reduced time using various
techniques based on the above new smooth concept. Furthermore, the Random
method of ICM and the third step (individual logarithm step) of ICM are improved
through the characteristics of smooth numbers over Z7. From the ECDLP point
of view, Pollard family of algorithms are the most effective algorithms. In the

present work the experiments are conducted on the finite field of E, ,(Fom).
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Chapter 3

On the Computation of Index
Calculus Method

This chapter presents a new methodology for the pre-computation step of Index
Calculus Method (ICM). The ICM has two steps, namely, a pre-computation and
individual logarithm computation . In the pre-computation step, the logarithm
of elements of a subset of group, known as a factor base, is computed and in the
individual logarithm step the DLP is computed with the help of pre-computed
logarithms of the factor base. In the present work, the pre-computation step is
studied. As discussed in chapter 2, from the general algorithm of ICM, it is known
that there are three steps that have a significant impact on the performance of the
pre-computation step, namely, the generation of relations involving the logarithms
of the primes in the factor base, the optional step of reducing their numbers for
computation efficiency and solving the system for logarithms of elements in factor
base. In the present study, the performance of ICM is improved through the
efficient way of producing the smaller size matrix for the third step by using the
reduction step and the generation step collectively. An improved algorithm is
developed for the pre-computation step. Through the improved algorithm the
performance of ICM is enhanced by 30 to 40%
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3.1 Introduction

Several methods are proposed in the literature for ICM, such as Random method,
linear sieve method to name a few. The linear sieve method is considered in the
present study. This method consists of linear sieve to generate the linear system,
structured Gaussian method to reduce the size of the linear system and one of the
linear algebra techniques such as Lanczos, conjugate gradient and Wiedemann to
solve the linear system. The Lanczos is considered in the present study due to its
simplicity and suitability for sparse linear system.

Apart from the methods used in the linear sieve method, the computational
parameters involved in the method are the bound (B) based on which the factor
base is defined and the sieve length (C) i.e., a range of numbers chosen for the
smooth test. The smooth test is used to form the linear relation. Traditionally,
the steps in ICM are viewed into two groups such as generation as one group
and reduction and solving as another. In the present study the steps are viewed
as generation and reduction as one group and solving as another. This leads
to introduce a parameter, namely, ratio (R) between the number of relations to
number of unknowns and the performance of pre-computation step of linear sieve
method is improved by optimizing the tuple (B, C, R), where B is the bound, C'

is the sieve length and R is the ratio.

3.2 Linear sieve method

The linear sieve method is an efficient method to solve the Discrete Logarithm
Problem (DLP) on the prime field (Z). The steps involved in the pre-computation

step of linear sieve method are as follows:

e The first phase is to find the linear relations relating the logarithms of the

primes in the factor base by using linear sieve.

e The second phase is to reduce the system by structured Gaussian method

and solve the system by using techniques from linear algebra.
The following sections review the methods involved in the linear sieve method.
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3.2.1 Linear sieve for generating the linear relations

The popular sieving method, namely, the polynomial sieve is used in this method.

The detailed steps involved in linear sieve are as follows:
1. Define a factor base based on the bound (B).

2. Form the linear system by using the polynomial sieve. The polynomial used
in this sieving is (H + ¢;)(H + c3), where H = /p, ¢; and ¢, lies in the
range 0 < ¢; < ¢ < C and C'is the sieve length i.e., range of numbers to be

checked for smoothness.

The polynomial sieve is to compute the least non-negative residue of (H +c;)(H +

¢2) and check for smoothness as given below:-

For some arbitrary value J, If H? = p + J then,

(H+c))(H+c)=H*+ (1 + ¢2).H + c1.09
=p+J+(c1+c).H+cr.co

=J+(a+c)H+c.c (3.1)

For a given cjandcs, if the residue is smooth then it can be factored as

(H+c)(H+c)=plit..pf mod p (3.2)

and the linear relation is given by

10g£}H+c1) +10g;H+02) = e;.logy! +....ep. logp*  mod  p-1 (3.3)

For fixed value of ¢; and by varying c,, the value of ¢y, for which the residue is
smooth can be found using the following formula.
(H+c1)(H+c) mod p=J+(c1+c2)H+ cre9

=J+4+cH+cH +ce

=J+4+cH+co(H+ )
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=J+4cH+c(H+ )

co=—(J+cH)(H+¢) " modp
Thus, ¢ is calculated for the powers of each prime in the factor base based on
bound B. It is well known that for any polynomial f(z), If the polynomial is
divisible by some prime say p then f(z + p) is also divisible by the same p. Since
we consider the polynomial as (H + ¢;)(H + ¢2), we add the logarithms of the
prime in a sieve array indexed by c¢; i.e the logarithm of the prime that divides
the polynomial for a specific ¢, is added to the sieve array.

For a fixed value of ¢; and by varying ¢y, the residue (H + ¢1)(H + ¢o) mod p
is calculated. The residue is considered as smooth, if the logarithm of the residue
is approximately near to the logarithm of the sieve array of index ¢y. From the
literature, the exact match can be obtained for .1 difference between the logarithm
of the residue and the logarithm of the sieve array of index c;. However, the
difference parameter, say «, can be chosen such that o < 2.5 [2]. The parameter
« is chosen as 1 in the present study. If the residue is smooth it will be factored
and the linear relation will be formed. The above step is repeated till the number

of relations equals the number of unknowns in the factor base.

3.2.2 Methods to solve the relations

In general the linear system formed in the first phase of pre-computation step
is larger in size. The linear system needs to be solved does not only have the
logarithms of the primes in the factor base as unknowns. The logarithms of H + ¢
and H + ¢y factors are also unknowns in the factor base. Thus, the number of
relations needed to form the system in the generation step increases predominantly.
This is the reason for obtaining a large matrix from the generation step. The
structured Gaussian method is an efficient method to reduce the large matrix
in to a matrix of required size. The following section addresses the structured
Gaussian elimination method and the subsequent section presents the Lanczos

method.
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Structured Gaussian elimination Method

This method is an adaptation and systematization of some of the standard tech-
niques used in numerical analysis to minimize fill-in during Gaussian elimination.
Additionally some more steps are designed to take the advantage of the special
structure present in matrices arising from integer factorization and discrete loga-
rithm algorithms. The structured Gaussian elimination method acts as a bridge
between the sieving and solving phases of ICM. This method reduces a larger sys-
tem into a smaller system and works efficiently when the matrix has more number
of relations than the unknowns [48, 50]. LaMacchia and Odlyzko [48] described
the following important steps involved in the structured Gaussian elimination

method:-

e Label each column either light or heavy, depends on the number non-zero

coefficients as less or many, respectively.

e Delete all the light columns that have one or fewer non-zero coefficients in
comparison with the other columns and the rows, in which those columns

have nonzero-coefficient.

e Delete some of the excess rows, which have the largest number of non-zero

coefficients in the light columns.

e For any row, which has only a single non-zero coefficient that is equal to
+1 in a light column, subtract the appropriate multiples of that row from
all other rows that have non-zero coefficients on that column so as to make

those coeflicients as zero.

The above steps are repeated until the matrix has been reduced to the desired
amount. The identification of light or heavy columns in the above procedure is
purely dependent on the sparsity of the matrix generated in the generation step.

Lanczos Method

The Lanczos method is originally devised for solving the systems over the real

numbers. The method for solving the systems over finite field is exactly the same
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as the algorithm that is used over the real numbers [89]. We first describe the

Lanczos algorithm. Suppose that we have to solve the system
|Alx = w (3.4)

for a column n vector z, where A is symmetric n X n matrix and w is given n-

column vector.

Let
Wy = W (3.5)
v = |Alwy (3.6)
(Ul,Ul)
= U — 3.7
wq U1 (wo,vl)wo ( )
(3.8)
and then, for i > 1, define,
Vit1 = \A|wz (39)
(Ui+1, Ui—i—l) (Uz‘+1, Ui)
i1 = Vjp] — i — i 3.10
Wit = Uit (wi,Ui+1) v (wi—l,vz‘)w ! ( )

The algorithm stops, when it finds a w; that is conjugate to itself, i.e. such that

(w;, Aw;)=0. This happens for some j < n. If w; = 0, then,

7—1
r=Y bw (3.11)
=0

is a solution to equation 3.4 , where
(wi7 w)

(wiviJrl)

b; = (3.12)

If(w; # 0), the algorithm fails.

The Lanczos algorithm was invented to solve the systems with real coefficients.
To solve systems over finite fields, simply the equations to be transformed into
finite field. This causes possible problems, such as, over a finite field, a non
zero vector may conjugate to itself. However, this difficulty can be overcome in
practice. In addition to self conjugacy, the systems need to be solve are in general

not symmetric but rather are of the form
|Blz =u (3.13)
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where B is m X n, x is an unknown column n- vector and w is a given m- vector.
To solve the above equation a diagonal matrix of size m x m is chosen such that
the diagonal elements are selected from the field F}, and the following equations

are calculated.

Al = |B|"|D?|B| (3.14)
w = |B|"|D|*u (3.15)

The solution of equation 3.13 is then a solution to equation 3.4, and with high
probability a solution to equation 3.4 will be a solution to equation 3.13. The
random choice of D ensures that the rank of A will be the rank of B, this will not

run into self-conjugate w; in the Lanczos algorithm.

3.2.3 Computational parameters

Important computational parameters involved in ICM are the size of the factor
base and the number of linear relations generated for computing the logarithms.
Generally the factor base consists of all primes up to a certain bound B and the
number of relations is governed by a parameter called the sieve length C'. The
time complexity of the pre-computation step, optimal Bound (B) and optimal
sieve length (C') are derived in the literature in terms of L,[s; ¢| function. These
two parameters are also analyzed experimentally by considering half the time for
generation and half the time for solving in the paper [89] and the results are given

below:-

Table 3.1: Optimal values for parameters

Parameter Theoretical Experimental
B O(Lp(%; % +O(1)) 3.33L,(0.5,0.476)
C O(L,(3;1+0(1)) 2.78L,(0.5,0.417)

where L,[s; c] is a function of expe(eer)*(eglogp)” - Gince ICM is sub-exponential

and the time complexity is always derived in terms of L,[s; ¢] and s indicates ICM
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is sub-exponential, the parameters B and C' are also derived in terms of same

function.

3.3 Analysis on linear sieve method

The third step in ICM is the most significant step. The performance of this step
can be improved by reducing the size of the linear system to be solved. The
reduced system can be obtained from the reduction step. Thus, in the present
study the performance of ICM is improved through the efficient way of producing
the smaller size matrix for the third step by using the reduction step and the
generation step collectively. The experimental results show that gains of nearly
30% may be achieved.

Traditionally, the steps in linear sieve method are viewed into two groups, such
as generation as one group and reduction and solving as another. In the present
study, the steps are viewed into two groups: generation and reduction of relations
as one group and solving as another. The linear system is generated and reduced
such that a smaller matrix is produced for the third step. Odlyzko [48] proposed
that the more number of relations than unknowns, the more is the reduction using
structured Gaussian method. This allows us to introduce a new parameter R (the
ratio between the number of rows and number of columns) in the current study.

As the first step in linear sieve method is viewed collectively as generation and
reduction of linear system, the parameters B, C' and R become interdependent.
The parameters involved in the method are viewed as a tuple (B, C, R). Thus, the
problem is formulated as to investigate the optimal tuple (B, C, R) and develop
an algorithm to obtain a smaller matrix for the second step (solving).

In the initial phase of our work the characteristics, namely, the size of the
factor base, sieve length and the ratio are studied in detail all together as a group
to improve the overall performance. The following methodology is used to obtain

an optimal tuple (B, C, R) empirically.

e Analyze the structured Gaussian method to obtain R that produces as high

a reduction is possible;
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e Obtain a suitable pair (B, ('), which will produce a linear system with the
required R.

3.3.1 Empirical analysis on structured Gaussian elimina-
tion

In the first phase of our experiments, the performance of structure Gaussian
method is analyzed. This method reduces a large system into smaller system and
works efficiently when the matrix has more number of relations than unknowns
[48, 50]. The performance of structured Gaussian elimination is analyzed using
an appropriate database of safe primes to obtain an optimal ratio between the
rows and columns of linear system. Therefore, obtaining an improved reduction
will leads a way to achieve a smaller matrix for the solving step of linear sieve
method. Since safe primes are considered as hard for exponential time algorithms,
such as Shanks, Pollard-Rho, Pollard-Lambda, [67, 68, 69] to name a few, they
are considered and solved through linear sieve method.

Let us describe as follows:

First we produce a data file consists of a list of tuples (p, g, ¢, m, M, s, S, k) with
the following properties :- p is a problem to be solved, which is a safe prime, g is
a generator, ¢ is the largest prime factor of p — 1, m is the minimum bound, M
is the maximum bound, s is the minimum sieve length, S is the maximum sieve

length and k is the size of problem p. The tuples are computed as follows:
e Select k between 15 to 40.
e Select ¢, an integer of size k digits.

e Check p = 2¢q + 1 is a prime or not using probabilistic primality test algo-

rithm.

e Calculate (m, M) and (s, S) approximately using the minimum and maxi-

mum bound and sieve length for linear sieve from the literature [89].

Having built up the file the following procedure is computed
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Heuristic Algorithm-1

1.Read the tuple from the data file
1.1 For every B fromm < B < M
1.1.1 For every C from s < C < S repeat the following
1.1.1.1 Generate the Linear relation for p
B and c. If the ratio between rows and column
15 less than 1 skip the following step.
1.1.1.2 Reduce the system using structured Gaussian
elimination method and solve the linear system using Lanczos.
1.1.2 Plot the reduced size of matriz to the ratio between the rows and
the columns and obtain the ratio that minimize the size of the
reduced matrixz for a bound B.
1.2. From the results of optimal ratio and the size of reduced matriz of each
bound B, obtain the ratio that minimizes the size of reduced matrix for
the given problem p.
2. Plot the problem size to the ratio, which is obtained in the previous step
and obtain the ratio that can be considered as the ratio that achieves the
maximum reduction.
The first set of experiments on the structured Gaussian method are designed to
find the ratio R, which produces the best reduction for a set of different sized
problems. The plot of the ratio versus the size of reduced matrix for a given prob-
lem shows that when the ratio increases the size of reduced matrix decreases and
after reaching some point it starts increasing. The valley gives the best reduction
for a given problem. Figure 3.2 shows the reduction, when ratio increases for a
specific problem of size 25 digits. This figure shows that the size of reduced ma-
trix decreases, when the ratio increases and starts increasing after reaching some
point. In particular, figure 3.2 shows that the linear relations of a 25 digits prob-
lem is reduced into much smaller system, when the ratio is around 1.8, which is

considered as the optimal ratio for this problem.
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From the different sized problems, it is observed that the reduced size does
not vary much for ratios between 1.7-2.4. Figure 3.1 shows the optimal ratio
between the rows and the columns obtained by implementing the above heuristic
algorithm-1 for problems of size between the range 17-30 digits considering the
minimal set of bound and sieve length. The figure 3.1 shows that the optimal
ratio is ranges from 1.8 to 3.0. We have chosen to fix the ratio of 2.0 for deciding
the number of relations to be generated in the generation step of pre-computation
step of ICM. In other words, we generate twice as many relations as there are
unknowns.

Similarly, figure 3.4 shows the size of reduced matrix, when bound increases
for different size of problems. This figure shows that the size of reduced matrix
is less, when the bound is less. It starts increasing as the bound increased and
saturates after reaching some point. From the figure 3.4, it can be said that the
bound also influences the percentage of reduction. The reduction is high (the size

of reduced matrix is low) for smaller bounds than the higher bounds.

3.3.2 Analysis on bound(B) and sieve length(C) for the
ratio(R)

After fixing R as 2.0, the next set of experiments are conducted on obtaining
the relationship between B and C, that could produce the linear relations in the
required ratio 2.0. The following procedure is adapted for retrieving the above

mentioned pair.

Heuristic Algorithm-2
1. Read the tuple from the data file.
1.1 For every B from m < B < M repeat the following
1.2.1 Choose the sieve length (C') from the range s < C < S.
1.2.2 Generate the linear relation till the ratio is met.
otherwise increment or decrement sieve length.
1.2.3 Obtain the sieve length.
1.3 Plot bound vs sieve length.
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2. Find the relationship between bound and sieve length

for fixed ratio 2.0 that minimizes the size of the

reduced matriz from the above results
The plots of bound versus sieve length for a set of different size problems show
that the sieve length is exponentially high, when the bound is small. It starts
decreasing as the bound increased, and finally saturates. The number of primes
in the factor base of smaller bounds are less compared with larger bounds. This
makes the search for smooth elements difficult for smaller bounds and needs more
number of elements (sieve length) to be searched. This leads to increase the time
for generation step. On the other hand for larger bounds, the search for smooth
elements is easy and needs more number of smooth elements to form the linear
system. This leads to increase the time for solving step.

The figure 3.3 shows that the result on sieve length against the bound for the
fixed optimal ratio for the problems of size around 25 digits. The figure 3.3 reports
that the sieve length is exponentially very high for some smaller bounds, this will
drastically increase the running time of generation step. On the other hand for
the larger bounds, even though the sieve length is less the number of primes in
the factor base is high, this will increase the time for solving step. Figure 3.3 also
shows that the optimal bound ranges from 2500 to 10000 and the sieve length
ranges from 1000 to 6000. Similarly the figure 3.5 shows the relation between the
bound and the sieve length for different size problems. By examining the results
of different size of problems, we found that the lower bound where C' < 2B is an
appropriate choice, beyond this will drastically increase the generation time. With
the above results we developed an algorithm for pre-computation step of linear
sieve method. In the proposed algorithm the linear system is generated iteratively
by satisfying the ratio and the relationship between the bound and sieve length.
The initial bound is the lower bound for the linear sieve method. The following
section demonstrates the algorithm developed for the pre-computation step of

linear sieve method along with the experimental results.
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Figure 3.1: Optimal ratio of problems from 17 digits to 30 digits
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2.8

2.6

24

2.2

1.8

Size of reduced matrix

I I I I
"DigitsRatio.txt" using 1:2

16

1300

1250

1200

1150

1100

1050

18

22 24
Problem size

20 26

28

I I I [ [ I I
"RatioRed25.txt" using 1:2

30

12141618 2 22242628 3 3.2

Ratio

93



14000 T T T T
"BoundSieve25.txt" using 1:2
12000 r .

10000 -
8000 [
6000
4000 -
2000

O 1 1 1 1 1
0 5000 10000 15000 20000 25000 30000

Bound

Sievelength

Figure 3.3: The relationship between the Bound(B) and the Sieve length (C') for
a problem of size 25 digits

3.4 Algorithm for pre-computation step of linear

sieve method

In the present study, the parameters bound, sieve length and the ratio are stud-
ied collectively as a group. An algorithm is developed based on the results we
obtained. The performance of the algorithm is compared with the information
given in the table 3.1 reported in section 3.2.3. The algorithm presented in the
following section is based on two information, one is the performance of struc-
tured Gaussian elimination as it decides the optimal ratio between the rows and
the column and the another one is the dependency between the bound and the
sieve length, that corresponds to optimal ratio. These are considered as key issues
as they are independent from implementation point of view and need to be known
to develop an algorithm to improve the performance of linear sieve method in all
aspects. Initial value for the bound is computed from the lower bound for the
linear sieve reported in the literature [89]. From the conjecture of bound and the
sieve length presented in the section 3.2.3 and the empirical values reported in the
table 3.1 , the initial value for the sieve length is assigned as the initial value of

the bound. The linear relation is generated iteratively till the optimal ratio and
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the relationship between the bound and the sieve length are satisfied.

3.4.1 Improved algorithm for linear sieve method

In the Algorithm-1, step 8 is to generate the relation in required ratio, step 22
is to reduce the linear system into smaller one and step 23 is to solve the linear
system. The terminating condition C' = k* B is chosen from the heuristic analysis

given above, where k£ may be chosen arbitrarily < 2.

3.4.2 Performance study and numerical results

We implemented the Algorithm-1 to ensure the efficiency of the algorithm and
conducted experiments on an appropriate data base of safe primes i.e., primes of
the form 2¢g + 1, where ¢ is also a prime. The use of safe prime is considered as
safe for cryptographic applications. The advantage of using safe primes is that,
all group elements of Z; other than +1 are known to have order either ¢ or 2q.
Consequently g = 2 known to be of generator for full group of order 2q elements
if 2 is quadratic non residue mod p and generator for the group of order ¢ when
2 is quadratic residue mod p. In modular exponentiation using g = 2, the mul-
tiples cost is decreases substantially and it almost disappears, only squaring cost
remains in the exponentiation. The another usage of this prime is that it pre-
cludes the attacks, which are working on the small factors of p — 1. Apart from
the large prime factor ¢, to retrieve the partial information about the exponent z,
the partial Pohlig-Hellman decomposition is used for random primes. This way of
obtaining the partial information about the z yields only one bit of information
from safe primes. In the present study, the pre-computation step of linear sieve
method is implemented using the algorithm discussed in the previous section to
solve the DLP defined on the safe primes. The data base of safe primes is created

based on the following algorithm.

Algorithm-2

e Select k between 15 to 50.
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Algorithm 1 Algorithm for the pre-computation step of linear sieve method
INPUT : p (Problem to be solved)
OUTPUT : RESULT (The discrete logarithm for the primes in the factor base)

VARIABLES : n.B, B, C, Ratio,tag = 0, flag = 0,p
1: Read the input(p)

2: Set n.B = [e(+/(logp)]; C =n.B; B =n.B.

3: Repeat the following till the required size of matrix is obtained for the bound
and sieve length

4: BEGIN

5: C' =k x B xm, where m is to be close to 0

6: Repeat the following steps 7 to 20

7. BEGIN

8: Generate the relations using the linear sieve method

9: Compute the ratio between the rows and columns

10: if C' < k% B and ratio is equal to 2.0 then

11:  Go to step 22

12: else

13:  if C =k x B and ratio is # 2.0 then

14: B = B+1xn.B, where [ is close to zero when ratio is close to 2.0 or close

to 1 when ratio is close to zero.

15: Go to step b
16:  end if
17: else

18:  C = k * B * m, where m is to be varied based on the value of C' and the
ratio

19: end if

20: END

21: END

22: Reduce the linear system using the structured Gaussian method

23: Solve the linear system using the Lanczos method
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Select ¢, an integer of size k digits.

Check 2¢g + 1 is a prime or not using probabilistic primality test algorithm.

Find the generator g, such that it should be a prime and g € F'B, where

F' B is a factor base formed from the lower bound of linear sieve.

Create a 3-tuple as (p,q, g), where p is a prime of the form 2¢ + 1, ¢ is a

prime and g is a generator.
Having built up the database the following algorithm is executed to test the
Algorithm-1 discussed in the previous section.
Algorithm-3
e Read the 3-tuple (p,q, g).
e Generate the linear relation using the Algorithm-1.
e The linear relation is reduced using structured Gaussian elimination.

e The reduced linear system is of the form Az = 0, where A is the coefficient
matrix and z is a one dimensional unknown matrix. This linear system is
transformed into the form Ax = B, where B is formed by using the logarithm

of the generator. This linear system is solved by using the Lanczos method.

e The logarithms mod p of factor base elements can be obtained by using
Chinese Remainder Theorem for logarithms mod p from logarithms mod ¢

and mod 2.

e keep the running time for each tuple.

Repeat the above procedure for all the tuples.

The above algorithm is executed on a data base of safe primes and the reports
are tabulated in table 3.2. Table 3.2 reports the average running time and the
number of iteration for problems of size from 17 digits to 50 digits. The algo-

rithm is tested for both sieving and solving phase up to 40 digits, beyond that
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Table 3.2: Results on improved linear sieve method with k=1

Problem size Running time Bound Sieve length ~ No of itera-
in digits in sec tion
17 4 1042 795 2
18 7 1250 895 2
19 11 1492 1067 2
20 14 1770 1255 2
21 26 2094 2094 2
22 32 2466 2466 2
23 53 2894 2894 2
24 72 3384 3384 2
25 121 4000 4000 2
26 171 4586 4586 2
27 238 5314 5314 2
28 338 6140 6140 2
29 459 7200 7200 2
30 677 8200 8200 2
31 985 10897 10897 3
40 6hours 38000 38000 3
45 - 81000 81000 3
50 - 160000 160000 4
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Table 3.3: Comparison between the running time of improved linear sieve method

and the empirical results in table 3.1 with k=1

Problem size  Bound from Bound ob- Running time Running time

table 1 tained from wusing results of Algorithm
Algorithm from table 1 in sec
in sec

17 998 1042 4 4

18 1233 1250 6 7

19 1515 1492 10 11

20 1900 1770 13 14

21 2260 2064 26 26

22 2740 2466 38 32

23 3310 2894 58 23

24 4000 3384 88 72

25 4800 4000 130 120
26 5730 4586 191 171
27 6840 5314 265 238
28 8140 6140 395 338
29 9660 7200 578 459
30 11440 8200 947 677

only linear relation is generated and the parameters bound and sieve length are
obtained. Similarly the traditional linear sieve method is executed with the same
data base of safe primes except the linear relation is created using the bound and
sieve length computed from the table 3.1, discussed in section 3.2.3. The running
time is compared with the running time of linear sieve method implemented using
the proposed algorithm discussed in the previous section. Table 3.3 tabulates the

difference in the running time between the traditional and Algorithm-1
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3.5 Comparative analysis

The table 3.3 ensures the performance of improved pre-computation step of Linear
sieve method. The investigation of the relationship among the parameters in the
tuple (B, C, R) aids in improving the performance of linear sieve method. This
section reports the comparative analysis between the parameters listed in the table
3.1 discussed in section 3.2.3 with tuple (B, C, R) investigated in the present study.
The bound (B) and the sieve length (C') in the table 3.1 are functions of problem
size (p). The bound and the sieve length in the tuple (B, C, R) are related such
that C' < 2B and this is obtained through the experimental results for the fixed
ratio R. The bound B chosen for the list of problems in the newly proposed pre-
computation step are comparatively less with the empirical results given in the
table 3.1. The sieve length presented in the table 3.1 is comparatively less with
the sieve length chosen in the newly proposed algorithm.

For example a 20 digit problem is solved by using a bound B ~ 1900 and
the sieve length of ' =~ 800 obtained from the table 3.1, this shows that the
B and C are related with independent of ratio as C' = .421B. The bound and
the sieve length chosen for the same problem are B =~ 1770 and C' ~ 1400 with
dependent on ratio as R = 2.0, when it is solved by using the newly proposed
pre-computation step of linear sieve method. Through the experimental results
we obtained C' &~ .5B to .9B for smaller problems and C' = B for problems of size
> 21. In the present study, the problems of size up to ~ 40 digits are solved by
using both generation and solving steps of Algorithm-1 and the parameters in the
tuple (B,C, R) are R ~ 2 and C' = B. The problems of size up to ~ 55 digits are
solved by using generation step and the tuple (B,C, R) are R ~ 2 and C' = B.

3.6 Conclusion

In this chapter we discussed a new approach to improve the performance of ICM.
An improved algorithm is proposed for the pre-computation step of ICM and new
results are reported on the parameters used to generate and solve the relations.

The parameters are analyzed as a group on the performance of ICM. We showed
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that including reduction alongside generation permits the selection of B and C
such that the overall time needed for the pre-computation step of ICM is reduced.
Also, we reported that, if the number of relations is twice the number of unknowns,
we get improved performance in the structured Gaussian step resulting in a smaller
set of relations for solving by Lanczos method. Finally we conclude that the
performance of ICM is improved by 30 to 40 % by selecting the smallest bound B
such that C < 2B.
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Chapter 4

A New Method for Computing
DLP Based on Extending Smooth
Numbers to Finite Fields

This chapter introduces the concept of B-smooth numbers over Z;. Their distri-
bution for different types of primes is studied and it is shown that there are two
major classes. These lead to the development of an efficient algorithm for solving
DLP, when the exponent lies near the middle of a group, i,e., & or the prime order
subgroup, i.e., 4 for primes of the form p = 2¢ + 1. Also with a simple extension
the algorithm may be used for p = 2p + 1, where p is a product of primes. The
examination on problems of size up to 1024 bits reveals that the exponent in the

above interval can be retrieved easily in reduced cost.

4.1 Introduction

The popular DLP based public key cryptosystems are based on the hardness of
solving the DLP. The DLP is a mathematical problem defined on a finite field
Z;. To ensure the security of the system the prime p to be chosen appropriately
regarding the bit size and the structure. The bit size of 1024 and with a large
prime factor of p — 1 are recommended and considered as safe.

The DLP can be solved through the trapdoors in reduced time bound, when
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additional information is available apart from g and y. The subgroup confinement
attack is one of the popular attacks of this kind. In this attack the element y
is confined to a small subgroup and retrieved in reduced time using exponential
time algorithm. Similarly, Van Oorschot and Weiner [98] presented a method to
retrieve the short exponents (z) and suggested the use of prime order subgroup
or the safe primes. Further, Lim and Lee [56] proposed a key recovery attack on
prime order subgroup for certain DLP based schemes.

This chapter introduces a new smoothness concept over Z7. This is an analo-
gous definition of Y-smooth integers. An integer is Y-smooth if all its factors are
less than or equal to Y. The distribution of smooth numbers over Z7 is studied
and it is found to exhibit different patterns depending on the type of primes. The
primes are classified based on the factors of p — 1.

The patterns generated from the smooth number set over Z; aid in developing
some new methods to solve the DLP. The DLP is solved with the additional
information regarding the structure of p and the range of the exponents. The
structure of p, such as p — 1 = 2p, where p is a prime or product of primes is
chosen. The range of exponent x is assumed to lie near the middle of the group

ie., £.

In general the primes with one of the factors of p — 1 is large and in
particular when p = 2p + 1 and one of the factors of p is large are considered as

safe in the literature. In the present study the DLP in the above groups are solved

4.2 Smooth numbers and their distributions for
certain primes

An integer is called Y-smooth if it has no prime factors larger than Y. For example,
the number 48 is 3-smooth because its prime factors are only 2 and 3. An analogous

definition is proposed for smoothness over Z7 as follows:

Definition 1 Let Z; be a multiplicative group of a prime field p and let B be a
factor base (B C Z3). Then an element s € Z is B-smooth over Z iff
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s = H b;“ mod p (4.1)

b;eB

In general, the factor base B consists of all primes less than an upper bound pp
and the above definition is equivalent to the conventional definition of smooth
numbers (pp smooth in this case). The difference is that the factor base may
now contain an arbitrary set of primes and the new definition of smoothness is
necessary to handle such a case. The importance of this difference becomes more
evident in the rest of the chapter.

Let Sf denote the set of all B-smooth numbers over Z;. It should be noted
that if the factor base B contains a generator of Z7, then Sf contains all the
elements of the group. Otherwise, Sf C Z,. It is the latter case that we explore
in this chapter and exploit in our approach.

Let b be an element of Z7. We define a smoothness function

Fu(b) = 1 ifbeSP? (4.2)

0 otherwise.
Let K ={z:z€ Z andl <z <PA}and L={z:z€ Zand I} <z <
p— 1}, and let

X = {F(b),be K}, and (4.3)
Y = {F,b),beL} (4.4)

Note that the cardinality of the sets X and Y is the same.
Let w; represent the string of 0’s and 1’s obtained by writing out in order the
elements of the set X and ws represent a similar string obtained from the set Y.

Let a; be the i element of w; and b; be the j% element of wy.

Definition 2 (Reverse Pattern) wy is defined as the reverse of wy and denoted

as wy = wf% if a; = bp—;, Va,.

Definition 3 (Complement Pattern) ws is defined as the complement of w,

and written as wy = w¥ if a; = bl

v—i» Vai; where I denotes complement operation.
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Definition 4 (Palindrome Pattern) Let w denote the string wiwy. Then w

exhibits a palindrome pattern if wo is the reverse of wy.

Definition 5 (Inverse Palindrome Pattern) Let w denote the string wyws.

Then w exhibits an inverse palindrome pattern if ws is the complement of w;.

4.2.1 Identified patterns

The properties of B- smooth numbers are investigated on five types of primes,

classified based on the factors of p — 1 as given below.

Type 1:- The prime p with p — 1 = 2¢,where ¢ is a prime.

Type 2:- The prime p with p — 1 = 2¢;¢2,where ¢; and ¢, are prime.
Type 3:- The prime p with p — 1 = 2¢", where ¢ is a prime.

Type 4:- The prime p with p — 1 = 2"¢, where ¢ is a prime.

Type 5:- The prime p with p — 1 = 2™¢" , where ¢ is a prime.

Theorem 1 Let p be a prime with p — 1 = 2q, where q is a prime. Let the factor
base B be chosen such that it contains elements of order (p—1)/2, i.e., of order q.
In such a case, the distribution of B-smooth numbers over Z, exhibits an inverse

palindrome pattern.

Proof.

1. Let x € Z7 be an element of O(q). Then 27 = 1 and —2? = —1 which means
that —x is a generator and non-residue. Therefore, if z € K and Fy(z) = 1
then —z € L and Fy(—x) = 0; and if x € L and Fy(z) = 1 then —x € K
and Fy(—z) = 0.

2. Let  be an element of O(2¢). Then z is a generator and non-residue.

That is, —x is an element of O(q). Therefore, if x € K and Fy(z) = 0 then
—z € L and Fy(—z) = 1; and if z € L and Fy(z) = 0 then —z € K and
Fy(—x) = 1.
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3. Let x € K be an identity element; then, —z is an element of order 2 and

x € L. Therefore, if € K and Fy(z) = 1, then —z € L and Fs(—=x) = 0.

(1), (2) and (3) prove that wywq exhibits an inverse palindrome pattern.
It may also be noted that if B, the factor base, contains only elements of O(2),

then wyws, represents a palindrome pattern.

Theorem 2 Let p be a prime with p — 1 = 2q1qo where g1 and qo are primes.
Let the factor base B be chosen such that it contains elements of O(q1q2). Then
the set SP contains elements of O(q1),0(q2) and O(q1q2) and the distribution of

B—smooth numbers over Z; exhibits an inverse palindrome pattern.

Proof.
1. Let € Z; be an element of O(q1¢2). Then,
P =1; —x"? = —1
That is, —z is a generator.
2. Let x € Z3 be an element of O(q;). Then,
=1 -2 = -1

It shows that —xz is an element of O(2q;). Similarly, if x is an element of

O(q2), then —z is an element of O(2¢y).

From (1) and (2), it may be seen that if x € K and Fi(z) = 1, then —z € L
and Fy(—z) =0; if v € L and Fy(z) = 1, then —x € K and F(—x) = 0.

3. Let x € Z; be an element of O(2¢1¢2). Then,
xh? = —1; %2 =1
As g1 # ¢2 and O(2¢;) and O(2¢,) are even, —z is an element of O(q1q2).
4. Let x be an element of O(2¢;). Then,
h=-1;—2" =1
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Thus, —z is an element of O(q;). Similarly, it may be shown that —z is an

element of O(ge) if x is an element of O(2¢y).

From (2) and (3), it may be seen that if z € K and Fi(z) =0, then —x € L
and Fy(—z) = 1;if x € L and Fy(z) = 0, then —x € K and F(—x) = 1.

5. Let x € K be an identity element, then —z € L and is an element of O(2).
Therefore, if v € K and Fs(x) =1, then —z € L and F(—z) = 0.

It is proved from the above cases that w,ws exhibits an inverse palindrome pattern.

Corollary 1 Let B contain only elements of O(2q;). Then, Sf consists of ele-
ments of O(2),0(q1) and O(2q,) and the distribution of B—smooth numbers ex-

hibits a palindrome pattern.

Corollary 2 Let B contain only elements of O(2q2). Then, Sf consists of ele-
ments of O(2),0(q2) and O(2q2) and the distribution of B—smooth numbers ex-

hibits a palindrome pattern.

Both the above corollaries are easily proven from (2) and (4) of theorem 2. Simi-
larly, it may also be shown that if B contains only elements of O(q;) or O(gz), the

distribution of B—smooth numbers show no discernible patterns.

Theorem 3 Let p be a prime with p— 1 = 2q¢", where q is a prime. Let the factor
base B be chosen such that it contains elements of order (p—1)/2, i.e., of order q".
In such a case, the distribution of B-smooth numbers over Z; exhibits an inverse

palindrome pattern.

Proof.

L. Let x € Z] be an element of O(q™), where m varies from 1 to n Then,
7 =1;—27 =-1

That is, —x is a generator for O(2¢™).
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2. Let v € Z3 be an element of O(2¢™). Then,

It shows that —z is an element of O(¢™).

From (1) and (2), it may be seen that if z € K and Fi(z) =1, then —x € L
and Fs(—x) = 0; if x € L and Fy(z) = 1, then —z € K and Fy(—z) = 0,

since the B-smooth numbers set consists of elements of order ¢™.

3. Let x € K be an identity element, then —x € L and is an element of O(2).
Therefore, if z € K and Fis(z) = 1, then —z € L and Fs(—xz) = 0.

It is proved from the above cases that wyws exhibits an inverse palindrome pattern.

Theorem 4 Let p be a prime with p — 1 = 2¢™. Let the factor base B be chosen
such that it contains elements of order 2™, where m varies from 1 ton—1. Then
the set ST consists of elements of O(2),0(q™), 0(2q™), where m varies from 1
ton — 1 and the distribution of B-smooth numbers over Z; exhibits a palindrome

pattern.

Proof.

1. Let x € Z; be an element of O(2¢™). Then,

2a™ 9a™

rz?2 =—-1;,—x 2 =1

That is, —x is an element of O(¢™).
2. Let x € Zy be an element of O(¢™). Then,
27" =1; -2 =1

It shows that —x is an element of O(2¢™).

From (1) and (2), it may be seen that if x € K and Fi(z) = 1, then —z € L
and Fy(—z) = 1; if # € L and Fis(x) = 1, then —z € K and Fy(—z) = 1,
since the S consists of elements of O(¢™) and O(2¢™).
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3. Let x € K be an identity element, then —z € L and is an element of O(2).
Therefore, if z € K and Fy(z) = 1, then —z € L and Fy(—x) = 1.

It is proved from the above cases that wiwy exhibits an palindrome pattern.
Similarly, if B contains only elements of O(¢™), where m varies from 1 to n — 1,

the distribution of B—smooth numbers show no discernible patterns.

Theorem 5 Let p be a prime with p—1 = 2™q, where q is a prime. Let the factor
base B be chosen such that it contains elements of order 2™q, where m varies from
1ton—1. Then the set Sf consists of elements of O(2),0(q), O(2™q) and O(2™)

and the distribution of B— smooth numbers over Z; exhibits a palindrome pattern.

Proof.

1. Let x € Z be an element of O(2™¢). Then,

2My 2m

T2 E—l;—qu =-1
That is, —x is an element of O(2™q).

2. Let x € Z3 be an element of O(2q). Then.

2 =—-1;—x22 =1
It shows that —z is an element of O(q).
3. Let x € Z} be an element of O(q). Then,
t=1;—21= -1

It shows that —z is an element of O(2q).
4. Let x € Z} be an element of O(2™). Then,
2 =1-2"" =1

It shows that —z is an element of O(2™).

From (1),(2),(3),(4) and (5), it may be seen that if x € K and Fy(z) = 1,
then —z € L and Fy(—x) = 1; if 2 € L and Fy(z) = 1, then —z € K and
Fy(—x) = 1.
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5. Let x € K be an identity element, then —z € L and is an element of O(2).
Therefore, if z € K and Fy(z) = 1, then —z € L and Fy(—x) = 1.

It is proved from the above cases that wiwy exhibits an palindrome pattern.

Corollary 1 Let B contain only elements of O(2'), where | varies from 1 to n.
Then, Sf consists of elements of O(2),0(2') and the distribution of B—smooth

numbers exhibits a palindrome pattern.

The above corollary can be easily proven from (4) of theorem 5. Similarly, if B
contains only elements of O(q), the distribution of B—smooth numbers show no

discernible patterns.

Theorem 6 Let p be a prime with p—1 = 2%q¢", where q is a prime. Let the factor
base B be chosen such that it contains elements of order 2™q', where m varies from
1tox—1 and [ varies from 0 to n. Then the set S consists of O(2), 0(2™¢")
and O(q"), where m various from 1 to x — 1 and [ various from 0 to n, and the

distribution of B-smooth numbers over Z; exhibits a palindrome pattern.

Proof.

1. Let z € Z} be an element of O(2™¢'). Then,

That is, —x is an element of O(2™¢!).

2. Let x € Z* be an element of O(q'). Then,

It shows that —z is an element of O(24").

3. Let x € Z* be an element of O(2¢'). Then,

24! 24!

x2 =—-1;—r2

i
—_

It shows that —z is an element of O(¢').
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4. Let x € Z} be an element of O(2q). Then.

r2 =—-1;—z2 =1
It shows that —z is an element of O(q).
5. Let x € Z} be an element of O(q). Then,
=1 —21=-1
It shows that —x is an element of O(2q).
6. Let x € Z} be an element of O(2™). Then,
22 =1-" =1

It shows that —z is an element of O(2™).

From (1),(2),(3),(4),(5) and (6), it may be seen that if z € K and Fi(z) = 1,
then —x € L and Fy(—z) = 1; if v € L and Fs(x) = 1, then —z € K and
Fy(—z) =1.

7. Let © € K be an identity element, then —x € L and is an element of O(2).
Therefore, if z € K and Fs(z) = 1, then —z € L and Fs(—x) = 1.

It is proved from the above cases that wywy exhibits an palindrome pattern.

Corollary 1 Let B contain only elements of O(2%¢'), where | various from 0 to
n—1. Then ST consists of elements of O(2),0(q") and O(2™q"), where m various
from 1 to x and | various from 0 to n — 1 and the distribution of B— smooth

numbers exhibit palindrome pattern

This corollary can be proven from (1) to (7) of theorem 6.

Corollary 2 Let B contain only elements of O(2™), where m wvarious from 1 to
x. Then, Sf consists of elements of O(2™) and the distribution of B—smooth
numbers exhibits a palindrome pattern.

The above corollary can be proven from (6) of theorem 6. Similarly, if B contains
only elements O(¢™), where m from 1 to n. Then, the distribution of B-smooth
numbers does not exhibit any pattern.

The following table 4.1 summarize the patterns that are generated from different

types of primes.
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Table 4.1: Patterns generated from different types of primes

Type of the | Order of factor base | Pattern
Problem elements
Type-1(2q) q Inverse Palindrome
Type-2(2q142) 0192 Inverse Palindrome
— 2q1 or 2qo Palindrome
Type-3(2¢™) q" Inverse Palindrome
- 2q™ ,where m varies | Palindrome

from 0 to n — 1.
Type-4(27q) 2™q, where m varies | Palindrome

from 1 ton —1
— 2™ where m various | Palindrome

from 1 to n
Type-5(2¥q") 2mq¢! where m varies | Palindrome

from 1 to z — 1 and [

varies from 0 to n.
—~ 27¢', where [ various | Palindrome

from 0 ton — 1
- 2™ where m various | Palindrome

from 1 to =
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4.2.2 New algorithms for DLP

In this section, we present two new algorithms based on the results in the previous
section for solving DLP. The following equations show the relationship between

the discrete logarithms of y and —y

r = g+2vmod (p—1) when yis O(2q) (4.5)
v = (xr4¢)/2modq when yis O(q) (4.6)

where ¢ is the order of the subgroup; and, v is the discrete logarithm of —y with
respect to q if x is that of y and vice-versa.

Equations 4.5 and 4.6 allow us to solve the DLP for exponents lying near the
middle of the prime-order subgroup i.e., ¢ £ d.

Similarly, the exponents within the approximate distance % + d can be solved
in reduced time. To solve the logarithm of y i.e., (¢ — 1)/2 £ d, the logarithm of
—yie., =1 *+ 2d mod p — 1 to be solved. Since,

r = qx 2vmodp—1
r = qgx 2((¢—1)/2 £ d) mod p—1
r = q+q—1 + 2dmodp—1

r = 2¢—1 * 2d mod 2q

The logarithm of —y , which could be solvable in minimum computational power
is vulnerable. The following section presents the study on the exponents in a

specific range to solve the logarithm in reduced cost.

4.3 Computing the discrete logarithm in a given
range

In the current technology, it is considered as infeasible to compute the DLP in a
group of order ~ 1024 bits. Var Oorshot and Wiener analyzed the computation of
the DLP for an exponent of size &~ 160 combined with the random prime p of size

~ 1024 bits. They suggested the use of prime order subgroup along with the short
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exponents or the use of safe primes. Lim and Lee have shown a specific interest
in investigating the computation of the DLP in a prime order subgroup of order
~ 160 bits of p of size &~ 1024 bits by extracting = mod O(3). The [ denotes the
product of elements of smooth order and the prime p is assumed to be of random
and the p — 1 has many small factors apart from the large one with 160 bits.

In both the cases random primes are used for the computations and assumed
to have many small factors apart from the large one for p — 1. The difference is
that, the former solved the problems with generators of order |p — 1| and the later
solved the problems with generators of order |g| for the DLP and computations
are restricted to prime order subgroup ¢. From the above discussion, the following
problems are formulated and investigated with the help of the algorithms discussed

in the section 4.2.2 .

e Finding the exponent in a specific range in a group of order |2¢| and the

order of y is |2¢| or |g|.

e Finding the exponent in a specific range in a prime order subgroup of a safe

prime or random prime with p — 1 as 2p.

e A random prime with p — 1 as 2p and one of the factor of p — 1 is a large

prime order subgroup.

4.3.1 Exponents in a specific range in a group of order 2¢g

The use of safe prime p of the form p = 2¢+ 1 where ¢ is also a prime is considered
as safe. As discussed earlier Var Oorshot and Wiener [98] proposed an attack
on short exponents with the combination of random prime. The algorithm is the
combination of Pohlig-Hellman and Pollard-Lambda method to solve the DLP
with the above constraints and it works as follows. Let y = ¢* be an element of
a group G of order n = z(Q), where z = B, is the product of smooth factors, and

has bit length approximately k. Compute V where V = x mod z, by a partial
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Pohlig-Hellman decomposition. Write z = Az + V, where 0 < V' < z with A as
yet unknown. Then y = ¢* = ¢g***V. Now A € [0,2¢], where ¢ = u — k bits of
x remain unknown after finding V. Computing ¢" and y* = y/g" = ¢** = h4,
where h = ¢* is known. Now V to be computed from the lambda method. Since
A and V are known, = can be calculated as v = Az + V.

The safe primes precludes the Var Oorshot attack, since the partial Pohlig-
Hellman decomposition yields only a single bit of information about an exponents
z. The advantage of using safe primes is that, all group elements of Z; other than
+1 are known to have order either g or 2q.

In this type of primes, the set of smooth numbers over Z; generates an inverse
palindrome pattern. If the order of y is known, then the order of —y is to be
decided by using this pattern. Since the problem is of safe prime, the order of y
is either 2q or gq.

(i) y is of order |2¢|

In this section we presented a method to retrieve the logarithm that is known
to lie in an interval [g &£ 2 * d], where d is the distance. The method first converts
the element, y of order 2¢ into —y and computes the logarithm of —y in the prime
order subgroup using the Pollard-Lambda method. The logarithm of y is obtained
as follows.

Let us consider g* = y, where g and y are known, x to be solved and the order
of g is p — 1. The above equation can be rewritten as follows using the properties

discussed in the previous sections.
T _ .
91 = Y,

where ¢; is the generator of order ¢ .

Since,

=y
gq+2i =y
9°.(5*) =y



Here i is assumed to lie in an interval [1, d]
Solve ¢ by Pollard-Lambda method.
Thus,

T =q+2x*imod 2q;

. (ii) y is of order q.

When the order of y is q. The logarithm of y is calculated as follows. Let us
assume ¢* = y. Since the order of y is ¢, it can be generated from ¢g;. Thereby,

the equation can be rewritten as follows:

’

g1 =

where g; is the generator of ¢ and 2’ assumed to lie within the range [(45* + dJ.
Now, the following equation is obtained by using the properties discussed in the

previous sections

z1

g = —y;
where x; is —1 + 2d
gt =y
glEU_
g lg¥ = _y
()" = ~y.g
9{ = —y.g

Solve d using Pollard-Lambda method and solve x; using the equation —1 &+ 2d.
Then,
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x =2
Since,
9 =y
(6°)" =y
g1 =Y
The equation for —y is
gt =—y

4.3.2 Exponent in a specific range in a prime order sub-
group of a safe prime of the form 2¢+ 1 or a random

prime of 2p + 1

Use of large prime order subgroup is considered as safe, since all computations are
restricted within the subgroup. The popular attack on prime order sub group is
proposed by Lim and Lee [56]. They discussed the problem of size ~ 1024 bits
with prime order subgroup of ~ 160 bits. The prime p solved in the above attack
is a random prime p with p — 1 has many small factors apart from the one with
160 bits. The attack is explained below. Let g be a generator of order ¢ and O(f)
denotes the order of 3. If 2 = 4" mod p can be retrieved by attacking the protocol,
then x mod O(v), where v = [[ Bi(a product of distinct smooth order elements
mod p) can be obtained by using Pohlig-Hellman decomposition and finally the
remaining part of x could be found from the public key y using Pollard-Lambda
method.

In this section we considered the problem of solving the exponents in a prime
order subgroup of a safe prime and random prime of the form 2p + 1 along with
the assumption that the exponents lie in a specific range. In this type of primes,

the set of smooth numbers over Z7 generates an inverse palindrome pattern for
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safe primes with respect to the factor base of elements of order ¢. For random
primes the set is belongs to inverse palindrome pattern with respect to the factor
base of elements of order p and to palindrome pattern with respect to the factor
base of elements of order 2X, where X is a prime or product of primes. If the
order of y is known, then the order of —y is to be decided by using these patterns.

The logarithm can be solved as follows:
(i) Prime order subgroup of safe prime

In the same way as discussed in the previous section the logarithm of y is ob-
tained as follows. Let us assume ¢® = y; where ¢ is the generator of prime order
subgroup(q) of safe prime, y is of order ¢ and x is assumed to lie within the range
[(q;—1 + d]. This equation can be rewritten as follows using the property, which

relates y and —y.

g1t = —y mod 2g;

¢°' = —y? mod q.
Since,
9 =y
g =y
9" =~y
(g1)" = —y*
g = —y?

where x; is —1 4+ 2d, g; is the generator of order 2¢ and g is the generator of order

q.
9" = =y
gl EA 2
g lgt — 2
(g =—-v"yg
9y =49



The value for d can be obtain using Pollard-Lambda method and x; can be solved
using the equation —1 =+ 2d.

x can be solved as follows:-
x = (z1 —p)/2 mod q

(ii) Prime order subgroup of random prime

Let us assume ¢ is a prime order subgroup of random prime and the compu-

tations are restricted within the prime order subgroup. When the exponent is

assumed to lie within the range [q2—1 + d], it can be retrieved as follows:

g* =1y mod q

z1

g™ = (~y)? mod p
Since,

g* =1y mod q

g =y

where ¢, is the generator of order 2¢

95t = (—y)?
g;m _ (_y)2
where x; is —1 + 2d

9" ==y
glEU 2
g gt = 2
(g =—-v"yg
9 =-y"g

Solve d using Pollard-Lambda method and z; is solved using the equation —14+2d.
Once the logarithm of x; is known, the equation x1 = ¢ + 2 % x is to be solved to

obtain the value of z.
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On the other hand, the x; can be solved if the value z; mod ~y is leaked through
the protocol design. The v is the product of primes less than some small bound
B. In such case, the computation needed for the adversary is relatively less. For
example a random prime of size ~ 1024 bits with factors of p — 1 as many smooth
factors along with a prime of size ~ 160 bits is chosen for testing. Since one of
the factors of p — 1 is a large prime order subgroup of size 160 bits, the x1 mod ¢
can not be solvable by using Pollard-Rho method. The Pollard-Rho method needs
O(+/(2')) group operation, which is O(2%)) group operations. If x; mod v is
known, then the logarithm of remaining bits of z; is obtained as follows. Suppose
x1 mod 7y is & 40 bits and z1 mod ¢ is within the interval [1, d] and ~ 80 bits. Then
the computation of remaining bits requires only O(\/(240)) time and space using

Pollard-Lambda method, which is a feasible computation power for the adversary.

4.3.3 Random prime with p — 1 as factors 2p

As discussed in the previous section in this type of primes the smooth numbers
over Z; belongs to inverse palindrome pattern with respect to the factor base of
elements of order p and to palindrome pattern with respect to the factor base of
elements of order 2X, where X is a prime or product of primes. If the order of y is
known, then the order of —y is to be decided using these patterns. The logarithm
can be solved as follows:

The random primes with factors of p — 1 as many smooth factors along with
a large prime is considered for the exponents of specific range. The logarithm
can be solved by using Pohlig-Hellman method. The method solves the logarithm
x mod p in the subgroups by obtaining x; mod p; and combining the results using
the Chinese Remainder Theorem. The x; mod p; can be solved by using either
Shanks or Pollard-Rho method. Since one of the factor of p — 1 is a large prime
order subgroup ¢, the x; mod q can not be solvable by using Pollard-Rho method.
Another way to get the solution is, if x; mod 7 is leaked through the protocol
design as discussed above, then the logarithm of remaining bits of x; is obtained
by using Pollard-Lambda method.

Another solution to the above problem is, If the logarithm z; mod ¢ is assumed
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to lie within the range [(4* = 1d], then it can be computed in (O(+/(d)) group

operation as follows:

g =Y

p—1 p—1
gT = yT
9=

gi' =y1 mod q

: where x; assumed to lie in the range [(% + 1d], g1 is the generator of subgroup
¢ and the reduction from ¢* to ¢;* is by using Pohlig-Hellman decomposition.
91" =y mod q
gt = (—n)?
Since g7 = y; mod q. This can be rewritten as follows using the property which

relates y and —y.

x1

g =
where ¢ is the generator of order |2¢|
g = (—=)?
(6% = (=n)
gt = (—u)’
where 1 is —1 &+ 2d
9t =i
P
97 = —yi

(97) = ~yi. o

9s = —Yi.q
Once the logarithm of x; is known, the equation x; = ¢ + 2 * x; is to be solved
to obtain the value of x; mod ¢. The logarithm x mod p can be solved using the

Chinese Remainder Theorem on x; mod p;. The following section presents the

results to support the claims made in the present section.
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4.4 Experimental results

We implemented the methods for problems of different types discussed in the
previous section and conducted experiments using an appropriate database. In
this section we describe these experiments and give a representative selection of
our experimental results. The purpose of our experiments is to produce the data
on which we can base reliable statements about the expected running time of the
proposed methods to solve the DLP. Let us describe clearly, First we generated a
database of approximately 100 problems in each type described below along with

the necessary information to carry out the experiments:

e Problems of prime p with p—1 as 2¢ (safe prime) with the generator of order
|2¢g| and the order of y as |2q|, safe primes with the generator of order |2¢|
and the order of y as |q]

e Problems of safe primes with generator of order |g|, all computations are

restricted within this prime order subgroup.

e Problems of primes with p — 1 as 2p, where p consist of small primes along
with a big prime ¢ with the generator of order |g|, and the computations are

restricted within this prime order subgroup.

e Problems of primes with p — 1 as 2p, where p consist of small primes along

with a big prime ¢ with the generator of order |2p|.

A data file is produced with approximately 6-tuple (p,d, g,y,t, F) of each of the
above primes with the following properties:

p is the prime to be tested of size between 100 to 1024 bits.

d is the approximate distance from the order of the subgroup g.

g is the generator, it may be a generator for a group or for a prime order subgroup.
yis g* .

t is the type of the prime.

F'is an array of factors of p — 1.

The following algorithm is used to produce the database.
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e Select a prime ¢ with an appropriate size according to the type of the problem

to be tested.

e Check the 2¢ + 1 is a prime or not for a safe prime or 2p + 1 is a prime or
not for random primes, where p is a product of small primes less than some

small bound B along with a big prime q.
e Repeat the above steps till a prime of required type is found.

e Find the generator of order 2¢ for the safe primes, the generator of order |q|
for the prime order subgroup computations of safe primes, the generator of
order |g| for the prime order subgroup computations of random prime with
p — 1 as 2p and the generator of group order |p — 1| for the random prime

with p — 1 as 2p.

e The distance for the above problems to be selected within the range from

210 £t 240 and the y is calculated using this distance as a reference.
e Finally the factors of p — 1 and the type of the problem is to be stored.
Having built up the file the following algorithm is executed.
e Read a tuple (p,d, g,y,t, F)
e Find the type of the problem.
e Find the order of y using the factors of p — 1.

e Use the methods discussed in the previous section according to the order of

y and the type of the problem.
e Use Pollard-Lambda method to solve the logarithms in a range [1, d
e Keep the track of the computed run time.
e Repeat the above steps until all tuples are calculated.

The following tables report the results on the problems of size up to 1024 bits

and the average running time of the methods discussed in the previous Section.
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Table 4.2 tabulates the average running time of solving DLP on different size
problems of safe primes from 100 to 1024 bits. The variable d indicates the ap-
proximate distance. Table 4.3 shows the average running time of problems with
computations are in prime order subgroup of p—1. We considered the prime order
subgroup of safe primes and random primes.

Table 4.4 presents the running time of random prime with the generator of
order p — 1. The group order p — 1 is assumed to have many small factors apart
from the large one ¢ and the « is the product of these many small factors. The
DLP 2 mod p—1 is to be obtained by computing x; mod v and xz; mod q and finally
combine these results with Chinese Remainder Theorem. x;mody can be solved
using Pohlig-Hellman method. The problems are tested under two assumptions,
when the v bits of x; mod ¢ are not leaked and v of x; mod ¢ bits are leaked. In
the former case the x; mod ¢ can be obtain only from Pollard-Lambda method. In
the later case the remaining bits are solved using Pollard-Lambda method, since
x; mod 7y bits are leaked. In all the above cases the logarithm in an interval [1, d|
is solved using the Pollard-Lambda method.

The Pollard-Lambda method involves computing two sequences of points 7" and
W. T computes the sequence yé, y/l, ....y;\,, where ;.1 = y;.gf (s:) using a random
function whose values takes the output from the set R. At yy, the T halts and
"set a trap” hoping to catch W should W land at this point during its own trail
Y = Yo, Y1----yn, this will occur if W’s trial hits any y;-. The T trails begins at y(/) =

N-1

v and proceed to yy’ and the distance traveled is dy = > " f(y') mod n.

g
The W trials begins at yo = y, when yy, = yy' for some y,, in W’s trial, at
which point the logarithm of y is computed as x = b+ w + d/N —dyr mod n. If no
collision occurs before d); exceeds w+d}v, then the failure probability is controlled
by a parameter 6. The sequences T and W are deterministic paths and stepped
by the random values obtained from the set R of mean m. For § = N/m and
m large, the probability of success is PS = (1 — (1 —m 1) ~ 1 —e % For
optimal performance, set m = a.w? for a as optimized below. For example, for
0 =4, PS = .98, and the total expected work, N + M, minimized by o = i, is
O(w%) steps. Pollard suggests computing and storing ¢°® for all s € R used, and

therefore choosing |R| < w2. R = {20,2!,22 2571 } is one suggestion, with
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f(y;) = 27, where j = y; mod L, which is followed in the present work.

4.4.1 Selected list of solved problems

This section presents the selected list of solved problems using the methods dis-

cussed in the previous section. In the following examples, p represents the prime,

g represents the generator of the group p — 1, gl denotes the generator of the

prime order subgroup and y is the element for which the DLP is solved. The

experimental results are conducted on a Pentium 1V machine with 256MB RAM

capacity

Safe primes:-

y of order 2q:-

p = 2000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000051447

qg="177

y = 7693676044202416745422753659549816469371006927217048384631749
22126530212347195976528377816908539301209624526440458231666798854
19546720977218720326468886270784231754169140846503947

y of order ¢:-

g="T77

gl = 603729

y = 56487384053184641403687971180919852467140316335370236320884627
02479332861883893316522492131787445957952418074502453391157500493
57967233048132426254959505997523836150705435711864823

Prime order subgroup of safe primes:-

p = 200000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000
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0000000000000000000000000000000000000000000000000000000000000000000

000000000000000000000000000000501759

gl = 60493815061729

y = 2078460713195865422772440389954893159002412188138022102300277209
65228954866328523566646872593649407459825667795051383121123760051081
77185421583291006449428378181632441695620604577968030313475034169803
60497027210187384295785446235303133114106273864750093243088583563508
1993919035843621557263441375831

Prime order subgroup of Random primes :-

p = 3530596818954837594058363570277060586834520000000000000000000000
0000000000000000000000000000000002298948118662442499371103438785908
001117297699

g=2

gl = 332317183564122258213280212875609733819427440070345162979120714
4404019442347666146004851900430305932537615128033273456315817255295
3907790655112

y = 24550568981107424620989791213232142911165492322016356564365312524
89977023983947006356459131339580436008715638751116866708872574
9006168938241077

Random primes :-

p = 4423203904733101730044905437206937176754300000000000000000000000
0000000000000000000000000000000002880169222566959191518740175437297
14264388803

g=2

g1 = 30063376819308994735373472630510976616803
4151277778943173983090993130572137220797537127
3531921985835306924802305144138806258070076319

949023406

y = 25588464588055016310411781764962200791538653782697112554494572636
980556028930096742787908956094526373675778913947520327051399363687
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98463146663

Prime order subgroup of Random primes:-

p = 287218743893286799408095785695585678816933527648396681212247460
911159847224901457171

gl = 84356340542889230018958878775437020141734107647551864529981512
717196296200418796030

y = 191165094386272352779074176649018971914733274092761611712662428
386938871813515582166

4.5 Conclusion

In the present study we investigated the following problems.

e Finding the exponent in a specific range in a group of order 2¢q and the order

of y is 2q or q.

e Finding the exponent in a specific range in a prime order subgroup of a safe

prime or random prime (prime with p — 1 as 2p).

e A random prime with p — 1 as 2p and one of the factor of p — 1 is a large

prime order subgroup.

Safe primes and prime order subgroups are consider as safe in the literature, since
the set elements of safe prime are known to have order p—1 or p_;l other than +1.
On the other hand in the prime order subgroup, the computations are restricted
within the subgroup, this property does not allow to solve the partial logarithm
through the small factors of p—1. In the present study we analyzed and solved the
problems defined in the above groups. The DLP that is known to lie in an interval
is investigated through the distribution of the smooth numbers over Z;. Many
cryptographic systems are based on the hardness of solving the DLP. The private
keys and ephemeral keys of many systems are the exponents x. The analysis

will help the systems to generate safe keys. This leads to avoid the keys that
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are vulnerable to the methods reported in the present study. Even though the
probability of getting the exponents within the specific range is less, caution to be
taken, while generating the keys. The properties and the investigation reported
in the present study are on specific instances of prime fields with p — 1 as 2p. The

work can be extended for the primes of the form 2"p + 1.

Table 4.2: Running time of methods to solve DLP on safe primes

Problem Safe prime with y as order 2¢ | Safe prime with y as order ¢
size in bits
910 920 930 940 910 920 930 940

100 - - - - - - - -

256 - 2 9m 4h - 1s 10m | 4h
2m

512 - 3s 15m |5 h - 2s 15m | 4h
30m

1024 - 3s 1h 13h - 3s 1h 15 h

12m | 15m 30m

Table 4.3: Running time of methods to solve DLP on prime order subgroups

Problem Prime order subgroup of safe prime | Prime order subgroup of random prime
size in bits

910 920 930 940 910 920 930 940
100 - - - - - - -
256 - 2s 1lm |5h - 1s 9m
512 - 3s 16m | 4h - s 13m

30m

1024 - 2s 50s 15h - 4s 4h
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Table 4.4: Running time of methods to solve DLP on random primes

Problem

size in bits

Random prime with generator of order p-1

Random prime with gener-
ator of order p-1 and v bits
leaked

210 220 230 240

210 220 230 240

100 - - - - - - -

256 - 1s 14m | 3h - - 14s 1h
10m

512 - - 13m | 4h - - 17s 2h
15m

1024 - 2s LYE 12h - 1s 358 6h

30m
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Chapter 5

Ephemeral Key Recovery using
Index Calculus Method

A special case of ICM, analogous to Pohlig-Hellman, when the factors of p — 1 are
small is studied in this chapter. In the literature, the Pohlig-Hellman is the best
known method to solve the DLP, when the factors of p — 1 are small and known,
while ICM is an efficient method for general DLP. Two algorithms are proposed
to improve the efficiency of the pre-computation step of the ICM by using the
equivalence classes formed from a special case of B-smooth numbers over Z7. The
two algorithms proposed here are useful in recovering ephemeral keys often used
for session-based security. Similarly an another approach followed to built the
ICM by using the property of generators to recover the ephemeral keys is also

presented.

5.1 Introduction

The distribution of a special case of smooth numbers over Z; on different types
of primes is studied in the present study. A set of quadruples are generated from
Z, using the characteristics of smooth numbers over Z;. Furthermore, a special
case of ICM, analogous to Pohlig-Hellman, when the factors of p — 1 are small is
studied in this chapter. Two approaches are followed to develop the ICM. One

is by using the characteristics of smooth number over Z7 and another is by using
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the property of generators of Z;.

The ephemeral keys based on the DLP in the public key cryptosystems are
to ensure the security of the system. The life time of these keys is short. In the
present study, the problem of solving the DLP for retrieving the ephemeral keys
is studied. These keys may be unique for each session or they may be reused for
different sessions of a same party. For example, the ANSI X9.42 standard, which
specifies several Diffie-Hellman protocols states that an ephemeral key is a 7 private
or public key that is unique for each execution of a cryptographic schemes”. Other
protocols do not place any restrictions on the reuse of ephemeral key, ”by the same
party across the different sessions” [61]. One way of retrieving this key is to solve
the mathematical hard problem such as DLP. These keys are dynamic and changes
for every session between Alice and Bob while the static keys remains the same
and lives longer. Since the life time of ephemeral keys is short, it is hard to recover
these keys within the short span of time by using the attacks with the target of
solving the DLP.

In ephemeral key security, the underlying field and generator of the cryptosys-
tem are held static but each session uses different keys. In some systems, the
ephemeral keys are changed periodically(e.g once every 5 minutes). For such sys-
tems, the use of ICM allows the pre-computation to be performed once with one
search each for the individual logarithm of the ephemeral key. For ephemeral key
systems, the security requirements are consider less secure as the keys change fre-
quently [20]. For Pohlig-Hellman, to solve the DLP for every ephemeral key is a
different problem. All steps have to be re-computed. On the contrary, in ICM,
only the individual logarithm step has to be recomputed. Therefore, the efficient
way of developing the individual logarithms step is investigated in the present
study. Also, the pre-computation step is studied to built an efficient individual
logarithm step.

Traditionally, the ICM is viewed as a general purpose algorithm with respect
to solve the DLP. The conventional way of computing the logarithms of factor
base is to obtain the logarithms of first-t primes by using the pre-computation
step. The DLP of y is solved by using the individual logarithm step, which is

compatible with pre-computation step.
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The present variant of the ICM is viewed as a special purpose method and
investigated, when the factors of p— 1 are small. An another way of choosing and
computing the logarithms of factor base is proposed. The pre-computation step
is built to compute the logarithms of newly chosen factor base. The first-t primes
along with the equivalence classes of the special case of B-smooth numbers over Z7
and the subgroup elements along with the equivalence classes are considered as the
factor base elements in the first and second methods of first approach respectively.
In the second approach only the subgroup elements are considered as the factor
base. Similarly, in the first approach, the logarithms of factor base are computed
with respect to the given generator g and the generators of subgroups, while
in the second approach the logarithms are computed with respect to the given
generator g. The individual logarithm step is one among the following, such as
the traditional individual logarithm step, Pohlig-Hellman and Chinese Remainder
Theorem in the first approach and using the property of generators of Z; in the
second approach. The newly proposed individual logarithm (computation) step
outperforms the Pohlig-Hellman on some special cases. This leads to recover the

ephemeral keys used in the DLP based schemes in reduced time.

5.2 Ephemeral key recovery using the properties

of a special case of smooth numbers over 7]

5.2.1 Smoothness

An integer is called Y smooth, if it has no prime divisors larger than some bound

Y. For example 2,3,4,6,8,9 are 3 smooth numbers.

Definition 6 (R, and R, relations) Let Ry is the relation defined on field el-
ements of Z; such that for any a € Z;, b € Z; ab = 1 mod p. Let Ry be the

relation defined on Z; elements such that for any a € Z;, b € Z; ab= —1 mod p.

Definition 7 (Quadruple) A quadruple is defined on Z field elements based on
the relations Ry and Rs.
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Example 1 :-Let s be the set of quadruple {ay, as, as,as} such that ayRyas

asRiay a1 Reaz asRyay

Definition 8 (B smooth on over Z;) Let Z is a multiplication group of prime
field and let B be a factor base (C Z;). Then a quadruple s is B smooth over Z;
off it satisfies the following relations.

Leta € B and bye, f € Z; thenab=1,ef =1, ae = -1, bf = —1.

The smooth element in the above definition is a quadruple and the set of all B-
smooth numbers over Z7 is a collection of quadruples. Let S denotes the set of all
B-smooth numbers over Z; and defined as follows:-

S ={s|s is B smooth over Z }.

Theorem 7 The field elements of Z7 forms a set of quadruples of disjoint sets.

Proof. Let z,y,z € Z; and x # £1 and zy = 1;y = rirz=—l2=—yyz =
—Lz=—x—xz=lz=—y. fe=21;11=1,-1.-1=1,1. -1 = —1.
Since #' # —a',x# —x,y # —y,y # —y and = # y except for +1

Hence zR1y; xRy —vy , yRix; yRy—x and —x Ry —y. Since the group elements have
unique inverse, the quadruples are disjoint sets. This shows a set of equivalence
classes can be derived from Z;‘ using the relations R, and Ry,. We denote the set
of equivalence classes as Z/ ~. The identity element forms the class with -1 and
the other [(p — 1 — 2)/4] classes are of size almost 4, where p — 1 is the order of
the group.

Proposition 1 Let v € Z7 andy € Z;. If v #y and xRyy then xRy — y,yRy —
r,—rRy —y.

Proposition 2 Let v € Z; andy € Z;. If v #y and xRy then xRy — y,yRy —
r,—rRy —y.

Proof. Let xzy=1
(i) Let A€ Z;

94



Hence xR; —y

Il
|
—

(i) y A

A=—-1y = -z

Hence yR; —x

(iii)—2zA = 1

A=1.—=x
1. — 1.2
ly=—y

Hence —xR; —y

Proposition 3 Let x € Z; andy € Z;. If x = y and vy = 1 mod p, then

TtRizx Ry — x.

Proof.

=z (5.1)

!
Hence z ==z

z=-lo =—z (5.2)



Hence z= -z

From 5.1 and 5.2 xRz and xRy — x

Next we require a function from the equivalence classes in Z/ ~ to some set
of representatives R. Since the present study is on the prime field, a suitable
function for our purpose is the elements generated from the generator g, each one
represents one equivalence class and a map, say ¢ on Z/ ~. Let us denote [g] as

a class of the generator and the experiments show that the map

¢:lgl = 25/ ~ (5.3)
can be defined by
g — R (5.4)
Where R is a representative of a equivalence class and ¢ is in the range 1 < i <
[(p—1-2)/4].
The above mapping function ¢ maps the classes other than +1 and this rotates

in a cyclic fashion from an arbitrarily generator. The following section describes

the characteristics of smooth numbers over Z;.

5.2.2 Distribution of smooth numbers over Z; on different

types of primes

The distribution of smooth numbers over Z is studied on different types of primes.
The primes are classified based on the factors of p — 1 as described in chapter 4.
Type 1:- The prime p with p — 1 = 2¢,where ¢ is a prime.

Type 2:- The prime p with p — 1 = 2¢;¢2,where ¢; and ¢, are prime.

Type 3:- The prime p with p — 1 = 2¢", where ¢ is a prime.

Type 4:- The prime p with p — 1 = 2"¢q, where ¢ is a prime.

Type 5:- The prime p with p — 1 = 2™¢" ,where ¢ is a prime.

Theorem 8 Let p be a prime of the form 2q+ 1. Let S be the smooth number set
over Zy. Let () be an equivalence class € S . If one pair of elements in () consists

of generators then the other pair contains non generators of O(q). If one pair is

1 the other pair is -1
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Proof. Let @ be the quadruple ((z,y)(—z, —y)) with relation R; Ry such that
rRyy, —eRy —y,vRy —y, yRy —

1. Let x be a non generator

=1 mod p

—zf= -1
This shows —x is generator.
Let y be a generator
y?=1mod p
—yl=-1

—y is a non generator.

2. Let x be a identity element,the quadruple is ((1,1)(-1,-1)).

Corollary 1 Let p be a prime of the form 2qiqs +1 and S be the smooth number
set over Z;. Let () be the equivalence class € S. Then the pairs in Q) have the

following characteristics:-

1. If one pair of elements in Q) consists of generators then the other pair con-

tains non generators of O(q1qz).

2. If one pair of elements in @ consists of O(q1) or O(qz) then the other pair

contains non generators of order O(2q;)orO(2¢s).
3. If one pair is 1 another pair is -1.

This can be easily proven from 1 and 2 of theorem 8.

Corollary 2 Let p be a prime of the form 2q™ + 1.

Let S be the smooth number set over Z;. Let Q) be the equivalence class € S.

1. If one pair of elements in Q consists of O(q'), where i varies from 1 ton—1

then the other pair contains O(2q").
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2. If one pair of elements in () consists of generator then the other pair contains

O(q").
3. If one pair is 1, another pair is -1.
This also can be proven from 1 and 2 of theorem 8.

Theorem 9 The prime p of the form 2"q + 1.

Let S be the smooth number set over Z;. Let Q) be the equivalence class € S.

1. If one pair of elements in @ consists of O(q) then the other pair contains

non generators of O(2q).

2. If one pair of elements in Q consists of O(2'q) where i varies from 2 to n

then the other pair is also of O(2'q).

3. If one pair is of O(2), where i varies from 1 to n then another pair is also

of O(2%)

4. If one pair is 1, another pair is -1.

Proof. 1. This follows the proof 1 of theorem 8

2. Let x be the element of order 2q where ¢ varies from 2 to n

This shows —z is an element of O(2'q).

Let y be the element of order 2'q where i varies from 2 to n

This shows —y is an element of O(2'q).

3. Let = be the element of order 2° where i varies from 1 to n
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This shows —z is an element of O(2%).

Let y be the element of order 2° where 7 varies from 1 to n

Il
8
Il
|
—_
3
8.
i)

This shows —y is an element of O(2%).

4. If one pair is 1 ,another pair is -1.

Corollary 1 Let p be a prime of the form 2"q7" + 1.

Let S be the smooth number set over Z;. Let Q) be the equivalence class € S.

1. If one pair of elements in Q consists of O(2'), where i varies from 1 to n

then the other pair contains O(2").

2. If one pair of elements in Q consists of O(q'), where i varies from 1 to m

then the other pair contains O(2q").

3. If one pair of elements in Q consists of O(2i¢*), where i varies from 2 to n

and k varies from 1 to m. then the other pair contains O(2i¢").
4. If one pair is 1, another pair is -1.
1. This is easily proven from 3 of theorem 9.
2. This follows from 1 of theorem 8.

3. This follows from 2 of theorem 9.
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5.2.3 Results and discussion

From the above theorems, it is observed that, in the first type of primes, the
equivalence classes are formed by the pair of generators and non generators. In
the second types of primes, when one pair of the class is of order ¢; or ¢, then
the another pair is of order 2¢; or 2¢,. Similarly, when one pair of the class is a
generator, then the another pair is non generator of order 2¢;¢s. In the third type
of problems the classes are formed by the pairs of generator and the elements of
order ¢" or elements of order 2¢* and the elements of order ¢*, where ¢ varies from
1 to n — 1. The fourth kind of primes exhibit different characteristics, such as
the classes are pairs of either generators or non generators. The non generators of
order 2'q forms quadruple with non generators of order 2'q, where i varies from
2 to n — 1. The other choices are the combination of elements of order ¢ with 2¢
and the pairs of elements of order 2, where i varies from 2 to n. The final type
problems are combination of all the above. If one pair of elements is (2°),where i
varies from 1 to n then the another pair is of order 2°. If one pair of elements is
(¢"),where 7 varies from 1 to m then the another pair is of order 2¢°. If one pair
of elements is (2¢*), where i varies from 2 to n and k varies from 1 to m then the
another pair is of order 2/g*.

The main conclusion is the equivalence classes exhibit different characteristics
on different types of primes. Through our experimental results we found that
the equivalence classes can be mapped using ¢ and R from the generators of
the group as well as the generators of subgroups. A class ((a,b)(e, f)) forms the
relations as loga + logb = 0 or loge + log f = 0 and loga + loge = log—1 or
logb + log f = log —1. Once the logarithm of any one of the above elements is
known, the logarithms of other elements can be solved easily, since the logarithm
of +1 is known. At the same time to solve a set of, say m, classes with 4m
elements, logarithms of m unknowns to be solved. This principle is used in the
following methods to solve the DLP by using the ICM.

In the present study, two ways of performing the pre-computation step and
three ways of computing individual logarithm step is studied. In the finite field

Zy, the pre-computation is to compute the logarithms of first-t primes i.e., primes
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less than some bound. The first type of pre-computation step in the present study
computes the logarithms of first-t primes and their quadruples. The first-t primes
are treated as m unknowns and the logarithms of first-t primes (m unknowns) are
computed using Pohlig-Hellman method and the quadruples are formed by using
the definition of smooth numbers over Z. Since the logarithms of m unknowns
are known, the logarithms of 4m elements in the quadruples are computed. The
individual logarithm step is performed either by using Pohlig-Hellman or the tra-
ditional individual logarithm step of ICM. In the second type, the logarithms of
elements of each subgroups are stored in a list using the distribution of smooth
numbers over Z; and the individual logarithm is only the Chinese Remainder The-
orem step. The following table 5.1 presents the details of methods studied in the

present work.

Table 5.1: Methods for Index Calculus Method
Methods Pre-computation Individual logarithm phase
step
General Pohlig- CRT
Individual Hellman
logarithm method
phase
Method1 Pohlig-Hellman vV vV X
Method2 Using a special | X X V
case of smooth
numbers over Z;

5.2.4 Algorithms for ICM

In this section the above discussed methods for ICM are addressed. The algorithm
2 presents the method-1 and algorithm 3 addresses the method-2. Algorithm 2
is a naive approach to find the logarithms of first-t primes using Pohlig-Hellman
method. The steps 1 to 3 form the quadruples from the primes in the factor
base. Steps 4 to 6 form the relations from the quadruples. Steps 7 to 14 are for
finding the logarithms of primes in the factor base using Pohlig-Hellman method.
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Finally step 15 is to solve the logarithms of elements in the relations by using the
logarithms of primes in the factor base. The Algorithm 3 takes the advantage of the
distribution of smooth numbers over Z7. The logarithms of elements of subgroups
are computed by using the classes formed from the generator of the subgroups.
This is achieved through the mapping function ¢ and the representative R. Steps
1 to 7 are to find the number of iteration needed to form the quadruples for each

subgroups. This is based on the order of the subgroups. The number of iterations,

O(ps)
4

say A, is , when the subgroup is of order 2" and % for other cases. Step
9 is to generate the subgroup element from the generator of subgroup. Steps 10
to 13 are to form the quadruples and to find the logarithms of elements in the
quadruples. Final step 13 is to store them in a list. In the first method, the
individual logarithm is computed by either the general individual logarithm step
of ICM, since the logarithms of first-t primes along with the classes are known
or by using a simple Pohlig-Hellman method. The individual logarithm step of
second method is a simple Chinese Remainder method.

The individual logarithm step of ICM in method-1 depends on the number
of elements in the factor base I'B. To achieve maximum performance in the
individual logarithm step a larger factor base is to be chosen. Since the size of the
factor base is larger, the method-1 needs substantially more time than method-2.
Method-1 performance is based on the size of the subgroups as well as the size
of the factor base. On the other hand method-2 depends only on the size of the
subgroups. This leads to achieve a considerable performance increase in method-2.

The usage of Pohlig-Hellman in the individual logarithm step of method-1 is,
by considering the y is ¢ F'B and the factors of p — 1 are small. Similarly, the
general individual logarithm step of ICM is used, by considering y is ¢ F'B and
factors of p—1 are relatively large. Since the factors are large, the Pohlig-Hellman
needs more time to solve the problem. Irrespective of the methods used in the
individual logarithm step of method-1, the CRT of method-2 is more advantageous
for a class of problems where the factors of p — 1 are small.

The table 5.2 shows the difference in running time between method-1 and
method-2. The table 5.3 presents the running time of individual logarithm step of
method-1, method-2, traditional individual logarithm step of ICM and the conven-
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Algorithm 2 To find the logarithm of first ¢ primes when factors of p — 1 are

small

Input: Problem of size p.F'B factor base consist of first ¢ primes. Factors of p—1.

Output: logarithm of first ¢ primes and quadruples. {Known information is g :

10:
11:
12:
13:
14:

15:

generator of Z* and Factors of p — 1 which are small }

: for every e of F'B do

Find the quadruple ((e, b)(c,d)) where e x b = 1 mod p; ¢ x d = 1 mod p;
exc=—1modp; bxd=—1modp
end for
for every pair (a,b) in the quadruple do
relation is formed as loga + logb = 0 or loga + logb = log —1
end for
for each element in F'B do
for each subgroup p; do
Find the generator g; of O(p;) as gpp;il

p—1
Assign e; as e ri

Find the logarithm of e; mod p; using Pollard-Rho or Shanks method
end for
Find logarithm of e mod p using Chinese Remainder Theorem
end for

solve the relations of quadruples using the logarithm of unknowns F'B
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Algorithm 3 To find logarithm of all small subgroup elements in the order of

subgroup using the distinct set of quadruples formed with relation 1 and -1
Input: Problem of size p and factors of p — 1.

Output: logarithm of all small subgroup elements in the order of subgroup.
{Known information is g : generator of Z, y : element of Z* and factors
of p—1.}
1: for every subgroup of order p; do
2. Assign G = gP~ /P
3:  if order of the subgroup is 2" then
4: Assign A= O(p;)/4

5. else

6: Assign A = O(p;)/2

7. end if

8: for:in 1..A do

9: Assign H = G

10: Assign log H = 1 %

11: Find the quadruple ((H,b)(c, d)) where H xb = 1 mod p; ¢ xd = 1 mod p;
H xc=—1mod p; b xd=—1mod p.

12: logh = —log H;logc = log—1 — log H;logd = —logc;logd = log —1 —
log b

13: Store them in the list

14: end for

15: end for
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Table 5.2: Running time of method-1 and method-2

Problem Method-1  Run- | Method-2  Run-
ning time in | ning time in
sec sec

43241221044344476653 1597 5Y)

62908248086967822904859

40500691568928903388 1393 88

503314943591776516203

10548813247704246266 808 31

317485054480132114947

22750475822981512251 861 29

14'7389834477659827887

31023376122247516706 987 26

110077047014990674391

16483888118310633603 315 6

1117884004666831843

29565696133579269116 306 3

146450939411987039

17566082229403199021 2516 203

60131316475990998066411

11604511787937964282 1715 181

8484543996278641093

96834800300461810039 2327 651

999000830418556963

40687382369048479475 1891 633

232114904989637283

24774781676535030702 1194 171

2689158418187059

38174514779333277109 1141 161

099448511590627
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Table 5.3: Individual logarithm step

Problem Method-1 | Method-2 | General Pohlig-
size in individual | Hellman
digits logarithm | method

step of

ICM
19 88ms 6ms 104ms 22ms
20 255ms 10ms 300ms 31ms
21 315ms 173ms 407ms 103ms
22 790ms 18ms 605ms 42ms
23 oS 8ms 38 54ms
24 4s 4ms 4s 13ms
25 6s 16ms 7s 54ms
26 36s 4ms 37s 14ms
27 55s 400ms 61s 51ms
28 210s .oms 194s 16ms

tional Pohlig-Hellman. The general individual logarithm step of ICM in the above
table is computed with known precomputed factor base of first-t primes. They are
computed using the conventional pre-computation step of ICM. Hence the struc-
ture of p — 1 is not considered in this case. Next, the traditional Pohlig-Hellman
is implemented by considering the structure of p — 1. Since the factors are small,
Pohlig-Hellman is a well suitable method for this class of problems. The individual
logarithm step of method-1 mentioned in the table 5.3 is the traditional individual
logarithm step of ICM with the additional advantage of precomputed logarithms
of equivalence classes of first-t primes. The Chinese Remainder Theorem(CRT) is
the individual logarithm step of method-2.

From the table 5.3, it is observed that the running time reported for method-
1 and general individual logarithm step of ICM are similar. The logarithms of
quadruples apart from the first-t primes is the advantage of method-1 compared

with the general individual logarithm step of ICM. In the similar line the run-
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ning time of method-2 and the Pohlig-Hellman are similar. The running time of

method-2 outperforms Pohlig-Hellman method when the factors of p—1 are small.

5.3 Ephemeral key recovery using the properties
of generators

In this thesis, we propose an another approach of retrieving the ephemeral keys by
using the property of generators of ZJ. In the similar line as discussed above, the
ICM is viewed as a special purpose method and investigated, when the factors of
p — 1 are small. Further, a new way of choosing and computing the logarithms of
factor base is proposed. An efficient way of solving the individual logarithm step is
presented. A pre-computation step compatible with the individual logarithm step
is reported. The individual logarithm (computation) step outperforms the Pohlig-
Hellman method based on the order of y. This leads to recover the ephemeral keys

used in the DLP based schemes in reduced time.

5.3.1 Our approach

The property of generators of finite field Z; motivated the new approach of solving
the DLP for ephemeral keys. The individual logarithm step of ICM is designed

using this property. The following section discusses the property of generators.

5.3.2 Motivation to develop the new methodology

The main intuition of the present study is the property of generators of finite field

Z;. The logarithm of a generator g,, with respect to the given generator g can be

obtain by using the logarithms of subgroup elements. If p —1 = p{'p5*, -, p}*,
then the subgroup elements, such as a; of order p{, as of order p5?, as of order
g 1 2

ps, - -+, a of order pi* can be generated from the generator as follows:-
p—1
Pyt
Ga = a1 (55)
p—1
€2
gf P =a

(5.6)
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-1
€

P
ga" = ay

I3

Also, the logarithm of a generator g, with respect to g can be obtained from the

logarithms of elements aq, as, as, - - -, a; as follows:-

p—1
pil

gal =a

p—1
°1

logg(g‘fl ) = 1Ogg(a1)

p—1
pe1 logg Ga = logg(afl)

1
p—1._
logg Jq = lOgg(&l)(pT) !
1

p—1
€2

Po”
Ga~™ = Q2

—1

Pe2
logg(QGQ ) = 1Ogg(a2)

i)

p—1
pT 1Ogg Ja = 1Ogg(a2)
2

p—1._
log, ga = logg(&z)(pT) !
2

p—1
Sk

Pl
Ja = ag

[

p—
k

log,(ga* ) = log,(ax)

p—1
—— log, 9o = log,(ay)
by

p—1 _
log, g, = logg(ak)(pT) '
k

(5.7)

(5.8)

(5.9)

The equations 5.7, 5.8, and 5.9 obtain the logarithm of g, mod p}', g, mod p3?,

and g, mod pi* respectively. The logarithm g, mod p— 1 can be obtained by using

the Chinese Remainder Method.

The symbols g, represents the generator and g refers to the given generator,

the logarithm of y to be computed with respect to g. The above equations show

that the logarithm of a generator g, can be obtained when the logarithms of
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elements aq, as, as, - - -, ap with respect to g are known. This leads to formulate a
new algorithm for [CM. From the pre-computation point of view, the logarithms of
subgroup elements are computed with respect to g. From the individual logarithm
step, if y is the generator then the logarithm of y can be obtained by using the
equations 5.7, 5.8, - -+ 5.9 and Chinese Remainder Theorem. On the other hand
if y is not a generator then the following procedure is to be followed.

for any k,

t
" = ]»¥, (5.10)
=1

where p; are generators.
Then, log, y = (ot d; log,pi —k) mod n
This property of generators leads to device a new methodology for ICM and

it is useful only when the factors of p — 1 are small.

5.3.3 Algorithms for ICM

In this section we presents the algorithm developed for the pre-computation step
and individual logarithm step of ICM. The procedure followed in the algorithm is
to compute the logarithms of subgroup elements with respect to the generator g
and obtain the logarithm of y by using the individual logarithm step. Algorithm-
4 represents pre-computation step and Algorithm-5 is for individual logarithm
step. In Algorithm-4, the subgroup elements are considered as factor base and the
logarithms of this factor base are computed. The logarithm of y is computed in
Algorithm-5 from the pre-computed logarithms of subgroup elements.

In pre-computation algorithm (Algorithm-4), the gpp;il computes the generator
of the subgroup p;. The logarithm of subgroup elements of order p; with respect to
the generator g are obtained. In individual logarithm step algorithm (Algorithm-
5), if the element y in the equation g* = y is a generator then log y can be obtained
in reduced time. The Chinese Remainder Theorem is used on the pre-computed
logarithms of subgroup elements, which are derived from y as in the equation 5.6

and logy is obtained. The steps 18 to 27 are to solve logy. Since y is a generator, g;
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Algorithm 4 Algorithm for the pre-computation step of Index Calculus Method
Input: : p (Problem to be solved) and the factors of p — 1

Output: : RESULT (The discrete logarithm of subgroup elements.)
1: for each subgroup of order O(p;) do

2:  Assign e as g 7

3:  forjin 1.0(p;) do

4: Assign A as ¢’

5: Find the logarithm of A as log A = 7 pp;il
6: Store the elements and logarithms in a list
7:  end for

8: end for

is y and steps from 19 to 25 are to find the logarithms of subgroup elements derived
from y, step 26 is the Chinese Remainder Theorem to combine the results and step
31 is for logarithm of y. In this case the individual logarithm step outperforms the
Pohlig-Hellman method. The algorithm is still efficient, when yg¢* is a generator
in first few trails, even in this case the logy is computed as above. If y is not a
generator or yg* is not turned as a generator, then the factors of yg* is checked
for generators. In such case, the equation yg* = ¢1g2gs - - - retrieves the logarithm
of y as follows log,y = log, g1 + log, g2 + log, g3 + - - k. The steps 18 to 31 are
used to find the logy. For each g; in the above equation, the steps from 19 to 26
are used to compute the logarithm of g; by using the subgroup elements which
are derived from the equation g};l . From the logarithms of g; the logarithm of y

is obtained.

Performance study and numerical results

We implemented the above algorithms to ensure the efficiency of the algorithms

and conducted experiments on a data base of random primes with small factors.

Algorithm-3

e Select k between 15 to 50.
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Algorithm 5 Algorithm for individual logarithm step
Input: : Problem of size p, pre-computed logarithms of subgroup elements, g,y and m

is the number of factors in p — 1.

Output: : logarithm of y.

1: if y is the generator then

22 gi=yg=Ln=1

3:  Go to step 18

4: end if

5: Repeat the following steps

6: Randomly choose the value for &
7: Compute yg*

8: if yg* is a generator then

9 gi=yghi=1n=1

10:  Go to step 18

11: end if

12: Factorize yg* and obtain the factors

13: Store the number of factors as n and the factors as gj, where j varies from 1 to n.
14: if the factors (g;) are generators then

15:  break the loop

16: end if

17: Go to step 6

18: for j in 1..n do

19: for 7 in 1..m do

20: Assign A as g;p_il

21: Find the logarithm of A in the list stored before and obtain log A
22: Find the logarithm of g; as below

23: pp;il log g; = log Amodp;

24: store the logarithm of g; mod p;

25:  end for

26:  Solve the logarithm of g; mod p—1 using logarithms of g; mod p; of each subgroup
using Chinese Remainder Theorem

27: end for

28: for jin1 .. n do

29:  logy = logy + log g,

30: end for

31: logy =logy — k 111




Select small primes.

Compute the product of primes(X).

Check 2X +1 is a prime using probabilistic primality test algorithm and the

size of the prime is k digits.

Find the generator g for the above prime.

Create a 3-tuple as (p, p, g), where p is a prime, p is an array of factors and

g is a generator.

Having built up the database the following algorithm is executed to test the pre-
computation and individual logarithm algorithms discussed in the previous sec-

tion.

Algorithm-4
e Read the 3-tuple (p, p, 9).

e Compute the logarithm of elements of subgroups of order of factors in the
array p using the pre-computation algorithm proposed in the previous sec-

tion.

e The logarithm of y is obtained by using the individual logarithm step dis-

cussed in the previous section.
e Keep the running time for each tuple.
e Repeat the above procedure for all the tuples.

The above algorithm is executed on a data base of primes and the reports are
tabulated in table 5.4. Table 5.4 list the average running time for problems of
size =~ 44 digits. The table 5.5 reports the difference in running time between
the Pohlig-Hellman and the individual logarithm step of newly proposed Index
calculus algorithm. This will leads to break the ephemeral keys. If the pre-
computed logarithms of subgroups elements are known then the ephemeral keys

can be retrieved through the individual logarithm step. The table 5.5 shows
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that when y is a generator, the individual logarithm step outperforms the Pohlig-
Hellman. On the other hand, if y is not a generator or yg”* is not turned as
generator in one or fewer trials then the Pohlig-Hellman outperforms the individual
logarithm step.

Let us assume that the ephemeral key to be solved is y = ¢*. To recover k
, the DLP of y to be solved. Apart from the public keys g and y the additional
information regarding the factors of p—1 on the prime field p are known and small.
With the sufficient introduction of ephemeral keys, it is well known that the DLP
for ephemeral keys can be solved in reduced time when the logarithms of a subset
of a group Z} is known. Then the individual logarithm step can be used to recover
the key. The table 5.5 reports the running time of the individual logarithm step
and the Pohlig-Hellman method. For example the value of k is recovered in 12ms
for problem of size ~ 27 digits by using the individual logarithm step and 14ms
by using the popular Pohlig-Hellman. The Pohlig-Hellman is executed without
considering the pre-computation step. This shows the potential impact of the

analysis made in the present study.

5.4 Conclusion

In the present work a special case of smooth numbers over Z7 is defined. The
properties are analyzed on different types of primes and found to exhibit different
characteristics that correspond to the order of the group. Also, in this chapter
a new methodology to recover the ephemeral keys by using two approaches are
discussed. The approaches are depend on smooth number over Z7 and the property
of generators.

A new algorithm is proposed for ICM to recover these keys. In particular an
efficient way of solving the individual logarithm step is proposed based on the
newly developed pre-computation step in the present study. The new algorithm
of ICM is investigated on a class of problems in which the Pohlig-Hellman is an
efficient method. Through the experimental results we have shown that the newly
proposed individual logarithm step outperforms the Pohlig-Hellman method on

some special cases and this leads to recover the ephemeral keys in reduced time.
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Table 5.4: Running time of pre-computation and individual logarithm steps of

ICM

Problem Running time in sec
432412210443444766536290 o6
8248086967822904859
405006915689289033885033 90
14943591776516203
105488132477042462663174 71
85054480132114947
227504758229815122511473 31
89834477659827887
310233761222475167061100 55
77047014990674391
164838881183106336031117 10
884004666831843
295656961335792691161464 11
50939411987039
175660822294031990216013 252
13164759909980 66411
116045117879379642828484 179
543996278641093
968348003004618100399990 633
00830418556963
406873823690484794752321 671
14904989637283
247747816765350307022689 274
158418187059

381745147793332771090994 180
48511590627
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Table 5.5: Running time of individual logarithm step and Pohlig-Hellman

Problem | Individual logarithm phase | Pohlig-Hellman
19 10ms 22ms
20 88ms 41ms
21 195 113
22 18ms 42ms
23 8ms 54ms
24 14ms 13ms
25 15ms 15ms
26 400ms 51ms
27 12ms 14ms

115



Chapter 6

Cryptanalysis on the DLP using
Random method, on the ECDLP
using Pollard-Rho and the DLP

&aﬁb

In this chapter, a few other computational approaches to solve the DLP are pre-
sented. One improves the performance of a primitive method of ICM, known as
Random method, second is solving ECDLP efficiently using Pollard-Rho and the
third approach is the improved cryptanalysis on the DLP 3.

6.1 Performance analysis of Index Calculus Method

The performance of one of the primitive method of ICM known as Random method
is enhanced by more than 50% using two approaches. The first approach is by using
the partial linear sieve method. The second approach is by using the characteristics
of smooth numbers over Z7.

In the first approach, a new method (partial linear sieve method) is derived
from the well known linear sieve and Pollard-Rho method and analyzed. The par-
tial linear sieve and Random method are compared based on their running time. It

is observed that a range parameter i.e., range of field elements checked for smooth-
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ness, is influencing the running time of the partial linear sieve method. This leads
to outperform the partial linear sieve method than the Random method. The
range parameter is introduced in the Random method, due to which the probabil-
ity of numbers getting smoothing is improved. It is shown that the performance

of Random method is enhanced by more than 50% for problems of size & 20 digits

Similarly, the property based on the characteristics of smooth numbers over
Z, allows to map the field elements from one subset to another. Based on this
concept an improved Random method by increasing the probability of numbers
getting smoothing is devised. The efficiency of the improved Random method is
analyzed experimentally. Through the experimental results it is observed that the
performance is enhanced by a~ 50%. The method is designed by exploiting the

distribution pattern of smooth integers over Z7 on one of the large subgroup of

p — 1.

6.1.1 Performance analysis on Random method

The following section presents the empirical analysis on the Random method and

the partial linear sieve method.

Random method

In the first step of ICM, the linear relation involving the logarithms of the primes
in the factor base is computed. In the field of integers, a factor base denotes a set
of primes that are less than some bound, say B. An integer, say r, is said to be

B-smooth if it factored into a product of primes such that,
r=pit...pF

where p;’,i = 1,2,3...k should be less than B and e; # 0.

The easiest way to find the linear relation is to choose an integer, say u, at
random satisfying 1 < u < p— 1. Then compute the least non-negative residue
r = g“ mod p and test r for its smoothness. If r is smooth then a linear relation

is formed using the factors of r [89)].
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The experimental analysis of Random method

To analyze this method, first a data file is produced, which contains a list of tuples.
A tuple is of the form (p, g, B, m) with the following properties: a problem size m
is chosen randomly and 11 < m < 20; p is the safe prime of the form 2¢ + 1, in
which the factor ¢ is also a prime. The size of p is chosen as m; g is the generator
of order p — 1 and chosen randomly; B is the bound on which the factor base is
formed.

Having built up the above data file the following algorithm is implemented to

find the running time of the Random method for solving the given problem:-

e Read a tuple (p, g, B,m).

A factor base is formed with first-t primes, which are less than the bound

B.

A linear relation involving the elements in the factor base has been found

by using the Random method.

The above step is repeated till a linear system of required size is obtained

This linear system is solved by using the Lanczos method.

An individual logarithm is found by using the fourth step in general algo-

rithm of ICM as explained in the chapter 2 and the section 2.3.1.

The above steps are repeated and the running time is noted till all the tuples are
calculated. In this method, the element to be checked for smoothness is assumed
to be a random number lies between the range from 1 to p — 1. The element
arising for the smooth test lies almost in the range of numbers with magnitude
nearer to p and this leads to minimize the probability of getting a smooth number
from the field element. This is due to the fact that the probability of getting a
smooth integer from a large size field element is always less. Thus, the collection
of required number of relations needs substantial amount of time in this method.
The table 6.1 tabulates the running time of the Random method for problem size
between 10 and 21. It is observed that the running time and the bound parameter

are drastically increasing with respect to the problem size.
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The partial linear sieve method

This method is derived from the well known linear sieve and the popular Pollard-
Rho method. The procedure followed in this method is discussed below:-
Initially set H = /p ; where p is the prime number. Compute the least
non-negative residue of (H + ¢1)(H + ¢3), where ¢; and ¢, lies in the range 0 <
c1 < g < C and C is the sieve length i.e., the range of numbers to be checked
for smoothness. If for a given ¢; and ¢y the residue is smooth it can be factored as
(H4c1)(H+c2) = pi*....p;" mod p and the linear relation loggH ten) 4 logéH te2) —
er.logyt +....ea. logh*  mod p-1is formed.
A non-negative residue of (H+c1)(H+c3) is calculated and checked for smooth-
ness by using Pollard-Rho method.
The procedure involved in this partial linear sieve method is given below:-
1. A linear system is formed as given in the previous paragraph.
2. The linear system is reduced by using the structured Gaussian elimination
method.
3. The reduced linear system is solved by using the Lanczos method.
4. An individual logarithm for a given problem is found as explained in the general

algorithm given in the section 2.3.1.

The main difference between the Random method and the partial linear sieve
method is the range of numbers that need to be checked for smoothness. Here,
the numbers selected for the smooth test will exist between some range, say from
XtoY.

To analyze this partial linear sieve method, first a data file is produced, which
contains a list of tuples. A tuple is of the form (p, g, B,C,y) with the following
properties:-

A problem size m in chosen randomly and 21 < m < 30; p is the safe prime of the
form 2¢ + 1, in which the factor ¢ is also a prime; The size of p is chosen as m;
g is the generator of order p — 1, such that g is a prime and less than the bound
B; B indicates the bound based on which the factor base is formed. C' indicates

the sieve length i.e., the range of numbers to be checked for smoothness; y is the

119



element for which the discrete logarithm to be found. Having built up the above

data file the following algorithm is implemented to find the running time of the

partial linear sieve method for solving the given problem:-:-

Read a tuple (p, g, B,C,vy) .

A factor base is formed with first-t primes less than the bound B.

Set H as /(p).

Compute a residue (H + ¢1)(H + ¢3) mod p

Check for the smoothness of the above residue by using the Pollard-Rho
method.

If the above element is smooth, then a linear relation has to be formed by
involving the elements in the above factor base along with the unknowns
(H +¢y) and (H + ¢3). This procedure has to be repeated until the required

number of relations are obtained.

This linear system has to be reduced by using the structured Gaussian elim-

ination method.

The reduced linear system is of the form Az = 0, where A is the coefficient
matrix and x is a one dimensional unknown matrix. This linear system is
transformed into the form Ax = B, where B is formed by using the logarithm
of the generator. This reduced linear system is solved by using the Lanczos

method.

An individual logarithm phase is computed to solve the discrete logarithm
of y by using the fourth step of general algorithm explained in the section

2.3.1.

The above steps are repeated and the running time is noted till all the tuples

are calculated. The following table 6.2 tabulates the running time of the partial

linear sieve method. The last column in table 6.2 represents the size of Y in
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digits. However, the size of X is based on H. It is observed that the running
time and the bound parameter are increasing with respect to the problem size
but not drastically as observed in table 6.1. The following section discusses the
comparative analysis between the Random method and the partial linear sieve
method based on the running time. The result is tabulated in tables 6.1 and 6.2.
Further, the improvement in the performance of Random method through the

parameter range is analyzed.

Comparison analysis

Let us denote the base factor base consists of first-t primes less than the bound B.
The number of relations generated to form the linear system in Random method is
equal to the number of unknowns i.e., the primes in the base factor base. On the
other hand, in the partial linear sieve (PLS) method, the factor base is expanding
i.e, the number of unknowns is increasing, such as four times the number of primes
in the base factor base. This is due to the fact that the addition of (H + ¢1) and
(H + ¢2) also as unknowns. Thus the number of relations needed to form the
linear system is also increasing to four times the number of primes in the base
factor base. The PLS method outperforms than the Random method, even with
the penalty of more number of relations to be generated for solving the given
problem. The major conclusion from the above discussion is, the probability of
numbers getting smoothing depends on the magnitude of numbers. The Random
method checks the field elements nearer to the field size for smooth test, whereas,
the PLS method checks the field elements in a range X to Y, where X ~ ,/p and
Y ~ /p+d. The PLS method checks the field elements of lesser magnitude for the
smooth test than the Random method, this leads to achieve a better performance
in the PLS method. For example the range of numbers checked for smoothness of
a 28 digit problem is between 14 and 18 digits as reported in the table 6.2.
Similarly, the running time of Random Method is reduced by filtering the field
elements of larger magnitude from the smooth test. Generally, in the Random
method as explained in the section 6.1.1, u is chosen randomly and ¢* mod p

is checked for smooth test. The smooth test is conducted on all elements ir-
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respective of their magnitude. In the proposed approach, the field elements of
approximately near to the field size are eliminated from the smooth test. Since
the larger magnitude elements are eliminated from the smooth test, a more num-
ber of smaller magnitude elements are tested for smoothness to obtain required
number of relations. The probability of getting smooth elements from smaller
magnitude elements is always high and this leads to achieve =~ 50% improvement
in the performance of Random method.

A comparison analysis is performed between the traditional approach and the
new approach for different size problems. For each problem, the number of el-
ements (¢* mod p) arising for smooth test and the number of smooth elements
obtained in the above approaches are categorized into different groups with respect
to their magnitude. Table 6.3 tabulates the results for problem size ranges from 14
digits to 20 digits. The first two columns in the table 6.3 represents the number of
field elements (¢ mod p) generated for the smooth test and the number of smooth
elements. The last two columns in the table 6.3 represents the number of field ele-
ments (¢“ mod p) arising for smooth test after filtering larger magnitude elements
and the number of smooth elements obtained for the same problem, respectively.
The results are presented in terms of groups, classified based on their magnitude.
The ratio between the number of smooth elements to number of field elements
for each group in every problem can be calculated from this table. This ratio
shows that the probability of getting smooth elements from smaller size elements
is always high.

For example, for a 14 digits problem the first two columns represents the
traditional approach and the last two columns represents the new approach. The
required number of smooth elements to form the linear system is 95 and the size
of field elements generated for the smooth test is between 14 and 16. In the
traditional approach the 95 smooth elements are obtained in the following way.
Out of 95, 29 smooth elements are obtained from 68481 field elements of size 14,
51 smooth elements from 61582 of size 13, 11 from 6250 of size 12, 2 from 610 of
size 11, 1 from 58 of 10 and 1 from 1 of 6 digits elements, respectively. Similarly,
the same 95 smooth elements are obtained in the following way after the filtration

of 14 digit elements from the smooth test. Out of 95, 51 smooth elements are
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obtained from 48020, 35 from 10788, 7 from 1089, 1 from 101 and 1 from 1 of 13,
12, 11, 10 and 8 digits, respectively.

In the similar line, for a 15 digits problem, the required number of smooth
elements is 168 and the size of field elements generated for smooth test is between
15 and 13. The 168 smooth elements are obtained as follows: Out of 168, 46
smooth elements are obtained from 94267, 97 smooth elements from 84829 and 25
from 9328 of 15, 14 and 13 digits elements, respectively. Similarly, the same 168
smooth elements are obtained in the following way after the filtration of 15 and
14 digits elements. Out of 168, 127 smooth elements are obtained from 55354,
28 from 5628, 13 from 645 of 13, 12, 11 digits elements, respectively. The other
problems such as 16, 17, 18 and 19 in the Table-3 also reports the similar statistics
on the Random method.

From the above discussion it can be said that, the range of numbers to be
checked for the smooth test can be reduced from the original field size to some
extent. Thus the required number of smooth elements can be obtained from
the smaller magnitude elements itself in comparison with the larger magnitude
elements. This leads to improve the performance of the Random method. Based
on this concept the following table 6.4 and table 6.5 present the running time of
the Random method with or without reduction in the range with respect to the

problem size.
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Table 6.1: Running time of Random method

Problem size in digits Time(sec) bound

11 1 500

12 4 800

13 3 1000
14 35 3000
15 81 5000
16 153 7000
17 464 10000
18 943 13000
19 1865 16000
20 4001 20000

Table 6.2: Running time of partial linear sieve method

Problem size in digits Time(sec) bound range

21 128 5000 15
22 200 7000 15
23 262 9000 16
24 409 12000 16
25 682 14000 17
26 1266 16000 17
27 2060 18000 18
28 3705 20000 18
29 6520 23000 19
30 11200 27000 19
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Table 6.3: The difference in the number of smooth integers before and after the

reduction
size of random  Number of ran-  smooth ele- size of random  smooth ele-
elements dom elements ments elements after ments after

filtration filtration

14 68481 29 - -
13 61582 51 48020 51
12 6250 11 10788 35
11 610 2 1089 7
10 58 1 101 1
9 6 0 4 0
8 0 0 1 1
7 0 0 - -
6 1 1 - -
15 94267 46 - -
14 84829 97 - -
13 9328 25 55354 127
12 0 0 5628 28
11 0 0 645 13
16 117542 128 - -
15 105237 155 129970 220
14 10746 26 29146 85
13 1078 7 2931 20
12 107 1 294 2
11 0 0 33 0
10 0 0 1 0
17 465715 387 - -
16 11270 33 - -
15 1626 10 124687 399
14 - - 2350 25
13 - - 258 6
18 660530 326 - -
17 198479 185 459618 429
16 19462 28 58849 93
15 1962 9 5821 22
14 2177 2 604 6
13 215 0 64
12 21 0 3
19 913165 532 - -
18 91595 109 667174 403
17 8978 22 6721 23
16 924 6 770 4
15 88 0 - -
14 9 0 - -
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Table 6.4: The running time with or without reduction in the range with respect

to problem size in Random method

Digits Time(sec) Time (reduction in range)

13 9 9

14 38 33
- 39 29
- 93 46
- 60 49
- 91 75
- 41 39
- 45 43
- 48 35
- 49 41
- 51 42
15 o8 46
- 96 64
- 99 81
- 126 86
- 139 101
- 150 107
- 134 110
- 184 119
- 170 122
- 101 76
16 110 79
- 148 122
- 179 132
- 206 141
- 227 150
- 264 171
- 229 149
- 287 168
- 299 181
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Table 6.5: Difference in running time with or without reduction in the range with

respect to problem size

Digits Time(sec) Time (with reduced range)

17 265 173
- 368 278
- 479 295
- 495 313
- 566 309
- 567 354
- 601 361
- 737 425
- 752 439
18 632 391
- 845 999
- 1028 603
- 1239 702
- 1456 866
- 1475 813
- 1575 910
- 1887 938
- 1920 976
19 2274 880
- 2346 1297
- 2853 1678
20 4460 2010
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6.1.2 Improved Random method using the properties of

smooth number over Z;

As discussed earlier, the ICM is the most effective attack on the DLP. The pre-
computation step of ICM is based on the probability of field elements getting
smoothing i.e., the factors of field elements are less than a prescribed bound. In
the present work the ICM is improved through the property of smoothness concept
over the the prime field Z for certain instances of primes, such as p = 2¢+1, where
q is a prime. The property based on the characteristics of smooth numbers over Z;
allows to map the field elements from one subset to another. Based on this concept
an improved ICM by increasing the probability of numbers getting smoothing is
devised. The efficiency of the improved ICM is analyzed experimentally. Through
the experimental results it is observed that the performance of ICM is enhanced
by ~ 50%.

From the discussions of chapter 4, it is observed that, in certain primes, such as
p = 2p+1, where p is a prime or product of prime, when there is a mapping between
a subgroup of order 7’2;1 and the underlying group an inverse palindrome pattern
is generated. On the other hand for a mapping between a subgroup of order 2z
and a group, where x is a prime or product of primes yields a palindrome pattern.
The proposed method is based on inverse palindrome pattern. The relationship

between the discrete logarithm of an element, say y, and the corresponding —y in

this pattern is given below.

r = gEx2vmod (p—1) when yis O(2q) (6.1)

v = (xr4¢)/2modq when yis O(q) (6.2)

where ¢ is the order of the subgroup; and, v is the discrete logarithm of —y
with respect to order ¢ if z is that of y and vice-versa. The above equations are
presented as discussed in chapter 4 for completeness.

Equations 6.1 and 6.2 allow us to improve the probability of numbers getting
smoothing. This property of relating y and —y allows to map a field element of one
subset to another and increases the probability of getting smooth numbers. The

main intuition behind the work is the probability of getting smooth numbers from
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elements of smaller magnitude is higher. The above equations aid in mapping the
higher magnitude elements to smaller magnitude elements. For example, a subset

of the field elements {1,2,....,p — 1}, such as {p_;1 +1,....,p— 1} can be mapped

to {—22% +1,...,—(p — 1)} for a problem p. Here the set {&* +1,....,p — 1}
is considered as elements of larger magnitude and {—22+ + 1,....,—(p — 1)} ie.,
{1,2,...., p—;l} is considered as elements of smaller magnitude. The margin between

the smaller and larger elements can be chosen arbitrarily.

The Algorithm-6 explains the improved ICM using the Random method for
solving the DLP. The mapping of one subset to another subset is exploited to
device an improved ICM. Initially the margin between the smaller and larger
elements is to be chosen arbitrarily. The set {1, 2, ....,p—1} is partitioned into two
sets such as 51, and S, of arbitrary size based on the margin and the magnitude of
elements are in increasing order. The procedure for generating relations from the
random elements belongs to S; is similar to that of traditional random method,
whereas, for elements of set Sy, the relations are formed by transforming Sy to
S1. The smaller magnitude elements belongs to S; are tested for smoothness in
place of larger magnitude elements belongs to S;. Since the elements of S; are
lesser in magnitude in comparison with Sy and it is known that the probability of
lesser magnitude elements getting smoothing is high, the performance of Random
method is improved. The transformation is possible only if the logarithms of Sy
can be related with the logarithms of S;. This is obtained by using the equations
6.1 and 6.2 that are evolved from the inverse palindrome pattern of B- smooth
numbers over Z;

The Algorithm-6 presents the problems of primes of the form p = 2¢ + 1,
where ¢ is a prime. In general, the DLP is to be computed with respect to the
order p — 1 i.e., 2¢q. The probability of field elements getting smoothing can be
improved through the inverse palindrome pattern. Since the pattern is obtained
from the elements of order ¢, the algorithm is designed by implementing the Ran-
dom method with respect to prime order subgroup of order ¢q. This leads a way
to compute the DLP, say u, with respect to q. This DLP, v mod ¢ is transformed
to u mod p — 1 by computing uv = u * 2.

The important steps involved in Algorithm-6 are as follows :
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e Transform the generator of order p — 1 into generator of one of the large

subgroup.

e Map the field elements of S, into .S; which are arising in the Random method.
e Relate the logarithms of Sy into S using the equations 6.1 and 6.2.

e Form the linear system, reduce the system into smaller size and solve the

system.

Algorithm 6 Algorithm for pre-computation step

Input: : Problem of size p, factors of p — 1 is 2¢, a primitive element g and F'B

of bound B.

Output: : logarithms of elements of factor base.

1:

2:

3:

10:
11:
12:
13:

14:

15:

16:

17:

Set N=no of unknowns in the F'B, and R=0

Partitioned the set 0,1,2,...p — 1 into two sets S; and S, of arbitrary size.
Find ¢, as ng_l

Repeat the following steps 4 to 15 until N equals R

Choose randomly v from 1,2, ...q

Compute s = g} modq

if s€ S, then

S=p—3s

Uu=q+2*u
else

U =1u*2
end if

Factorize s and check for smoothness

Form the relation u = e; logh' +e;logh? +e3logh? +...; where pi'p5’ps® are fac-
tors of s

R=R+1

Reduce the linear system into smaller system using the structured Gaussian

elimination method

Solve the linear system using the Lanczos method
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6.1.3 Experimental results

This section presents the results and analysis of the ICM discussed above. First
a data file is produced, which contains a list of tuples. A tuple is of the form
(m, p, B) with the following properties. m lies between 13 and 20 digits, p is a
safe prime of the form p = 2¢g + 1 and B is the bound of the factor base. Based

on these properties the tuples are computed as follows:
1. Choose k as 100.
2. m is selected between 13 and 20 digits.
3. A prime number is selected of size m and checked for safe prime.
4. A bound B is calculated.
5. Repeat the above steps (2 to 4) for £ number of times.

Having built up the above file, the following algorithm is implemented:

Read a tuple (m,p, B)

Set the factor base from B.

Execute the traditional random method for the above tuple.

Execute the new random method for the same tuple.

Keep track of the computed run time.
e Repeat the above steps until all the tuples are calculated.

The tables 6.6 and 6.7 show the difference in running time of traditional ICM

using Random method with improved ICM.

6.2 DLP on elliptic group using Pollard-Rho

This section presents the elliptic curve cryptosystem and the popular attacks to
break this system. Let p be a prime number and £}, denotes the field of integer

modulo p. An elliptic curve, say, E/ over F), is defined by the following equation
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Table 6.6: Difference in the running time of traditional and improved Index Cal-

culus Method

Problem Running time of Running time of
size in Traditional Index improved Index
digits Calculus Method  Calculus Method
13 9 8
14 38 30
- 39 27
- 53 43
- 60 41
- 91 67
- 41 35
- 45 40
- 48 33
- 49 37
- 51 47
15 58 48
- 38 32
- 96 61
- 99 77
- 126 76
- 139 98
- 150 97
— 134 104
— 185 115
- 170 112
- 101 70
16 110 76
- 148 112
— 179 123
- 206 136
— 227 152
- 264 163

132



Table 6.7: Difference in the running time of traditional and improved Index Cal-

culus Method

Problem Running time of Running time of
size in Traditional Index Improved Index
digits Calculus Method  Calculus Method
16 229 147

— 287 163

- 299 176

17 479 290

- 495 310

- 566 301

- 567 350

- 601 358

- 737 429

- 752 430

18 632 386

- 845 594

— 1028 600

— 1239 698

— 1456 841

— 1475 802

- 1575 890

- 1887 918

- 1920 956

19 2274 860

- 2346 1207

— 2853 1628

20 4460 1969
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V=23 4+ar+0b

where a,b € F), satisfy 4a® + 276> # 0 mod p. A pair (z,y), where z,y € F,, is
a point on the curve, if (z,y) satisfies the above equation. The point at infinity
is denoted as oo. The elliptic group is formed by the set of points on the curve
and infinity with addition operation. Elliptic Curve Discrete Logarithm Problem
(ECDLP) is defined as: For a given elliptic curve E(F,) on a field F},, a generator
P and another point (), the problem of finding x, such that @) = zP.

Pollard-Rho is a popular method to solve the ECDLP, since it solves the given
problem in any group structure. Pollard [73] first showed that the application
of the Pollard-Rho method to solve the DLP in expected running time O(v/G) ,
where G is the order of the group. The space requirements of algorithms using the
Rho method are negligible, whereas the Shanks baby step and giant step method
needs both runtime and space O(\/@) In the present study Pollard-Rho method
is considered to solve the ECDLP. In comprehensive experiments, the Pollard-Rho
method is applied to solve DLP on the Elliptic curves over F'(2™). The following
section presents the Pollard-Rho method in detail.

Pollard-Rho Method for ECDLP

If Z is a point then a function f(Z) is defined as

2Z . ZeS
(2= Z4+P : Z€S, (2)
Z+Q : Ze€Ss

Where S, .5, and S3 are roughly equal set of points

The procedure for this method is as follows:

1.ChooseA, and B, € [1,n — 1] at random

2. Compute the starting point, say, Z, = A,P + B,Q

3. Compute the sequence Z; = f(Z;)

4. Keep the track of A; and B; such that Z; = A;P + B;Q

For the next sequence the above equation (2) can be written as follows:
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(2Z;,2A;,2B;) : Z €S
Ziy1, Aiy1, Biyn = (Zi+ P, A1, B;) © Z€ES, (3)
(Zi+Q,A;,Biy1) @ Z€S;

Ai—A;
B,—B;’

For a particular case Z; = Z;; then [ = which is the required solution to
the ECDLP.
The following section describes the experimental work based on Pollard-Rho method

to solve the ECDLP.

6.2.1 Experimental results

Teske [92] conducted experiments on the Elliptic group based on prime field i.e.,
E.p(F,). In the present work the experiments are conducted on finite field of
E.p(Fym), since most of the cryptographic applications prefer this field for ECC
as the computations are faster.

The problem is described as follows : First a data file is produced, which con-
taining a list of tuples, namely, (m, a, b, n, p) with the following properties: m lies
between 16 and 80 bits, E,; is an elliptic curve over F(2™), the corresponding
elliptic curve group has group order n and p is the largest prime factor of n.

Based on these properties the tuples are computed as follows:

m is selected randomly between 16 and 80 bits.
e An irreducible polynomial of m degree is selected.

e Two constants, namely, a and b are selected randomly belongs to F(2™),

such that 4a® + 27b% # 0.

e The order of an elliptic curve (n) on group E, ,(F(2™)) is found using Weil’s
algorithm .

e Factorization of n and the largest prime factor p is obtained.

Having built up the above file, the following algorithm is computed:
Stepl : Read a tuple (m,a,b,n,p)
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Table 6.8: Results on Pollard-Rho method

Problem X Running
size in bits time

41 6 2h37m27s
- 76 13m22s

- 6637 4m17s

- 576866 3m23s

- 60000066 2m34s

65 555588545325 3h43m15s
- 4955 3h50m13s
- 456 16 hours

Step2 : Find a fixed point P of order p.

Step3 : choose a random integer k£ value between 10 and 100.

Step4 : Choose a point () generated from P.

Stepd : Use the Rho method to compute log ) = logyp Q.

Step6 : Keep track of run time computed until a match has been found.
Step7 : Repeat Steps 4,5 and 6 for £ number of times.

Step8 : Repeat the above steps until all the tuples are calculated.

Table 6.8 and 6.9 show the problems that are solved for the ECDLP. The
problem size is represented based on the bit size of E, ,(F(2™)), the private key
x and the the time taken to solve the problems. It is interesting to see that
irrespective of the group order, the smaller size private key x takes more time to

get solved, whereas the higher size x get solved comparatively in reduced time

bound.
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Table 6.9: Problems solved using Pollard-Rho method

Problem X No of

size in bits group
operation

32 4935 1759

- 99 1983

- 88 4486

- 55 7231

- f 19179

- b 25615

- 4 60844

- 2 100309

20 9008 837

- 8888 433

- 546 592

- 88 116

- 8 882

- 5 1324

- 4 1583

- 3 1966

- 2 2605
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6.3 Cryptanalysis on the DLP %3’

Recently Kashyap et al., [43] proposed a cryptosystem based on the DLP, v =
a?3®, where o and 3 are generators, a and b are distinct integers. The above
cryptosystem and the corresponding cryptanalysis are further analyzed in the
present study. Sramka [87] claimed that for the cipher text (ci,cq,c3) of the
cryptosystem discussed in [43], the random integer, say k, can be obtained by the
simple relation such as ¢;c, = (a3)*. Further, he reported an attack, in obtaining
the plain text from a valid cipher text, by computing the single traditional DLP. In
the present study, it is shown that the above k can be obtained using above relation
only for some special cases and those cases are discussed. Also an improved version
of the encryption scheme based on the cryptosystem published by Kashyap et al.,
[43] is proposed. It is observed that the proposed cryptosystem is invulnerable to
the attack, in obtaining the plain text from a valid cipher text, by computing the
single traditional DLP.

6.3.1 The encryption scheme based on the DLP a?3

Kashyap et al., [43] defined the discrete logarithm with two different exponenti-
ation and with two distinct integers. The DLP is defined as follows: For a finite
cyclic group G with generators of a and (8 and two distinct integers a and b, it is
hard to recover a and b, with known ~, a and 3, such as v = a?3°, where a # /3
and a # b°. Based on the above DLP, they [43] proposed a public-key encryption
scheme. They claimed that to recover a and b, a double DLP to be solved. The
description of the scheme between two communicators, namely, Alice and Bob is

given below:

Key generation:

Alice selects an efficient description of a cyclic group G of order p with generators
« and 3 , such that a # 3° . Alice chooses random integers, say a and b from {
0,...,p— 1}, such that a # b*. Alice computes v = a® and § = $°. Then, Alice
publishes v and  along with the description of GG, p o and 3 as her public key.
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Also, Alice retains a and b as her private key.

The encryption algorithm :

For encrypting a message, say m, to Alice, with her public key (G, p,«, 3,7, 96),
the following algorithm is adopted.

e Bob converts the m into an element of G.

e Bob chooses a random integer, say k, from {0,...,p — 1 } , then calculates

c1 = o cy = BF and c5 = my*o*.

e Bob sends the cipher text (cq, 2, c3) to Alice.

The decryption algorithm :

For decrypting a cipher text (¢q, ¢, c3), received from Bob, Alice computes csib
1%2

as the plain text message with her private keys a and b. Sramka [87] reported an

attack on the above discussed scheme and it is explained in the following section.

The cryptanalysis on the cryptosystem based on the v = a?f3°

Sramka [87] described that the random integer, & used in the encryption can be

obtained using the following equation

cicy = o BF = (aB)* (6.3)

Here k can be solved with the single traditional DLP. Once the value of k is known,
the plain text can be obtained as 7%6%cs. Also, he [87] proposed an attack, which
is explained below. Since « is a generator, 5 can be represented as o". Then
v6 = a3’ = a®™_ The logarithm a + mb can be solved and the plain text ,

can be retrieved as follows

c3 = 2y~ o"
c3 = xaakﬁmbk
g = pak@tmb) (6.4)
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Since ¢; = aF

T = I‘ak(a+mb)01_(a+mb) (65)
T = xak(aerb)af(aerb)k (66)
r=x (6.7)

The following section describes that the plain text cannot be recover with the
knowledge of k and an improved version of encryption scheme based on the cryp-

tosystem published by Kashyap et al., [43] is proposed.

The analysis on the cryptanalysis

Sramka [87] claimed that the random integer, k, can be obtained simply by mul-
tiplying ¢; and ¢2. When the underling group is Z7, k be a random integer in the
range 0, ....,p — 1 . The value of k to be obtained from the equation c;co = (a/3)*
is k mod O(af), where O(af) denotes the order of an element o mod p . In
some cases the product of a3 may get confine to a small subgroup, then the plain
text cannot be recover with the knowledge of k. For example, if 3 is an inverse of
a, then the product of a3 yields an identity element, which in turns produces the
value of k as zero. For simplicity, let us consider a field Fy;. Suppose «, which
is discussed in the above paragraph is 2 and [ is 6, since they are inverse of each
other, the product («f) mod p yields one, which, in turns produces the value of
k as zero. The value of £ mod p — 1 cannot be retrieved with the information of
k mod one. On the other hand if the product a3 is an element of a large prime
order subgroup, then the value of £ mod p-1 can be obtained by using the Pohlig-
Hellman method, with the additional knowledge of the factorization of p — 1. For
example, consider a field Fj;. Suppose « is 2 and 3 is 7, then the product is 3,
which is an element of prime order subgroup of order 5. The k mod 10 is obtained
by solving the DLP on the prime order subgroup of order 5, which is £ mod 5
and combining the result with £ mod 2 using Pohlig-Hellman method. From the
above discussion it is known that the value of k cannot be retrieved simply by the
product of ¢jcq, only the value of £k mod O(af) can be obtained. However the

value of £ mod p-1 can be obtained simply from ¢; or ¢; with the knowledge of «
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and ¢; or 3 and ¢5 , since both are public, £ can be obtained by computing a single
DLP and the plain text can be retrieved from cipher text with the knowledge of
k.

6.3.2 Improved version of cryptosystem

In this section an improved encryption scheme is discussed. The modified encryp-
tion and description procedures of proposed scheme [43] of Kashyap et al., are

presented here.

Key generation:

Alice selects an efficient description of a cyclic group G of order p with generators
a and .

Alice chooses random integers, say a and b from {0,....p — 1 }, such that a # V'
Alice computes v = a® and § = 3°. Then, Alice publishes v and § along with the
description of G, p, « and [ as her public key. Also, Alice retains a and b as her
private key.

The encryption algorithm :

For encrypting a message, say m, to Alice, with her public key (G, p, «v, 3,7, 6) the
following algorithm is adopted.

e Bob converts the m into an element of G.

e Bob chooses a random integer, say k, from {0,...,p — 1}, then calculates

c1 = af ¢y = 8% and ¢35 = mryF ok,
e Bob sends the cipher text (cq, 2, ¢3) to Alice.

The decryption algorithm :

C3
a b
C1C2

For decrypting a cipher text (¢, ¢, c3), received from Bob, Alice computes
as the plain text message with her private keys a and b. Now, the proposed is
analyzed for the resistance of Sramka attack

As described by Sramka [87] the double discrete logarithm problem can be written
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as ’7(5 — Oéaﬁb — aa—f—mb

. The discrete logarithm of a+mb can be solved by the single
traditional DLP. The hardness of solving a and b is based on finding the solution
of a +mb =t mod p — 1. The cipher text (c;, co, c3) represents c; = ot ¢y = 32

and c3 = myk k2.

Now,
c3 = x’ykl(slw (68)
cg = wa oMbk (6.9)
cg = xafrTmbk2 (6.10)

From the above equation 6.10, it can be inferred that it is possible to recover
the plain text with the knowledge of a + mb, only when k; = ky as explained by
Sramka [87], whereas, it is hard to recover the plain text with the knowledge of
a + mb, when k; # ky. This proves that the proposed system is invulnerable to

Sramka attack.

6.3.3 Security analysis of newly proposed system

Apart from the fact, that the proposed system is invulnerable to Sramka attack,
it has two levels of security. The first level is a one way function known as the
DLP. The second level is, even if DLP is solved and ¢ is known the equation
a + mb mod p-1 is to be solved. With known ¢, it is not possible to retrieve a
and b from the above equation. For a cryptosystem to be semantically secure, it
must be infeasible for a computationally-bounded adversary to derive significant
information about a message when given only its cipher text and the corresponding
public encryption key. Semantic secure doest not consider the chosen cipher text
attack, where the attacker is able to request the decryption of chosen cipher text.
El-Gamal is unconditionally malleable and therefore is not secure under chosen
cipher text attack.

The new scheme proposed at section 6.3.2 is also vulnerable to chosen cipher
text attack. This can be precluded with the following feature incorporated in the

proposed system.
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Key generation:

Alice selects an efficient description of a cyclic group G of order p with generators
a and (. Alice chooses random integers, say a and b from {0, ...,p — 1}, such that
a # b'. Alice computes v = a® and § = 3°. Then, Alice publishes v and § along
with the description of G, p,a and 3 as her public key. Also, Alice retains a and
b as her private key.

The encryption algorithm :-

For encrypting a message, say m, to Alice, with her public key (G, p,a, 3,7, 9),
the following algorithm is adopted.

e Bob converts the m into an element of GG.

e Bob chooses a random integer, say k, from {0,...,p — 1} | then calculates

c1 = oM, cy = % and c3 = mAyFr ke,

e Bob gets A by using a collision resistance hash function H as A = H(cy, ¢2, ¢3)

and calculates ¢ as y*15%2*.

e Bob sends the cipher text (cq, s, ¢3,q) to Alice.

The decryption algorithm :-

Alice computes A = H(cy, ¢, c3) and verifies ¢¢c%* is ¢ or not. If the verification is
success then Alice computes the plain text as fzb with her private keys a and b.
1+~2

6.3.4 Limitations

The size of the cipher text generated in the proposed system is larger compared
with the message to be encrypted. Therefore, the newly proposed cryptosystem
can be used for the transmission of smaller size messages, for example: to exchange
a session key. An attack is proposed on El-Gamal system when the message is
short. The attack is described as follows: The attack is based on the fact that
public key encryption is typically used to encrypt session keys. These keys are
typically short i.e. less than 128 bits. The attack shows that when using plain
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RSA and plain El-Gamal to encrypt an m-bit key, it is often possible to recover
the key in time approximately 27 . When the session- keys are 64 bits, the attack
shows that both plain RSA and plain El-Gamal completely insecure systems [16].

e Let < p,q,y > be an El-Gamal public key. When the order of g is at most
3, it is possible to recover M from any El-Gamal ciphertext of M in the

time it takes to compute 2.27 modular exponentiation.

e Let < p,q,y > be an El-Gamal public key. Suppose p—1 = ¢s where s > 2m
and the DLP for the subgroups of Z; of order s is tractable i.e. takes time
T for some small 7. When the order of g is p — 1 it is possible to recover M

from any cipher text of M in time 7" and 2.2% modular exponentiation.

e Let < p,q,y > be an El-Gamal public key. Suppose p—1 = ¢s where s > 2m
and the DLP for the subgroups of Z7 of order s takes time T" for some small
T. When the order of g is p — 1 or at most 7%, it is possible to recover M
from any cipher text of M in time 7" plus one modular exponentiation and

2.2% additions.

The above attack can be avoided in the newly proposed system by choosing an
appropriate prime field and the generator i.e., a safe prime of the form 2¢ + 1,
where ¢ is also prime or a prime order subgroup , where the computations in
discrete logarithm based schemes are restricted within the prime order subgroup.
These types of primes does not allow the leakage of bits from the DLP . The DLP
for the subgroups of Z; of order s is not helpful for the computation of the DLP
in the prime order subgroup. This is due to the fact that in the above subgroup,
the DLP of y to be computed with respect to the prime order instead of the DLP
with respect to the order p — 1, which is the common practice. On the other way ,
the safe primes are also considered as safe in the literature, since it does not allow
any partial computation of the DLP. It leaks only one bits of information through
the factor 2 apart from ¢. Therefore the security implication of newly proposed

system is based on the prime field and the generators chosen for the computations.
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6.4 Conclusion

In the present study the performance of Index Calculus Method is improved
through the Random method. A parameter, which is influencing the running time
of this method is identified and the performance is improved through the same
parameter. A new method, namely, partial linear sieve method is introduced and
analyzed in the present study. It is observed that the partial linear sieve method
outperformed than the Random method based on the running time with respect
to the problem size. This leads to introduce the range parameter in the Random
method. Hence the probability of elements getting smoothing is improved. It is
also shown that the probability of numbers getting smoothing depends on the mag-
nitude of numbers and this leads to achieve a better performance in the Random
method. This result is achieved, since the Random method needs lesser number
of relations to form the linear system than the other popular methods and hence
the performance of this method is analyzed and improved. The characteristics of
smooth number over Z7 lead to develop a new method for pre-computation step
of index calculus method. The probability of getting smooth number in a given
range is improved through the new method. Our experimental results show that
the performance of index calculus method is improved by more than 50%.

The problem of solving the DLP is extensively studied due to its numerous ap-
plications. The cryptosystem based on the DLP, v = a*3°, and the cryptanalysis
of the above mentioned cryptosystem are reported in the literature. The present
study described here shows that even though the condition av # (3* does not holds
in any cyclic group, the equation a +mb mod p — 1 has to be evaluated to obtain
the value of a and b with the knowledge of a + mb. It is also shown that a + mb
does not have any impact on the improved version of cryptosystem proposed in the
present study. Further the methods of improving the security of newly proposed

cryptosystem are also discussed.
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Chapter 7

Discussion and Conclusions

In this thesis, the problem of computational analysis on the Discrete Logarithm
Problem (DLP) is considered. The unreliable communication media rely on many
cryptographic protocols for the security. These cryptographic protocols in turn
depend on the hard problems such as the DLP. From computational point of view,
there is no algorithm that solves the DLP in polynomial time. This motivated the
present study on the DLP and the computation of DLP is improved from various
aspects such as developing new techniques, improving the traditional methods and

identifying the trap doors.

7.1 Discussion

The main focus in the present study is the most effective attack on the DLP
namely ICM. Our approach to improve the performance of ICM is viewed from
two perspectives such as to improve the traditional methods involved in ICM and
developing a new procedure to solve the problem using ICM. Traditionally the
ICM is viewed into two steps such as generation and solving. The solving consists
of reduction and solving the reduced matrix. In the present study, reduction is
moved alongside generation and it enabled the selection of parameters in such a
way that a smaller system of equations is generated overall. Although it is shown
to be useful for solving the DLP through ICM it may also be useful for many

linear algebra techniques that are rely on the sparsity of the matrix to be solved.
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A special case of ICM, analogous to Pohlig-Hellman, when the factors of p — 1
are small is studied in this thesis. In the literature, the Pohlig-Hellman is the best
known method to solve the DLP, when the factors of p — 1 are small and known,
while ICM is an efficient method for general DLP. Two algorithms are proposed
to improve the efficiency of the pre-computation step of the ICM by using the
equivalence classes formed from a special case of B-smooth numbers over Z.
This variant of ICM is shown to be particularly useful on ephemeral keys. In
ephemeral key security, the underlying field and generator of the cryptosystem
are held static but each session uses different keys. For such systems, the pre-
computation of ICM can be performed once using the new algorithms in reduced
time with individual logarithm step for every ephemeral key. For ephemeral key
systems, the security requirements are considered less stringent as the keys change
frequently [20]. Pohlig-Hellman solves every ephemeral key as a different (new)
problem. On the contrary, in ICM, only the individual logarithm step, which is
usually the easier step, has to be recomputed. An efficient way of developing the
individual logarithms step is developed in the present study.

In Chapter 4, primes (p) are classified into five types based on the factors of
p — 1. This classification aids in analyzing the characteristics of new variants of
smoothness concept of integers in Z7 on different types of primes. This leads to
formulate new techniques to solve the DLP in reduced time. In the literature
smooth integers are known as B-smooth numbers. In the present study B-smooth
numbers over Z} are introduced and found to exhibit different characteristics on
different types of primes. Patterns are identified from the distribution of B-smooth
numbers over Z;. A new way of looking at cryptanalysis is presented in this thesis
through the identification of patterns from the prime field. The identified patterns
are used to solve the DLP, which are in the range near the middle of the group
on safe prime, prime order subgroup and random primes. The DLP defined on
safe primes, primes order subgroup and random primes with one large factor of
p — 1 are considered as safe in the literature. In this thesis we proved that the
above problems are vulnerable to the techniques that are developed by using the
properties of B-smooth numbers over Z7. The analysis made in the present work

aids in computing the system parameters for various cryptosystems securely.
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A special case of smooth numbers over Z; that helps to divide Z into partitions
is proposed. These partitions are shown to be useful in developing an efficient
variant of ICM to solve the DLP for ephemeral keys. A new pre-computation
method is proposed for ICM based on the characteristics of special case of smooth
numbers over Z7. The characteristics are studied on different types of primes
based on the factors of p — 1.

Also, the performance of Random method, which is one of the primitive meth-
ods of ICM is analyzed and improved through the concepts discussed above. The
partial linear sieve method, newly introduced in the present study, is shown to im-
prove the performance of the random method sometimes by over 50% for problem
sizes of about 60 bits. A second improvement is through the patterns identified
from the smooth number set over Z;. The property evolved from the patterns of
smooth numbers over Z} aids in mapping the group elements from the larger mag-
nitude to much smaller magnitude. This led to the development of an improved
Random method by increasing the probability of finding field elements that are
smooth.

At more preliminary level the ECDLP problem is analyzed through the Pollard-
Rho method. New results are obtained though the experimental results conducted
on the E, ) F(2™), which is the most widely used field in the Elliptic curve cryp-
tosystems. The results appears counter-intuitive and needs furthermore detailed
analysis.

From the above discussion, the algorithms designed to solve the Discrete Log-
arithm Problem in the present study from a computational perspective is summa-

rized as follows:-

e Efficient algorithm to find the exponent near the middle of a group or a

prime order sub group.

e Improved linear sieve based pre-computation step of ICM based on better

choice of parameters

e Two algorithms for ICM that are efficient for the special case of p—1 having

no large factors. These are useful for attacking ephemeral keys.
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e Other studies that may lead to more efficient algorithm in certain special

cases for ECDLP; improved efficiency of Random method.

At a broader and a more abstract level, we introduced a new approach to
cryptanalysis that is based on deriving computationally optimal choices. For ex-
ample, the choice of R (chapter 3), factor bases and types of primes(chapter 4 and
5) have to the best of our knowledge no direct theoretical basis. The computa-
tional approach that we have taken is not related to finding efficient ways(either
using hardware or special purpose libraries) of implementing known algorithms;
nor is it based on a number-theoretic approach. Thus the approach followed in
this thesis is a novel computer-science approach to cryptanalysis in contrast with

number-theoretic methods.

7.2 Extensions

This section discusses the various ways of extending the algorithms, methods
and techniques presented in this thesis. The algorithm developed for the pre-
computation step of ICM is a generic algorithm. The terminating conditions
obtained from the heuristic analysis reported in this thesis are independent from
the implementation point of view. The generation step of pre-computation step,
generates the relations by satisfying the above conditions iteratively. The algo-
rithm presented in this thesis uses crisp values for the parameters. This can be
extended by modifying the algorithm using the fuzzy concept. A fuzzy controller
can be designed for the above parameters and the required matrices can be ob-
tained by using the fuzzy logic. Furthermore, other soft computing techniques
can be attempted to achieve better performance. Application of soft computing
techniques are widely used for all types of statistical analysis on the patterns of
cipher text. Extending the pre-computation algorithm for ICM by using these
techniques in the present study is comparatively new. The factor base, which is
the key parameter in the pre-computation step of ICM consists of first-t primes
less than the bound B and this is considered as optimal way of selecting the factor

base elements in the literature. These factor base elements can be considered as
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dependent parameters instead of merely considering independent variables. Fur-
ther, these variables can be reduced into minimal set using popular dimensionality
reduction techniques. This may leads to reduce the number of relations required
to form the linear relation and the overall running time of ICM.

The definition of B-smooth number over Z7 is studied with emphasis on the
order of the elements in the factor base and new techniques are proposed for some
instances of primes, such as p = 2p + 1. These types of primes are considered
as Typel and Type2 problems in the present study. The same concept can be
extended for other types of primes, such as Type3, Typed4 and Typed problems.
New techniques and comparative analysis can be made on the above type of prob-
lems with emphasis on the techniques to solve the DLP. Also, the probability of a
randomly chosen prime to be of the required form such as = 2p+1 and other forms
can be obtained by using the statistical analysis. This is useful for the estimation
of the security of the cryptosystems based on the DLP.

A special case of smooth numbers over Z is introduced in this thesis. Equiva-
lence classes are derived from Z; by using the properties of the above smoothness
concept. A new algorithm for ICM is proposed using the equivalence classes. The
equivalence classes and the mapping function defined in the present study can
be used to define a one way function, which may be harder to solve. A detail
analysis is needed to define such a one way function and should satisfy the prop-
erties reported in the standards. Once such function is defined, a secure public
key cryptosystem also can be devised based on this hard problem. The security
of this cryptosystem is to be analyzed based on a attack model.

The properties of special case of smooth numbers over Z; combined with the
patterns identified in this present study can be used to solve the DLP in reduced
time. Further, the patterns can be used when the generator is not known and a
generator and the logarithm of a small subgroup of order say x is leaked and the
order of y and g are 2z. This may leads to transform the generator of order x to
2z and solves the DLP of y in reduced time. If the factors of p — 1 are small, then
the first-t generators can be stored as a factor base and the factor base may be
extended by constructing equivalence classes from the elements in the factor base.

The DLP of first-t generators can be solved and the DLP of y can be solved using
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the pre-computed DLP of first-t generators.

The Random method, which is a primitive method of ICM is analyzed from
two different perspectives. The approach can be extended to other methods, such
as linear sieve, cubic sieve and number field sieve methods. Estimation of smooth
numbers in a given range using the patterns identified in this thesis is useful to
estimate the probability of numbers getting smoothing. This will leads to device
an efficient algorithm for solving the DLP. Finally, the proposed cryptosystem
based on the DLP a3 in the present study offers two levels of security and this
system can be analyzed further for the suitability of proxy re-encryption proxy-re

signature., to name a few.

7.3 Contributions

We conclude by listing the original contributions made in the thesis.

e A new approach to improve the performance of ICM is developed. This leads
to an improved algorithm for the generation step of ICM and new results are
reported on the parameters used to generate and solve the relations. The

performance of ICM is improved by 30 - 40 % by using this new approach.

e A new idea, partial linear sieve, is introduced and used to improve the per-
formance of one of the primitive method of ICM known as Random method.
It is shown that the performance is enhanced by more than 50% for problems

of size ~ 20 digits.

e A new concept of B-smooth numbers over Z7 is defined in the present work
and a detailed analysis on the distribution is presented. Through these
properties, the DLP is solved in reduced cost, in particular on safe primes

and prime order subgroups.

e The characteristics of smooth numbers over Z lead to an improved Random
method for pre-computation step of ICM and aid in improving the probabil-
ity of getting smooth numbers. We achieved ~ 50% of improvement in the

performance of ICM.
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e A special case of smooth numbers over Z; is defined and the properties
are analyzed on different types of primes. A variant of ICM is proposed to
recover the ephemeral keys based on the properties of smooth numbers over

Z, and the generators of Z}.

e At more preliminary level the ECDLP and DLP 3" are analyzed.
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Chapter 8

Publications

1. Discrete Logarithm Problem over Elliptic group using Pollard Rho, Interna-
tional Journal on Computing and Mathematical Applications, v3(4), pp(81-92),
(2008).

2. Performance Analysis on Index Calculus Method , Journal of Discrete Mathe-

matical Sciences and Cryptography, (Accepted).

3. Improved Cryptanalysis on DLP a?3°, International Journal of Computer
Sciences and Engineering Systems, v4(4), (2009).

4. Ephemeral Key Recovery using Index Calculus Method Journal of Discrete

Mathematical Sciences and Cryptography, (under review).

5. Improved Random method using Smooth numbers over Z; International Jour-

nal of Applied Mathematics and Computing, (Communicated).

6. Improved Random method of Index Calculus Method, National Workshop
on Cryptology 2008.

7. Methods to solve Discrete Logarithm Problem for Ephemeral Key, Advanced
Research in Computation and Communication 2009, (IEEE press), (Accepted).
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