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ABSTRACT

The term “grid” (in the context of computing systems) refers to systems and ap-
plications that integrate and manage sharing of resources and services distributed across
multiple administrative domains. Performance with scalability, optimum utilization of re-
sources, efficient management and reliability and virtualization are some of the advantages
of grid-enabled applications. Most of the existing research on grid security is focussed on
authentication. Access control and authorization is a relatively less explored area, although
very important for grid security. The potential of access control as a security mechanism
in grids is one of the major motivating factors behind this work.

Design and development of new models for access control and authorization, specific
to grid environment and its security requirements forms the core of this thesis work. The
thesis proposes models for representing various access control components of grid security
and suggests algorithms to show the association between these components. Our study on
the access control and authorization requirements of grid systems helped us to identify the
core grid security issues as grid-wide access control and authorization, indirect authorization
for the geographically spread users and resources, dynamic authorization and fine-grained
access control of the grid resources.

Since a grid-wide mechanism to secure the grid resources does not exist, we proposed an
RBAC (Role-Based Access Control)-oriented grid authorization model for the same. This
framework includes single-domain (or intra-domain) and cross-domain (or inter-domain)
authorization architectures. To facilitate cross-domain authorization, we need to map the
role of a given domain to its equivalent role in another domain. A role-mapping architecture
is thus proposed. Role-ranking algorithms govern the working of this architecture. We
implemented the grid authorization model for single-domain and cross-domain enforcement
of access control. Lightweight Directory Access Protocol (LDAP) was used to represent
additional user attributes apart from roles. We proposed a Role-Based Grid Delegation
Model (RB-GDM) for enforcing indirect authorization based on the user’s role. RB-GDM
includes frameworks for delegation within a domain as well as across the domains. To
enable the grid users to perform dynamic authorization, we proposed a fuzzy-based scheme
called Fuzzy Trust and Delegation Model (FTDM). Finally, a fine-grained authorization
framework was presented to introduce finer access control aspects in grid resource access.

We implemented the models using programming techniques and fuzzy inference mechanisms.

XVi



CHAPTERI

INTRODUCTION

In this chapter, we present an introduction to grid computing systems and grid
security. Then, we discuss various access control models and their features. We
address the issues of grid security and access control and the proposed approaches
to solve them. The organization of the thesis is presented at the end.

The idea of grid computing is widely regarded as a concept of immense poten-
tial in both industry and academia. Due to lack of consistent and widely used stan-
dards, several enterprises are concerned about the implementation of an enterprise-
level grid system, though the potential of such a system is well understood. Issues
related to application engineering, manageability, data management, licensing, se-
curity etc. have prevented implementation of an enterprise-wide grid solution
[130]. As an issue, security is most important and needs close understanding as
grid computing offers unique security challenges. Some of which are of immedi-
ate concern and some are long term issues. Issues pertaining to grid computing se-
curity can be architecture-related, infrastructure-related and management related.

We focus on the architecture-related issues.

1.1 Grid Computing Systems

A grid is an environment that allows service oriented, flexible and seamless shar-
ing of heterogeneous network of resources for compute intensive and data in-
tensive tasks and provides faster throughput and scalability at lower costs [72].
The distinct benefits of using grids include performance with scalability, resource uti-
lization, management and reliability and virtualization. Grid computing environment
provides more computational capabilities and helps to increase the efficiency and
scalability of the infrastructure [33]. Many enterprises require flexible and scal-
able infrastructure [73]. Therefore most of the applications running on the grid
infrastructure are compute-intensive or batch type applications. Another grid re-

quirement is the need to use the resources more efficiently. The ability to share



resources across geography makes the grid really attractive. A grid can harness
the idle processing power available in computing systems located in different time
zones.

Grid computing provides a single interface for managing the heterogeneous
resources [44]. Another benefit of grid computing is that it can create a more
robust and resilient infrastructure through the use of decentralization, fail-over
and fault tolerance to make the infrastructure better suited to respond to minor
or major disasters. The grid provides virtualization of heterogeneous resources
resulting in better management of the resources.

Ian Foster is considered as one of the earlier proponents of grid technology. Fos-
ter defines a grid as: “ A Computational grid is a hardware and software infras-
tructure that provides dependable, consistent, pervasive and inexpensive access
to high end computational capabilities” [72]. Later, Foster redefined the grid as
“a computing environment concerned with the coordinated resource sharing and
problem solving in dynamic, multi-institutional virtual organizations”.

Many of the organizations who plan to set up grid-enabled applications per-
ceive the grid concept differently [165]. Accordingly, Oracle describes its grid vi-
sion [8] as an adaptive software infrastructure which is able to balance resources
efficiently through the usage of low cost servers and storage. Sun Microsystems
classifies the grid on three levels namely cluster grids, enterprise grids and global
grids [6]. HP talks about grid as a utility computing environment [5] while IBM
describes a grid as a autonomic computing environment having a collection of re-
sources which create dynamic virtual organization [39], [160], [189]. From the
point of industrial implications, the Gridbus project came up with the following
definition for grid. Accordingly, a grid is a type of parallel and distributed sys-
tem that enables the sharing of autonomous resources dynamically ensuring user’s
quality of service [177].

The Internet and the grid, though both are distributed systems, have their own



differences as well. The Internet is a network of communication whereas grid com-
puting is seen as a network of computation [23] which provides tools and proto-
cols for sharing of a variety of resources. Grid computing is also known by a num-
ber of other names such as, “grid”, “computational grid” [31], “computing-on-
demand” and “on-demand-computing” [43]. The term grid technology describes
the entire collection of grid computing elements, middleware, networks and pro-
tocols [161].

In a grid environment, the ensemble of resources is able to work together co-
hesively because of defined protocols that control connectivity, coordination, re-
source allocation, resource management and security [164]. Generally the pro-
tocols are implemented in the middleware. The systems “glued” together by a
computational grid may be in the same room, or may be distributed across the
globe; they may be running on homogenous or heterogeneous hardware plat-
forms; they may be running on similar or dissimilar operating systems; and they
may be owned by one or more organizations. The goal of grid computing is to
provide users with a single view and/or single mechanism that can be utilized to
support any number of computing tasks. The grid leverages its extensive infor-
matics capabilities to support the “number crunching” needed to complete a task
and all that the user perceives is essentially a large virtual computer undertaking
the user’s work [144].

According to lan Foster, the essence of grid computing can be captured in a

simple checklist [127], according to which a grid is a system that:

e coordinates resources that are not subject to centralized control (A grid in-
tegrates and coordinates resources and users that live within different control
domains, for example, the user’s desktop vs. central computing; different
administrative units of the same company; or different companies; and ad-
dresses the issues of security, policy, payment, membership, and so forth that

arise in these settings).

e using standard, open, general-purpose protocols and interfaces (A grid is
built from multi-purpose protocols and interfaces that address such funda-
mental issues as authentication, authorization, resource discovery, and re-

source access. These protocols and interfaces need to be standard and open



so that the system is able to execute generic applications).

e to deliver nontrivial qualities of service (A grid allows its constituent re-
sources to be used in a coordinated fashion to deliver various qualities of
service, relating - for example - to response time, throughput, availability,
and security, and/or co-allocation of multiple resource types to meet com-
plex user demands, so that the utility of the combined system is significantly

greater than that of the sum of its parts).

The grid vision requires standard protocols, interfaces and policies that are not
only open but also general-purpose [126]. These protocols allow us to establish
resource-sharing arrangements dynamically with any interested party and thus to
create compatible and inter-operable distributed systems. The definition of stan-
dard “InterGrid” [159] protocols is the single most critical problem facing the grid
community today [175]. Global Grid Forum (Open Grid Forum) is a consortium
working in this direction [7]. For implementation purposes, Globus Toolkit, an

open source middleware is being widely used as the platform [192], [190].

1.1.1 Elements of Grid Computing

Grid computing combines elements such as distributed computing, high-performance
computing and disposable computing depending on the application of the technol-
ogy and the scale of operation [26]. Grids can create a virtual supercomputer out

of the existing servers, workstations and personal computers.

Present-day grids encompass the following types

e Computational grids, in which machines will set aside resources to “number

crunch” data or provide coverage for other intensive workloads

e Scavenging grids, commonly used to find and harvest machine cycles from
idle servers and desktop computers for use in resource-intensive tasks (scav-
enging is usually implemented in a way that is unobtrusive to the owner/user

of the processor)

e Data grids [62], which provide a unified interface for all data repositories
in an organization, and through which data can be queried, managed and

secured.



e Market-oriented grids [143], which deal with price setting and negotiation,
grid economy management and utility driven scheduling and resource allo-

cation.
The key components of grid computing include the following.

e Resource management: a grid must be aware of what resources are available

for different tasks

e Security management: the grid needs to take care that only authorized users

can access and use the available resources

e Data management: data must be transported, cleansed, parceled and pro-

cessed

e Services management: users and applications must be able to query the grid

in an effective and efficient manner [114]

More specifically, grid computing environment can be viewed as a computing
setup constituted by a number of logical hierarchical layers. Figure 1 represents
these layers. They include grid fabric resources, grid security infrastructure, core
grid middleware, user level middleware and resource aggregators, grid program-
ming environment and tools and grid applications.

The major constituents of a grid computing system [16] can be identified into

various categories from different perspectives as follows:
e functional view
e physical view
e service view

Basic constituents of a grid from a functional view are decided depending on the

grid design and its expected use. Some of the functional constituents of a grid are
1. Security (in the form of grid security infrastructure)

2. Resource Broker

3. Scheduler



Grid Applications

Grid Programming Environment and Tools

User-level Middleware & Resource Aggregators

Core-grid Middleware

Grid Security Infrastructure

Grid Fabric Resources

Figure 1: Overview of Grid Computing Layers

4. Data Management
5. Job and resource management
6. Resources

A resource is an entity that is to be shared [65]; this includes computers, storage,
data and software. A resource need not be a physical entity. Normally, a grid por-
tal acts as a user interaction mechanism which is application specific and can take
many forms. A user-security functional block usually exists in the grid environ-
ment and is a key requirement for grid computing. In a grid environment, there is
a need for mechanisms to provide authentication, authorization, data confidential-
ity, data integrity and availability, particulary from a user’s point of view. In the
case of inter-domain grids, there is also a requirement to support security across
organizational boundaries. This makes a centrally managed security system im-
practical. The grid security infrastructure (GSI) provides a “single sign-on”, run-
anywhere authentication service with support for local control over access rights

and mapping from global to local identities.



1.1.2 Grid Architecture

The architecture of a grid system is often described in terms of “layers”, each pro-
viding a specific function as shown in the following figure. Higher layers are user-
centric, whereas the lower layers are hardware-centric. In Figure 2, we depict a

generic grid architecture showing the functionality of each layer.
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Figure 2: Grid Architecture

e Network layer: is the bottom layer which assures the connectivity for the

resources in the grid.

e Resource layer: is made up of actual resources that are part of the grid, such
as computers, storage systems, electronic data catalogues, and even sensors
such as telescopes or other instruments, which can be connected directly to

the network.

e Middleware layer: provides the tools that enable various elements (servers,

storage, networks, etc.) to participate in a unified grid environment.

e Application layer: which includes different user applications (science, en-
gineering, business, financial), portal and development toolkits-supporting

applications.



1.1.3 Main characteristics of Grids
The main characteristics of a grid computing environment can be listed as follows:

o Large scale: A grid must be able to deal with a number of resources ranging

from just a few to millions.
e Geographical distribution: Grid resources may be spread geographically.

e Heterogeneity: A grid hosts both software and hardware resources that can
be ranging from data, files, software components or programs to sensors, sci-
entific instruments, display devices, personal digital organizers, computers,

super-computers and networks.

e Resource sharing and coordination: Resources in a grid belong to different
organizations that allow other organizations (i.e. users) to access them. The
resources must be coordinated in order to provide aggregated computing ca-

pabilities.

e Multiple administrations: Each organization may establish different security

and administrative policies under which resources can be accessed and used.

e Accessability attributes: Transparency, dependability, consistency, and per-
vasiveness are attributes typical to grid resource access. A grid should be
seen as a single virtual computing environment and must assure the delivery
of services under established Quality of Service requirements. A grid must be
built with standard services, protocols and interfaces thus hiding the hetero-
geneity of the resources [195] while allowing its scalability. A grid must grant
access to available resources by adapting to dynamic environments where re-

source failure is common.

1.1.4 Standard Bodies Related to Grid

The Global Grid Forum (GGF): is the community of users, developers and ven-
dors leading the global standardization effort for grid computing. The OGSA
(Open Grid Services Architecture), OGSI(Open Grid Services Infrastructure) and
JSDL (Job Submission Description Language) standards were created by the GGE.



The GGF has two principal functions namely, the development of standards relat-

ing to grids and building of communities within the overall grid community.

1.1.5 Economic Aspects of Grid Systems

The economical aspects of grid computing has always drawn the attention of many
researchers. The benefits gained from grid computing can translate into compet-
itive advantages in the market place. Research contributions in the area of grid
computing envision a future in which economically intelligent and economically
motivated peer-to-peer and grid-like software systems will play an important role
in establishing a distributed service-oriented computing paradigm. The aim of
economic grid systems should be to deliver greater value to users than traditional
systems [22]. For this, the economic-based resource management systems need
to provide mechanisms and tools that allow resource consumers (end users) and
providers (resource owners) to express their requirements and facilitate the real-

ization of their goals [178], [24]. This means that they need

e the means to express their requirements, valuations, and objectives (value

expression)

e scheduling policies to translate them to resource allocations (value transla-

tion)

e mechanisms to enforce selection and allocation of differential services, and
dynamic adaptation to changes in their availability at runtime (value enforce-

ment)

Grids need to use competitive economic models as different resource providers
and resource consumers have different goals, objectives, strategies, and require-

ments that vary with time. Grids have the potential to
e enable resource sharing and provide transparent access to remote resources
o make effective use of computing resources, including platforms and data sets

e reduce significantly the number of servers needed by 25-75 % and allow on

demand aggregation of resources at multiple sites



e reduce execution time for large-scale data processing applications

e provide access to remote databases and software and load smoothing across

a set of platforms

e provide fault tolerance and also take advantage of time zone and random

diversity

e provide the flexibility to meet unforseen emergency demands by renting ex-

ternal resources for a required period instead of owning them
e enable the realization of a virtual data center

Some applications of grid computing particularly in the scientific and engineer-

ing arenas include:
e Distributed super computing/computational science

e High-capacity/throughput computing:large-scale simulation/chip design and

parameter studies

Content sharing

Remote software access/renting services like ASPs and web services

Data-intensive computing like drug design , particle physics, stock prediction

On-demand, real-time computing like mission critical initiatives

Collaborative computing (e-science, e-engineering)

Utility computing /service-oriented computing which involves new comput-

ing paradigm, new applications, new industries and new business

In this section, we have discussed the characteristics of grid computing envi-
ronment, the elements of grid computing, the generic grid architecture, standard
bodies related to grid and also the economic aspects of grid computing. In the next
section, we discuss the basics of computer security and access control models, as
we believe that a thorough understanding of these concepts will help us in framing

an efficient grid security mechanism.
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1.2 Computer Security and Access Control Models

Computer security is about protection of assets. The protection measures include
prevention (taking measures to prevent assets from being damaged), detection (tak-
ing measures that allow one to detect when an asset has been damaged) and re-
action (taking measures that allow one to recover assets from damage). The no-
tion of computer security revolves around three core aspects namely confidential-
ity, integrity and availability [17]. Confidentiality is prevention of unauthorized
disclosure of information. Integrity is about preventing unauthorized modifica-
tion of information where as availability deals with prevention of unauthorized
withholding of information or resources.

The three other aspects which are equally important for computer security are
accountability, non-repudiation and reliability. Accountability refers to the audit in-
formation that must be maintained and protected so that actions affecting security
can be traced to the responsible party. Non-repudiation services provide unforge-
able evidence that a specific action has occurred. Reliability relates to accidental
failures and safety relates to impact of system failures on their environment. De-
pendability can be stated as a concept unifying security, reliability, integrity and
availability. It is the property of a computer system such that reliance can justifi-
ably be placed on the service it delivers. We can say that dependability summarizes

all the aspects of computer security.

1.2.1 Security Models

Implementing security for an organization needs well-framed security policies. A
security policy is a statement of intent to protect an identified resource from unau-
thorized use [131]. Organizational security policy is a set of laws, rules and prac-
tices that regulate how an organization manages, protects and distributes resources
to achieve specified security policy objectives. There are also automated security
policies which address issues like the definition of access control lists or firewall
settings, decisions on the services that may run on devices and the security pro-
tocols used to protect network traffic. To formulate a security policy, we have to
describe the entities governed by the policy and we have to state the rules that

constitute our policy. Security models play an important role in the design and
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evaluation of high assurance security systems [88]. The design process of such
systems starts from a formal specification of the policy which the system should
enforce (security model) and a high level specification of the system itself [89]. By
adding more details to this high level specification, we can arrive at a series of low
level specifications. We need to show that the high level specification implements
the desired policy. For high assurance, a proof is required.

A security model is a mathematical, or logical expression of a set of security
policies [131]. A system can be secure only if its security model is based on log-
ically sound premises as the security features are built into such components of a
computer system like the operating systems, database systems, applications, etc
on the basis of their security models. Security models are also used in security
evaluation, sometimes as proofs of security. There are several well-known security
models, such as the Bell-LaPadula (BLP) model and the Biba model which repre-
sent the concepts for controlling accessibility, integrity, etc. of information systems
[17]. All information security models use the terminologies “subject” and ‘object’.
A ’subject’ is an entity, such as a person, process, or device which accesses or uses
information from the system. An ‘object’ is the information, or a piece of a larger
body of information, which is accessed by a ‘subject’. An “object’ may be a "subject’
in another situation or context and vice versa.

The important types of information security models [18] are
e Access Control models

e Integrity models

e State machine models

e Information flow models

e Non-interference models

Different types of information security models use different philosophies for
looking at subjects and objects, for grouping and classifying them and for con-
trolling their interactions. A specific model, which may be a well-known model
or a model designed for a particular organizational environment, usually has fea-

tures from different types of information models. Among the earlier models, BLP
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is a state machine model which represents the confidentiality aspect of computer
security. Biba model and Clark-Wilson model were designed to represent the in-
tegrity aspect of security. The Chinese Wall model represents dynamically chang-
ing access rights. The Harrison-Ruzzo-Ulman (HRU) model defines authorization
systems that represent policies for changing access rights or for the creation and
deletion of subjects and objects. Information flow models consider any kind of in-
formation flow, not only the direct information flow through access operations but
also the indirect flow through covert channels. The following subsection describes
some of the security models perceived as access control models.

Access means entry, approach, or privilege to a resource. Access control is a
mechanism to secure resources from unauthorized use [15]. It constrains what a
user can do directly as well as what the programs executing on the user’s behalf
are allowed to do. Access control models use a sets of rules, which permit or
deny access for a subject to an object [108]. This ensures that information does
not fall into wrong hands. The process involves a subject requesting for an object.
The permission or denial of access to the object depends upon the 'right” that the
subject possesses. The early years (1975 - 1985) saw the evolution of three major

categories of access control models namely
e DAC (Discretionary Access Control ) Model
e MAC (Mandatory Access Control) Model
e HRU (Harrison Ruzzo and Ullman) Model

The DAC Model consists of a set of Objects (O) , a set of Subjects (S) and an
Access Matrix (A). Any element Ali,j] specifies the access which the subject i has
to the object j . When the matrix is stored by columns it is called an Access Control
List (ACL). When the matrix is stored by rows it is called a Capability List (CL).
The DAC model had its own drawbacks. It does not provide real assurance on
the flow of information in a system. Also it does not impose any restriction on the
usage of information by a user once the user has received it. Objects depend on
their owners to permit access to them for other users. Information can be copied
from one object to another, so access to a copy is possible even if the owner of the

original does not provide access to it.
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As per the MAC Model, subjects and objects in a system have a certain classifi-
cation. The read-up operation means a subject’s integrity level must be dominated
by the object being read whereas in write-down operation, a subject’s integrity
level must dominate the integrity level of the object being written. The MAC
Model has its own drawbacks. The information flow can pass through covert chan-
nels in prohibited ways. There is no solution to the inference problem where the
high level information is deduced by assembling and intelligently combining the
low level information.

In the HRU Model, the protection system consists of a finite set of generic rights
(R) and a finite set of commands (C). This model uses the DAC access matrix and
has six primitive commands namely, enter R into (5,0), delete R from (S,0) , create
subject §’, create object O’, delete subject S” delete object O’.

Originator Controlled Access Control (ORCON) [17] is an advancement over
Mandatory and Discretionary Access Controls models, as both these models can-
not handle environments in which the originators of documents retain control over
them even after those documents are disseminated. In ORCON, a subject can give
another subject rights to an object only with the approval of the creator of that ob-
ject. Organizations that use categories grant access to individuals on a "need to
know” basis. There is a formal, written policy determining who needs the access
based on common characteristics and restrictions. The main features of ORCON

are as follows.
e The owner of an object cannot change the access controls of the object

e When an object is copied, the access control restrictions of that source are

copied and bound to the target of the copy

e The creator (originator) can alter the access control restrictions on a per-subject

and per-object basis

In ORCON, the access control associated with the object is under the control
of the originator and not the owner of the object. Possession equates to only some
control. The owner of the object may determine to whom he or she gives access, but

only if the originator allows the access. The owner may not override the originator.

14



1.2.2 Alternative Models

The decade 1985 - 1995 is called the period of alternative models which are catego-

rized as

e Chinese Wall Model (CW)
e Task Based Authorization (TBA)

e Role Based Access Control Model (RBAC)

1.2.2.1 The Chinese Wall Model

Deriving its name from the Great Wall of China, this model deals with devising a
set of rules such that no person (subject) can ever access data (objects) on the wrong
side of the wall. The basis of the Chinese Wall policy is that people are only allowed
access to information which is not held to conflict with any other information that
they already possess. The access rule states that a subject s can access an object o
only if 0 is in the same company data set as some object previously read by s . o
belongs to a COI (Conflict of Interest) class within which s has not read any object.
The information flow which causes COI should be prevented. The composition of
objects according to the Chinese Wall Model is shown in Figure 3. The conflict of

interest classes are A,B and C where as the company data sets are f,g,h.

1.2.2.2 Task Based Authorization

The Task Based Authorization deals with authorization of tasks rather than sub-
jects and objects. These tasks may involve other tasks. The authorization is tran-

sient and it models the organizational structure.

1.2.2.3 Role Based Access Control

The standard discretionary access control and mandatory access control approaches
cannot cater to an enterprise’s access control requirements as the former is a user-
discretion mechanism and the later an approach more suitable for Operating Sys-
tem security. The need to evolve a new model for enterprise-wide security lead
to the development of Role Based Access Control Model or the RBAC. The Role
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Figure 3: The Chinese Wall Model: Composition of Objects

Based Access Control Model is a technical means for controlling access to com-
puter resources [155]. With role-based access control, access decisions are based
on the roles that individual users have as part of an organization [174]. A role is
the standard unit of access control in RBAC and reflects the responsibilities of a
user in an organization. Users take on assigned roles (such as doctor, nurse, teller,
manager). The process of defining roles should be based on a thorough analysis of
how an organization operates and should include input from a wide spectrum of
users in an organization. Access rights are grouped by role name, and the use of
resources is restricted to individuals authorized to assume the associated role [14].
For example, within a hospital system the role of doctor can include operations to
perform diagnosis, prescribe medication, and order laboratory tests; and the role
of researcher can be limited to gathering anonymous clinical information for study.

The National Institute of Standards and Technology proposed the following
standards for RBAC models [70]

e Flat RBAC (Core-RBAC)
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e Hierarchical RBAC

e General Hierarchical RBAC

e Restricted Hierarchical RBAC
e Constrained RBAC

e Symmetric RBAC

Core RBAC sets guidelines for the basic RBAC functionalities. Figure 4 repre-
sents the set of users, roles and operations and objects (together known as privi-
leges) as per the core-RBAC standard. It also depicts the user-role assignment and

role-permission assignment. Figure 5 shows the hierarchical relationship between

(FA)
Fermiasion
(L4 Ulser Assignment
Assignrrent

Privileges

User sessions . Sesshns

Figure 4: Core RBAC Model

various components of the RBAC model. This category of RBAC model is called
hierarchical RBAC model.

Roles can be an effective means for developing and enforcing enterprise-specific
security policies [150] [151] and for streamlining the security management pro-
cess [163]. Under the RBAC framework, users are granted membership into roles
based on their competencies and responsibilities in the organization [170]. The
operations that a user is permitted to perform are based on the user’s role. User
membership into roles can be revoked easily and new memberships established as
the job assignments dictate. Role associations can be established when new opera-

tions are instituted, and old operations can be deleted as organizational functions
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Figure 5: Hierarchical RBAC Model

change and evolve [111]. This simplifies the administration and management of
privileges [162]; roles can be updated without updating the privileges for every
user on an individual basis.

When a user is associated with a role, the user can be given no more privilege
than is necessary to perform the job. This concept of least privilege [18] requires
identifying the user’s job functions, determining the minimum set of privileges
required to perform that function and restricting the user to a domain with those
privileges and nothing more. In less precisely controlled systems, this is often
difficult or costly to achieve. Someone assigned to a job category may be allowed
more privileges than needed because it is difficult to tailor access based on various
attributes [11] or constraints [10], [191], [129]. Since many of the responsibilities
overlap between job categories, maximum privilege for each job category could
cause unlawful access.

Under RBAC, roles can have overlapping responsibilities and privileges; that is,
users belonging to different roles may need to perform common operations. Some
general operations may be performed by all employees. In this situation, it would
be inefficient and administratively cumbersome to specify repeatedly these general
operations for each role that gets created. Role hierarchies [83] can be established
to provide for the natural structure of an enterprise. A role hierarchy defines roles
that have unique attributes and that may contain other roles; that is, one role may
implicitly include the operations that are associated with another role.

For example, in the healthcare environment, a role Specialist could contain the
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roles of Doctor and Intern. This means that members of the role Specialist are im-
plicitly associated with the operations associated with the roles Doctor and Intern
without the administrator having to explicitly list the Doctor and Intern operations.

Role hierarchies are a natural way of organizing roles to reflect authority, re-
sponsibility, and competency. The role in which the user is gaining membership
is not mutually exclusive with another role for which the user already possesses
membership. These operations and roles can be subject to organizational policies
[136] or constraints. When operations overlap, hierarchies of roles can be estab-
lished. Instead of instituting costly auditing to monitor access, organizations can
put constraints on access through RBAC. With RBAC, constraints can be placed
on the physician’s access to the health care data so that only those records that are
associated with a particular physician can be accessed.

Organizations can establish the rules for the association of operations with
roles. For example, a healthcare provider may decide that the role of clinician
must be constrained to post only the results of certain tests but not to distribute
them so as to protect the patient’s right to privacy. Operations (permissions) can
also be specified in a manner that can be used in the demonstration and enforce-
ment of laws or regulations [173]. For example, a pharmacist can be provided with
permissions to dispense, but not to prescribe, medication.

An operation represents a unit of control that can be referenced by an individual
role, subject to regulatory constraints within the RBAC framework. An operation
can be used to capture complex security-relevant details or constraints that cannot
be determined by a simple mode of access.

For example, there are differences between the access needs of a teller and an
accounting supervisor in a bank. An enterprise defines a teller role as being able to
perform a savings deposit operation. This requires read and write access to specific
tields within a savings file. An enterprise may also define an accounting supervisor
role that is allowed to perform correction operations. These operations require
read and write access to the same fields of a savings file as the teller. However,
the accounting supervisor may not be allowed to initiate deposits or withdrawals
but only perform corrections. Likewise, the teller is not allowed to perform any

corrections once the transaction has been completed. The difference between these
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two roles is the operations that are executed by different roles and the values that
are written to the transaction log file.

The RBAC framework provides administrators with the capability to regulate
who can perform what actions, when, from where, in what order, and in some
cases under what relational circumstances. Only those operations that need to be
performed by members of a role are granted to the role. Granting of user member-
ship to roles can be limited. Some roles can only be assigned to a certain number
of employees at any given period of time. The role of manager, for example, can
be granted to only one employee at a time. Although an employee other than the
manager may act in that role, only one person may assume the responsibilities of
manager at any given time. A user can become a new member of a role as long as
the number of members allowed for the role (cardinality) is not exceeded.

Apart from original roles and inherited roles, there is another way in which we
can categorize roles. Based on whether a role has practically been assigned to a
user, we can have two categories of roles namely enabled role and activated role.
An enabled role is the one which is assigned to a user and ready for activation where
as an activated role is the one which at least one subject/user has already activated
it.

The advantages of RBAC are as follows. A properly-administered RBAC sys-
tem enables users to carry out a broad range of authorized operations, and pro-
vides great flexibility and breadth of application [123]. System administrators can
control access at an abstract level that is natural to the way that enterprises typi-
cally conduct business. This is achieved by statically and dynamically regulating
users’ actions through the establishment and definition of roles, role hierarchies,
relationships, and constraints [104], [185]. Thus, once an RBAC framework is es-
tablished for an organization, the principal administrative actions are the granting
and revoking of users into and out of roles. This is in contrast to the more con-
ventional and less intuitive process of attempting to administer lower-level access
control mechanisms directly (e.g., access control lists [ACLs], capabilities, or type
enforcement entities) on an object-by-object basis.

The decade 1995-2003 is called the era “After RBAC”. The following models

have come up during this period.

20



e Generalized Temporal RBAC (GTRBAC)

e Partial Outsourcing (PO)

e The Tees Confidentiality Model (TCM)

The Generalized - Temporal RBAC has the following features.
e It has a separate notion of role enabling and role activation

e It provides constraints and event expressions for enabling and activating a

role

The types of constraints in GTRBAC [90] are Temporal on Role enabling/disabling
and Temporal on user - role and role-permission assignments [53].

The Partial Outsourcing model [87] deals with Single Administration-Internal
and Single Administration-External. The paradigm shifts to partial outsourcing.
The access control administration is decentralized or jointly handled by different
parties. In this model, the access control policies are motivated by the needs of
different departments of the organization.

In the Tees confidentiality model [86] permissions are assigned to users irre-
spective of the roles. It gives override definitions for roles and permissions. As per
this model, the permissions can also be inherited.

Table 1 shows the evolution of various access control models.

Table 1: Evolution of Access Control Models

Name of Access Control Model Year of Evolution
MAC and DAC 1975-1985
Alternative Models (CW, TBA, RBAC) 1985-1995

After RBAC ( GTRBAC, Partial Outsourcing | 1995-2003

Recent Models (Domain Specific) 2003-Till Date

1.2.2.4  Comparison of Access Control Models
Access control models can be compared based on various factors [108] like:

e Expressive power of the models
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Inheritance of privileges

Type of access control structures used

Delegation of roles

Constraints in permissions

Existence of negative permissions

Security analysis and evaluation

Propagation of rights

Facilities for Role Engineering

Applicability in static and dynamic security environments

Scalability

Flexibility and ease of configuration [142]

Implementation mechanisms

Security assurance

Table 2 shows the comparison of RBAC model with non-RBAC models with re-
gard to user privileges and cost comparison [78]. The table reflects the cost ben-
efits for RBAC-oriented security mechanisms over non-RBAC mechanisms. The
values given in the table are the estimated time (in minutes) required for perform-
ing access administration. We can observe a clear advantage for RBAC-oriented

administrative tasks over the non-RBAC ones with regard to the time factor.

Table 2: Comparison of RBAC and Non-RBAC Models

Task RBAC | Non-RBAC | Difference
Assign existing privileges to new users 6.14 11.39 5.25
Change existing users privileges 9.29 10.24 0.95
Establish new privileges for existing users | 8.86 9.26 0.40
Termination of privileges 0.81 1.32 0.51
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Though many models like the GTRBAC, Tees Confidentiality Model and the
Partial Outsourcing Model have come up after RBAC, they were not as effective
as RBAC to address the present day organizational security requirements. RBAC
has proven to be an efficient model to represent and implement the organizational

security policies.

1.2.2.5 Expressive power of the models

An access control system enforces a policy on who may access what resources and in
what manner. Comparing the expressive power of access control models is recog-
nized as a fundamental problem in computer security [113]. Such comparisons
are generally based on simulations between different access control schemes. Poli-
cies are generally expressed in terms of the current state of the system and states
that may result from prospective changes. The expressive power of access control
models can be compared by perceiving the access control systems as state-machine
systems. The expressive power of a model is related to the expressive power of the
schemes from the model. In comparing schemes based on expressive power, we
consider the types of policies that can be represented by the computing systems
based on a scheme. If all policies that can be represented in scheme B can be rep-

resented in scheme A, then scheme A is at least as expressive as scheme B.

1.2.3 Access Control Approaches

Activity in a system is initiated by entities known as subjects. Subjects are typically
users or programs executing on their behalf. A user may sign on to the system as
different subjects on different occasions [153]. Subjects can themselves be objects.
A subject can create additional subjects in order to accomplish its task. There are
several approaches to access control modelling and implementation [115], [56],
[119], [97]. Some of the approaches are procedure-specific where as some are

domain-specific. We discuss these approaches in the following subsections.
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1.2.3.1 Logic approach to Access Control

Access control is central to security and is pervasive in computer systems both
from the hardware and from the software point of view. It may appear with pe-
culiar features and flaws in many applications like firewalls, virtual machines ,
operating systems etc. We can rely on logical ideas and tools to improve access
control [54], [112]. Application of logic in access control has been substantial and

beneficial [117]. The relevant issues in access control logic [109] are

e Decidability results for problems related to access control
e Logical approaches for authorizing code execution

e Formal verification of security properties

According to Abadi et.al [49], a first logic of access control is obtained by using
an access control matrix which is a ternary relation (p,0,r) where p is the principal,
0 is the object and r represents the right. For example, if we use a predicate symbol
may-access, then may-access(Alice, Foo.txt, Rd) says that Alice can perform read op-
eration on object Foo. Constructs similar to may-access can support a wide range of
current models for access control. These logics may include primitives pertaining
to groups, roles, object containment, privilege ordering etc. The possibility of an
important role for logical methods lies in the case of distributed systems whose
characteristics such as size, heterogeneity, autonomy of system components, the

possibility of component failures make the access control more complicated.

1.2.3.2  Language based approach to Access Control

Languages for access control aim to support expression and enforcement of the ac-
cess control policies. The languages are general and flexible. Recent language de-
signs for access control rely on logic. Also many of the language based approaches
are aimed at distributed systems. Binder [68] is a good representative of this line

of work.

1.2.3.3 Access Control based on execution history

In access control mechanisms which use the basic concept of access control matrix,

the association of a subject with an object is defined by the right which is nothing
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but an operation performed by the subject on the object. The association of rights
with the code is a delicate issue in systems which rely on access control for security.
In such systems, the run-time rights of a piece of code can be decided based on

execution history [9].

1.2.3.4  Access Control in the presence of mobility

The emerging mobile computing environment draws new attention to the need
for coordination among the networked components. Parties interact even when
they have never met before and subsequent encounters are totally unpredictable.
Reliance on centralized servers to authenticate agents and to establish data access
policies is impractical since mobile networks are often decoupled from any fixed

network infrastructure. Access control is a key component of security in such sys-
tems [106].

1.2.3.5 Access Control in Collaborative Environments

The characteristics of a collaborative environment require mechanisms which can
integrate diverse policies [64], [105]. Some of the issues in finalizing access control

mechanisms for collaborative environments [48] are as follows.

e What needs to be protected in a collaborative system ?

Hosts, resources, data, computations
e Access control languages and policies

e Do we need ad-hoc languages for specifying access control policies for the

hosts? If so what would be the most relevant features of these languages?

e User requirements
Different hosts may provide different levels of security. How can a user spec-
ify one’s security requirements when running computations? What is the

assurance that the requirements have been met?

e Scalability and evolution
Collaborative systems may encompass a very large number of nodes (hun-

dreds or even thousands). Moreover, they can be quite dynamic, with hosts
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and clients dynamically joining and leaving. So we need to design scalable

access systems which are able to cope up with the required dynamism.

1.2.3.6  Access Control Structures

There are various theoretical models on access control. But equally important is
an access control structure, which the system can implement so as to effectively
control access to objects. An access control matrix has many disadvantages. If the
number of subjects and objects is sufficiently large then the matrix will use signifi-
cant amount of storage. Another drawback is that most of the entries in the matrix
may be either blank (indicating no access) or the same (because implementations
often provide a default setting). Also the creation and deletion of subjects and
objects will require the matrix to manage its storage carefully adding to the com-
plexity of this code. Several optimization strategies enable computing systems to
use more convenient and simpler versions of the access control matrix. Access con-
trol lists and capabilities are variants based on the access control matrix. Various

access control structures include [131]:
e Access control lists
o Capability lists
e Layered access control

e Propagated access control lists

1.2.3.7 Access Control Lists

Each object is associated with a set of paired elements, with each pair containing
a subject and a set of rights. Figure 6 shows the access control list representation.
Each entry in an access control list (ACL) is equivalent to a column in the access

control matrix.

1.2.3.8 Capabilities

Conceptually a capability is like the row of an access control matrix. Each subject
has associated with it a set of paired elements, with each pair containing an object

and a set of rights. The subject associated with this list can access the named object
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Figure 6: Access Control Lists

in any of the ways indicated by the named rights as shown in Figure 7. Each entry

in a capability is equivalent to a row of the access control matrix.
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Figure 7: Capability Lists

1.2.3.9 Access Control Functions

An access control function takes five parameters: the tuple of attributes, the re-

questing agent’s credentials, the operation, the pattern used in the request and the
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owner’s profile. Upon requesting operations, an agent sends a portion of its pro-
tile such as its ID, a third-party authentication etc as its credentials. This type of
identification is necessary as mobile applications are open and dynamic where the
coordinating agents appear and disappear sporadically. A set of credentials can be
viewed as a tuple of attributes such as (att- name,type,value).

The second parameter is operation. The possible operations are represented
as a set O which contains string representations of the different operations like
“rd”,“reaction”,”migration” etc. The third parameter is Requested Tuple. The ac-
cess control function operates over the tuple to be returned from an operation.
Tuples provide fine grained access control because access privileges are based on
individual data items. The fourth parameter is pattern. This parameter is partic-
ularly important in content based operation. The pattern gives the owning agent
information about the requesting agent’s knowledge of the data it is attempting to
access. The last parameter of access control function is owner’s profile. It considers

the owner’s current state. This is very important as access policy is determined for

dynamic environments.

1.3 Grid Computing Security

Computational grids combine computational and data resources across organiza-
tional boundaries. The sharing of code and data on the grid gives rise to the need
for security. Security is the most challenging issue offered by grid systems due to

its unique characteristics [85]. The desired characteristics of grid security include.

e the ability to verify the identity of an individual

e the capacity to allow or restrict access to some or all resources on the grid

Grid systems like Alchemi [51] and cloud initiatives like Aneka [32] discuss

security in terms of trust relationships, recovery, tracing and data integrity.

1.3.1 Taxonomy of Grid Security Issues

Securing a grid environment presents a distinctive set of challenges. Grid security
requirements can be divided as generic and project-specific. Generic requirements

include those which apply to existing systems, but are stretched by scalability and
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administration complexity. Remote delegation and distributed authorization are
requirements new to the highly distributed grid systems. Security requirements
within the grid environment are driven by the need to support scalable, dynamic,
distributed virtual organizations (VOs) which are collection of diverse and dis-
tributed individuals that seek to share and use diverse resources in a coordinated
fashion [180]. Figure 8 shows the categorization of the different security issues
in a grid as derived from [29]. Broadly, grid security issues can be classified as
architecture-related issues, infrastructure-related issues and management-related

issues [29].

Grid Security Issues
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Figure 8: Taxonomy of Grid Security Issues:derived from [29]

Architecture issues address the concerns pertaining to the architecture of the
grid. The requirements under this category are classified as information security,
authorization and services. Authorization may be at the service level or resource
level. Infrastructure related issues relate to the network and host components
which constitute the grid infrastructure. Host level issues are those issues that
make a host apprehensive about affiliating itself to the grid system. External jobs
should not reduce the priority of local jobs and hence lead to job starvation. Sim-
ilarly, if the host is a server, it can be concerned about its own availability. The

third set of issues pertains to the management of grid. Credential management
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is a critical issue due to the heterogeneous nature of the grid infrastructure and
applications. Grid systems also require some amount of source monitoring for au-
diting purpose. Architecture level issues address the concern of the grid system as
a whole.

Issues related to information security, authorization and service level security
generally destabilize the whole grid system and so an architecture level solution is
needed to prevent them. Information security is the security related to the infor-
mation exchanged between different hosts or between hosts and users. The main
information security issues are secure communication, authentication, single sign
on and delegation [128]. Secure communication issues include those security con-
cerns that arise during the communication between two entities like confidentiality
and integrity issues.

Confidentiality is the property which ensures that the data is not disclosed to
unauthorized users where as integrity ensures that the data is not modified by
unauthorized entities. The Grid Security Infrastructure (GSI) addresses some of
the above mentioned information security related issues. To ensure secure commu-
nication, GSI uses cryptographic techniques as the basis for creating secure grids
and SSL/TLS for data encryption. Authentication is achieved in GSI with the help
of a certificate [81]. Every user and service on the grid is identified via a certifi-
cate, which contains information vital to identifying and authenticating the user
or service. The GSI provides single sign on and delegation capability which helps
in reducing the number of times the user must enter his/her pass phrase when
multiple resources are used.

Another core security issue in grids is the authorization of users. Like any re-
source sharing system, grid systems also require resource specific and system spe-
cific authorizations. Many authorization systems are possible in the context of
grids. Mainly, we need to have Virtual Organization (VO) [12] level and resource
level authorizations. VO level authorization works for the entire virtual organiza-
tion. A VO normally consists of a set of users and several resource providers. The
user presents the credentials to the resource to gain access to the resource, which

means that resource holds the key to either granting / denying the access to the
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users. Community Authorization Systems (CAS), Virtual Organization Monitor-
ing Service (VOMS) and EALS (Enterprise Authorization and Licensing System)
are some examples of VO implementations [33], [12].

The resource level authorization systems implement the decision to authorize
the access to a set of resources. Some of the resource level authorization system
include Akenti, PERMIS (Privilege Management Infrastructure Standards Valida-
tion) [28] and also Gridmap system. Thus, VO level and resource level authoriza-
tion systems look at two different aspects of the grid authorization. Service level
security is another important aspect of grid security. The possible attacks in this
category include Denial of Service (DoS) and Quality of Service (QoS) violation.
Denial of Service attack can be prevented in two ways: using preventive methods
or through reactive techniques. QoS violation can be curbed by introducing some
amount of monitoring and metering systems which detect the QoS levels of the
systems and then make decisions to raise alarms.

Infrastructure-related issues are concerned with the grid infrastructure consist-
ing of grid nodes and the communication network. Broadly they can be catego-

rized as

e host security issues
Solutions to host security issues include
— data protection
— job starvation
e network security issues
The network security issues can be addressed by the following means.
— Access control and isolation
— secure routing
- secure multicasting
The different management issues that concern grid administration are creden-
tial management, trust management and monitoring related issues. The major

credential management systems are credential repositories and credential federa-

tion systems. Another important management issue is trust management. Trust is

31



a multi-dimensional factor which depends on a host of different components like
reputation of an entity, policies and opinions about the entity. The trust life cycle is
composed of three phases. Trust creation phase, trust negotiation phase and trust
management phase. Trust management solutions can be broadly categorized into
reputation based and policy based. Another management issue is that of moni-
toring of resources. This is essential in a grid scenario as different organizations
or departments can be charged based on their usage. Secondly, resource related
information can be logged for auditing or compliance purposes. The monitoring
stages include data collection, data processing, data transmission, data storage and
data presentation. Monitoring can be done at various levels such as system level,
cluster level or at the grid level.

The activities that are needed to secure a grid environment can be grouped into
four categories: naming and authentication; secure communication; trust, policy
and authorization; and enforcement of access control [141]. One of the critical dif-
tferences between grid security and host or site security is site autonomy. In contrast
to the site security where a system administrator has complete control to modify
the security mechanisms and security policies, resource providers for the virtual
organization of the grid must understand and accommodate mechanisms and poli-
cies that are strictly under their control. While the virtual organization certainly
could define some common security mechanisms and policies across it, resource

utilization by the nonlocal members of the VO must be made possible.

1.3.2 Generic Grid Security Model

As grid computing provides a virtualized view of the underlying grid resources,
we require a loosely-coupled platform independent model of securing applica-
tions within and across organizations. Anirban Chakrabarti [29] suggested such a
generic model for grid computing security. We depict various components of this

model in Figure 9.

1.4 Research Objectives and Problem Statement

In the previous sections we have detailed the grid security requirements, the core

aspects of computer security and the existing access control paradigms. In this
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section we give the research objectives and the problem statement for this thesis.
We aim to come up with an access control model which can address all issues
of grid computing security. Traditional means of security administration that in-
volves manual editing of policy databases or issuance of credentials cannot meet
the dynamic grid access control scenarios. The grid environment poses additional
challenges that have not been addressed by classical access control mechanisms.
Grids assemble heterogeneous resources from different providers. The physical
storage location of data is transparent to the users and data may be automatically
replicated by the grid infrastructure for a more effective access. Therefore a user
who stores sensitive data on a grid wants the access control to be effective for all
its replicas, no matter who owns the actual storage devices. To allow users to se-
lectively share data using the grid, the access control system must allow them to
delegate access rights to other entities. The possibility to delegate access rights also
makes the system more scalable, since it allows to distribute the burden of access
control administration. We require a user-driven security model that allows users
to create entities and policy domains in order to facilitate creation and coordination
of resources within the virtual organizations. Access control models provide a for-
malism and framework for specifying, analyzing and evaluating security policies.
Grid entities need to trust each other to initiate authorization.

Proposing security mechanisms for an environment requires thorough under-
standing of the environment, its security issues, requirements and challenges. Like
any resource sharing system, grid systems also require resource specific and sys-
tem specific access control and authorization. The issues and challenges of grid

access control are as follows.

e Permit fine-grained access control on resources, where the sources of author-

ity that may issue permissions are individual users owning the data.

e Dynamic authorization and access control

Indirect authorization through delegation

Group authorization through role-assignment to users

Providing flexible policy-driven access control and federating policies from

several independent sources
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e Allowing long-running jobs to be treated as objects whose management is

subject to access control decisions

e Providing a means of publishing, negotiating and exchanging policy state-

ments where the policies are written in an expressive policy language

e Appropriate trust support services to address the dynamic and complex re-
lationship among organizations across trust domains comprising of dynamic

resources
The major objectives of the thesis are to:
e investigate various grid access control issues and requirements
e examine the existing models of access control in grids

e propose a solution to the access control challenges through authorization

modelling.

e suggest a policy representation and implementation mechanism for the mod-
els using XML based access control language which can support legacy access

mechanisms

The thesis addresses the general issues of access control in grid environment with
specific emphasis on delegation, fine-grained access control, dynamic authoriza-
tion, cross-domain access control and formulation of platform independent access

policies. The following are the key concerns addressed in this thesis.
e How to provide a grid-wide access control and authorization mechanism?
e How to achieve indirect authorization of grid users?
e How to devise a mechanism for dynamic authorization of user’s access rights?
e How to incorporate fine-grained access control on grid resources?

The thesis work considers access control through authorization as the major
mechanism for the policy formulation, modelling and implementation for grid
computing security. Accordingly, access control models have been designed to

represent solutions to the various problems being addressed in this thesis. In this
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work, we first addressed the problem of providing grid-wide authorization by sug-
gesting architectural frameworks for single-domain and cross-domain scenarios.
We proposed authorization algorithms to govern the working of these architec-
tures. We then studied the indirect authorization issues and came up with models
for delegation and revocation. The grid-wide authorization, delegation and re-
vocation mechanisms are built on the NIST Role Based Access Control (RBAC)
standard. These frameworks were implemented for a grid platform and found to
suit the grid access control and security requirements. We integrated RBAC with
the grid environment. Next, we addressed the problem of providing access control
in dynamic context using trust factor. Finally we suggested a fine-grained access
control mechanism for grid resources based on trust quantification. The models
proposed through this thesis have been implemented on a grid middleware plat-

form.

1.5 Contributions of the Thesis

We summarize the main contributions of the thesis below.

e Direct Authorization through RBAC. We have integrated the standard Role
Based Access Control with the grid environment to support policy formula-
tion and enforcement of security. This solution provides a grid-wide access

framework called the grid authorization model.

e Indirect Authorization through Delegation and Revocation of roles.

Here, we have proposed a novel approach to grid delegation whereby the
role of a grid entity can be used as the standard unit of delegation in place of
the credential-based GSI proxy delegation. This approach is built on the Role
Based Access Control model and Role Based Delegation. We have proposed
a framework called Role Based Grid Delegation Model (RB-GDM).

e Dynamic Authorization of User’s Access Rights. We proposed a new scheme
called Fuzzy Trust and Delegation Model (FTDM). It uses a two-stage fuzzy
inference process based on trust relationships among the grid entities. The

privileges are granted depending on the trust values.
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¢ Fine-Grained Access Control for Grid Resources. To restrict access to re-
sources by unknown grid entities (guest users), we require granular access
control. We suggested a flexible, trust-aware scheme. The access decision
(grant/deny or partial grant), is governed by the trust relationships among

the domains.

e Enforcement of Grid Access Control. We implemented the frameworks for

direct authorization and delegation on a grid simulation platform.

We conducted a case study of Garuda Grid, the National Grid Computing Ini-
tiative of India. The existing security measures in Garuda Grid include the fol-
lowing aspects: developing Garuda security policies, evolving responsibilities for
resource providers as well as users, user registration using PURSE (Portal based
User Registration Service which uses web based applications on GSI), credential

delegation, single sign-on and user mapping.

1.6 Organization of the Thesis

The thesis aims at modelling the access control and authorization requirements of
grid computing systems. In order to model these requirements, four major aspects
of grid resource access namely direct authorization, indirect authorization (dele-
gation), dynamic access and finegrained control have been considered. The thesis
makes use of the NIST RBAC standard, Fuzzy Inference Systems and other well
known standards for modelling grid security. The thesis is organized into eight
chapters.

Chapter I: Introduction. The chapter provides an overview of grid comput-
ing, various access control models and grid security requirements. It presents the
taxonomy of grid security issues and existing generic grid security model.

Chapter II: Survey of Grid Security Models and Mechanisms. This chapter
presents the related research work in the area of grid computing security with
specific emphasis to grid access control and authorization.

Chapter III: Role-Based Grid Authorization Model. This chapter presents ar-
chitectural frameworks for facilitating scalable access control and authorization in

grids. These frameworks are built on the standard RBAC. Considering the grid as
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one logical enterprise, we introduced a single-domain authorization mechanism
. Then we extended this framework for cross-domain authorization. The first re-
quirement for cross-domain authorization is to map the role of a given domain to
its equivalent role in another domain. To address the issue of resolving a local role
to the corresponding global role, we suggested a role-mapping architecture. This
architecture maps a role in a local domain to its equivalent global role. We used
the approach of weighted role-ranking for the same. The authorization decision is
taken based on the mapped global role ranking and the resource access policies.

In summary, the chapter proposes a secure inter-operable mechanism for access
to grid resources within a single physical domain and also across multiple domains
in a grid VO.

Chapter IV: Role-Based Grid Delegation Model. Role-based delegation is sug-
gested as a useful authorization mechanism for grids. As credential-based dele-
gation has its own limitations in a dynamic grid environment, a new conceptual
model is required to effectively formulate the grid delegation requirements. In
this chapter, we present a framework called Role-Based Grid Delegation Model
(RB-GDM) for delegating access rights in a single grid enterprise. The basic unit of
delegation in this model is role. Derived from the standard RBAC formalisms, this
framework explores various approaches for indirect authorization through dele-
gation. We present the RB-GDM interconnection framework for various scenar-
ios like intra-domain and inter-domain delegation (both peer-to-peer as well as
master/slave topologies). We also present mechanisms by which one can revoke
the delegated rights. The revocation methods include grant-dependent, grant-
independent as well as timeout revocation. We also extend the model for cross-
domain delegation. We have also implemented these frameworks on a grid mid-
dleware platform.

Chapter V: Trust-Based Dynamic Delegation Model. The chapter presents a
Fuzzy Trust and Delegation Model (FTDM) to address the dynamic access control
requirements of grids. As the grid resources are distributed in space and time, we
need to have authorization mechanisms supporting dynamic context. Also, trust
relationships are central to the implementation of security in the dynamic and ever

evolving communities like grids. The model presents a two-stage fuzzy inference

38



process wherein the first stage computes and quantifies the trust values of the sites
involved. The criterion is the effectiveness of the site security mechanisms. In
the second stage we determine the degree of delegation based on the trust values
obtained from the first stage. The technique suits the dynamic grid environment
which is fuzzy.

Chapter VI: Fine-Grained Access Control Framework for Grid Resources. In
this chapter, we propose a flexible, trust-aware fine-grained access framework.
Presently grid security mechanisms maintain confidentiality and integrity of re-
source access through coarse-grained grant/deny permissions to known entities.
In the proposed framework, trust relationships govern the access policies. We con-
sider various trust categories namely direct trust, transitive trust and asymmetric
trust. The trust values are quantified through fuzzy inferencing and then mapped
to access control decisions. We consider varying degrees of access like full access,
partial access (fine grained) or access denial (no access).

Chapter VII: Implementation Aspects and Case Study. Here, we present the
implementation aspects of the models proposed in the thesis. The enforcement
mechanism is built on the grid middleware platform. We opted for Globus, as
it provides support for implementation of security interfaces. We also conduct a
case study on the security requirements of Garuda and suggest ways to incorpo-
rate some of the models to improve Garuda security. The existing security mech-
anism of Garuda relies on authentication. Though Garuda supports authorization
through grid-map file, it is not fine-grained. PURSE, the user registration portal
used in Garuda is just sufficient as an authentication scheme. We suggest the fol-

lowing measures to provide better security for resource access in Garuda Grid.
e Incorporating a role-based authorization mechanism
e Introducing role-based delegation to facilitate indirect authorization

e Incorporating revocation mechanisms to revoke the delegated rights on the

resources

e Establishment of trust relationships among domains to support dynamic ac-

cess control
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Chapter VIII: Conclusion and Future Scope. In this chapter, we summarize the
major contributions of the research work presented in the thesis and give our ob-
servations. We also highlight the future scope and further research directions.
Overall, this thesis covers both the theoretical aspects as well as implementation
aspects of grid computing security through access control modelling and its im-
plementation. Theoretical characterization of the proposed models has been done
through algorithmic representations. The applied aspect of the research reported
in the thesis is reflected in the implementation conducted on the grid middleware

platform.

1.7 Chapter Summary

This chapter provides an introduction to grid computing, an emerging technology
of enormous promise. We discuss the elements which constitute the grid and also
its economic aspects. Next, we discuss the basics of computer security and present
the existing security models. From security models, we then show the evolution
of access control models and approaches adopted for different environments and
systems. We discuss the grid computing security and present the taxonomy of
grid security issues. The problem definition and the contribution of the thesis are

presented along with the organization of the thesis.
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CHAPTER II

LITERATURE SURVEY ON GRID SECURITY MODELS AND
MECHANISMS

2.1 Introduction

The previous chapter of this thesis describes various aspects of grid computing en-
vironment and the security issues associated with grids. In this chapter, we present
a detailed survey of relevant literature in grid computing security. The aim of this
survey work is to present current research trends from the point of view of the
security models and authorization mechanisms available in the grid computing
environment. Efforts have been made to present an up-to-date research informa-
tion with details of approaches, algorithms and implementation systems that have
been developed and used during the last decade of grid computing evolution.
The chapter has been organized as follows. First we review the literature work
in the general area of grid computing security. In section 3, we present various
schemes in the grid access control. Section 4 discusses the grid authorization at-
tempts. Section 5 presents the research in trust relationships in grid computing.
Next, we present the security issues identified as part of this survey. Section 7
discusses the need for grid access control and the characteristics of an ideal grid

security mechanism. Finally we summarize the chapter.

2.2 Grid Security

Grid computing is an interesting and a highly potential area for most enterprises
[74] of recent times. Security is one of the major impediments in wide-spread grid
adoption. By security, we mean the concepts, techniques, technical measures and

administrative measures used to protect the information assets from deliberate or
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inadvertent unauthorized acquisition, damage, disclosure, manipulation, modifi-
cation, loss or use. The standardization effort of grid security has led to the de-
sign of security standards in grids which is defined under Grid Security Infras-
tructure(GSI) [135], [190]. Global Grid Forum(GGF), a consortium of researchers
and practitioners was set up for exchanging information and defining standards
for grid computing. The Open Grid Standards Architecture (OGSA) proposed by
Ian Foster and his group, defines web services [33] for different systems to com-
municate and share the heterogeneous grid resources.

A grid defines the concept of a Virtual Organization (VO). In a VO, different in-
dividuals, enterprises, organizations come together to share resources and services
under a set of rules or policies guiding and governing the extent and conditions
of sharing. VO can be formed across different universities, across different enter-
prises as well as within an enterprise also. The level of heterogeneity is high in
such situations. Thus the main aspect that separates grid systems and its security
from other systems are heterogeneity and complex policies [61]. Marty Humphrey,
Mary Thompson et.al, in their work on grid security [139] came up with a com-
prehensive study on the security aspects of grids. According to them, the most sig-
nificant challenge for grid computing is to develop a comprehensive set of mech-
anisms and policies for securing grids. Their work presented the state of the art
with regard to grid security and identified open issues. This paper grouped the
activities in grids that need to be secured into four categories: naming and authen-
tication; secure communication; trust, policy, and authorization; and enforcement
of access control. According to them significant challenges remain in cases like
privacy management, denial of service, and integrated cross-domain auditing.

“Security for Grid Services” [128], another work in this area by Von Welch et.al,
discusses how one must deal with diverse local mechanisms, support dynamic cre-
ation of services, and enable dynamic creation of trust domains. They have also
described how these issues are addressed in various versions of the Globus Toolkit,
a grid middleware. The combination of dynamic policy overlays and dynamically
created entities drives the need for three key functions in a grid security model

namely, multiple security mechanisms, dynamic creation of services and dynamic
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establishment of trust domains. According to this work, security can be imple-
mented as a service. In summary, the work suggests that secure operation in a
grid environment requires that applications and services be capable of supporting
a variety of security functionality, such as authentication, authorization, credential
conversion, revocation [52], auditing and delegation.

Ian Foster et.al, [128] analyzed the unique security requirements of large-scale
distributed (grid) computing and developed a security policy and the correspond-
ing security architecture. An implementation of the architecture within the Globus
meta-computing toolkit was also discussed. To identify the security requirements
in any environment, the primary step is to understand the environment’s distinc-
tive characteristics.

Accordingly the main characteristics of grid are identified as: large and dy-
namic user population, large and dynamic resource pool, dynamic computation
involving group of processes running on different resources and sites, unicast or
multicast communication among the processes, resources requiring different au-
thentication and authorization mechanisms. Also individual user may be asso-
ciated with different local name spaces, credentials, or accounts, at different sites
and finally the resources and the users may be located in different countries. Based
on these characteristics the following grid security requirements were identified:
authentication, access control, integrity, privacy and non-repudiation. Specifically
we need to provide authentication and authorization solutions for users, processes
and resources of the grid. Subsequent works outline the generic requirements for
security in grid systems and the problems often cited with current grid software.
The outcome was the possibility of these issues being resolved by a federation of
both users and resources. Also a comprehensive set of grid usage scenarios were
presented and analyzed by M Humphrey and M R Thompson in the year 2001
[139], with regard to security requirements such as authentication, authorization,
integrity, and confidentiality. There were also works which made suggestions for

implementing security without much performance degradation in grids.
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2.3 Grid Access Control

There have been some attempts at providing security to the resources of a grid en-
vironment through access control. Here we discuss some of such attempts. Kevin
Kane and James C. Browne, in their research paper [92], presented a classifica-
tion of implementations of access control systems based on a lattice taxonomy.
Pietro Mazzoleni et.al [186] discussed ways to provide fine-grained access con-
trol in large scale grid services. They developed a novel resource broker service
for grids that integrates access control with resource scheduling. Weizhong Qiang
et.al [202], proposed a general authorization and access control architecture, RB-
GACA, for grid environment. It is based on the classical access control mechanism
- Role Based Access Control (RBAC). The architecture provides convenient policy
evaluation and decision making approach. They provided a framework for access
control management that treats the whole grid as a series of independent, interre-
lated, dynamic domains. Though this approach introduced RBAC in grids, it did
not address many issues like delegation, scalability and trust relationships. Also,
no provision for cross-domain authorization was made.

Xinwen Zhang et.al [201], in their work, “A Usage-based Authorization Frame-
work for Collaborative Computing Systems”, proposed a usage control (UCON)
based authorization framework for collaborative applications. Usage control poli-
cies are defined using subject and object attributes [11], along with system at-
tributes as conditions. Earnesto Damiani et.al [69], in their work titled “New
Paradigms for Access Control in Open Systems” suggested ways of providing ac-
cess control in open distributed systems. They surveyed the current state of this
research area and came up with the possible future trends in open system access
control. There are a few new access control paradigms like the attribute-based
models and the semantics-based access control [21] which outline some research
and development challenges that should be addressed in this field. “XACML Pol-
icy Integration Algorithms”, a work done by P. Mazzoleni et.al [100], suggested
the use of XACML, an OASIS [1] standard language for the specification of au-
thorization and entitlement policies. Works like [76] by Gabriel Kuper and [103]

by Nathan N Vuong discuss the use of markup languages to present generalized
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security views. In [107], Rafae Bhatti et.al proposed an XML-based policy spec-
ification framework and architecture for enterprise-wide access control. Virtual
enterprises are usually built through collaboration of several autonomous subjects
sharing their resources. Their requirements have been addressed by industrial
outfits like the IBM [36], [38]. James B.D.Joshi et.al proposed an access control
language for multi-domain environments in [47]. Weizhong et.al [118] proposed

a VO-based access control model for grids.

2.4 Grid Authorization Systems

In the literature on grid security research, the focus has been on authentication.
Here, we discuss some of the research works and also the publications in the
area of grid authorization. Access control in any computing environment involves
three phases "Authentication’, "Authorization” and ’Accountability and auditing’.
These three phases are called the three As of access control. Though authentica-
tion forms the foundation for most of the grid security solutions, authorization
also has evolved as an important stage of access control [148]. Lorch et.al PRIMA
[95], proposes a Policy-Reduced Integrity Measurement Architecture (PRIMA) for
grids. They proved how a remote party can verify the integrity properties using
PRIMA. R. Alferi and R.Cecchini [12], discussed the evolution of grid authoriza-
tion from grid map file to Virtual Organization Membership Service (VOMS). A
simple authorization implementation, based on a direct user registration on the
resources, is not sufficient for large scale environments like grids. According to
the authors, VOMS allows fine grained control of the use of the resources both to
the users’ organizations and to the resource owners. But the drawback of this ap-
proach is that through a membership in VOMS the user gets access to the resources
without any fine-grained control. Mary Thompson et.al [99] presented a mecha-
nism called Akenti, for authorization in grids. But, it does not directly address the
determination of rights to be granted.

Attribute-based authorization schemes have also been suggested for grid access
which can streamline and broaden access control by allowing authorization deci-
sions to be made based not only on user identity, but also user attributes and roles.

Community Authorization Service or CAS proposed by Laura Pearlman et.al [196]
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is an authorization system built on the Grid Security Infrastructure (GSI). CAS al-
lows resource providers to specify course-grained access control policies in terms
of communities as a whole, delegating fine-grained access control policy manage-
ment to the community itself. The drawbacks of CAS are, it completely removes
access control from local resource or service, which is in violation of one of the
main properties of grid namely “site autonomy”. CAS also has scalability issues
because of central management. In addition, the approach of limiting the group’s
privileges [60], through restrictions, to generate a subset of privileges applicable
to an individual community member presents a subtractive security mechanism
and violates the “least privilege principle” [17]. Authorization and account manage-
ment in Open Science Grid has been discussed in [98]. Some authentication and
authorization mechanisms for multi-domain environments have been discussed in
[94].

Another issue is scalable authorization. The work by David Cordes et.al [35]
addressed the authorization problem in grid system environments. They came
up with a solution for authorization within the Globus system. The authorization
approach is based on distributed authorization servers and extensions to Globus
Metacomputing Directory Service (MDS). “A Rule-Based Framework for Role-Based
Delegation and Revocation” [200], though a contribution not specific to grids, fo-
cuses on user-to-user delegation, where a user delegates his/her role to another
user. The authors proposed a rule-based frame work for role-based delegation.
A rule-based system is one where all behaviors are governed by a set of explicit
rules. The major requirements of role-based delegation were identified as support
for multi-step delegation, support for different revocation schemes, support for
constraints and support for partial delegation. But this work was a general frame-
work meant for enterprises. Issues specific to grids were not addressed in this
paper.

James B.D.Joshi et.al [183] suggested an integer programming (IP) approach
for secure inter-operation involving RBAC policies. But their work also does not
reflect the distinct characteristics and requirements of grid authorization. Another
proposed approach is user-credential based role-mapping where by a user’s cre-

dentials associated with the role form the basis for role-mapping [146]. As the
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fundamental unit of RBAC is a role and since one user can be mapped to multiple
roles, we cannot use the user’s credentials as the sole criteria for role mapping.
Liang Chen et.al [30], proposed an inter-domain role mapping technique based
on the principle of least privilege. They suggested a minimal cardinality for a role
within a domain to avoid misuse of access. But this constraint may work against
the dynamic and heterogeneous access requirements of grids.

Some of the existing grid authorization mechanisms are Permis [67], [28], Ak-
enti [99], Shibboleth [181], VOMS [12] and CAS [196]. Though Permis, Akenti
and CAS introduce the concept of roles in a grid environment, they are not role-
based access control implementations like the standard RBAC. Also they lack the
flexibility of RBAC and are static in nature. CAS is primarily a community based
authorization service, it allows resource providers to specify course-grained access
control policies in terms of communities as a whole, delegating fine-grained access
control policy management to the community itself. The major drawback is the
lack of scalability and denial of basic right for every node to decide its users.

“A Multi-policy Authorization Framework for Grid Security”, a work by Bo
Long et.al [55], suggested a framework for authorization in a grid system based
on multiple policies across the domains. The grid environment needs to be flexible
and scalable to support multiple security policies. The absence of a standard role-
mapping mechanism to address the grid authorization and access control issues
combined with the fact that the present form of RBAC for single enterprises does
not support grid access control motivated us to develop a new architecture which

can truly reflect a multi-domain grid access environment.

2.5 Trustin Grid Systems

Significant amount of research has been done in the area of trust relationships
in distributed systems in general and grid environment in particular. Woodas
et.al [169], proposed trust models for distributed systems and suggested that dis-
tributed trust models assume asymmetrical trust. They also talked about combin-
ing trust values of different applications. Snelling et.al, [188] suggested the use of

explicit trust relationships for providing security in dynamic grids. Farag Azzedin
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et.al [13], proposed a trust-aware resource management mechanism for grids. Re-
source optimization in grids has been another area where the concept of trust has
been suggested [140]. Liu et.al [156], et.al proposed a mission-aware trust model
for grid computing systems. Internet applications also extensively use the concept
of trust [132], [133], [134]. The usefulness of trust in ubiquitous computing has
been highlighted in [184]. Jeffrey Dwoskin et.al [85], in their research work, de-
fined three generic grid security scenarios: mutual trust, partial trust (distrusted
user) and mutual distrust. According to them, decreasing levels of trust enable one
to expose new vulnerabilities and show the increasing levels of security support

required.

2.6 Shortcomings of the Existing Solutions

The existing approaches to grid security fail to provide a holistic solution to grid
security. Primarily, authentication has been in use for providing security in grids.
Authorization has proven to be a successful alternative or addition to authenti-
cation in providing security to today’s enterprise applications. Also, security in
dynamic context is another aspect which we need to consider. Building trust re-
lationships between the organizations in a grid can contribute to grid security.
Fine-grained access control of the resources is another important requirement in
grids. Providing security to the geographically spread resources is a real chal-
lenge, which, many of the existing solutions seem to neglect. We need to come up
with solutions for grid computing security keeping in mind its characteristics. i.e,
We need to provide a specific security mechanism for grids in place of the existing
generic approaches. As a first step in this regard, we identified various security
issues in grids, which led us to the need for access control in grids. From the find-
ings of the literature survey we have arrived at the characteristics of an ideal grid
access control mechanism which we explain in the following section. These char-
acteristics govern the design of the authorization models which we have proposed

through this thesis.
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2.7 Security Issues Identified in Grids

Based on the extensive literature survey conducted with regard to grid comput-
ing environment in general and grid security and authorization in particular, we
have come up with some observations, which guide us through the design and
development of a grid access control mechanism. We first identified the security
issues in grids, the need for access control in grid systems and finally came up
with the desirable features of a grid access control and authorization mechanism.
As grids are decentralized, dynamic and distributed in nature, they require secu-
rity mechanisms that allow seamless access to resources to the users of different
organizations [58]. The most significant challenge for grid computing is to de-
velop a comprehensive set of mechanisms and policies for securing the Grid. The
security constraints resulting from the distinctive characteristics of grid computing

environment include:

e Large and dynamic user population which belong to many physical organi-

zations and which may change frequently

e Large and dynamic resource pool contributed by different physical organiza-

tions which can change rapidly.

e The possibility that a computation may acquire, start processes on, and re-
lease resources dynamically during its execution. In other words, throughout
its lifetime, a computation is composed of a dynamic group of processes run-

ning on different resources and sites

e Resources may require diverse authentication and authorization mechanisms

and policies
e Resources and users may be located in different locations

Other security issues derived from the characteristics of the grid environment in-
clude [141]:

1. Single sign-on: A user should be able to authenticate once and initiate com-
putations that require resources, use resources, release resources without fur-

ther authentication of the user
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2. Delegation: A user must be able to endow to a program/user the ability

2.8

to run on that user’s behalf, so that the program/user is able to access the
resources on which the user is authorized. The program/user should also be

able to further delegate to another program /user

. Inter-operability with local security solutions: While the security solutions

may provide inter-domain access mechanisms, access to local resources will
typically be determined by a local security policy that is enforced by a local

security mechanism

. Naming: Users in the grid must be identified unambiguously and globally

which means that a user needs a distinguished name which is unique through
out the grid. The X.500 naming structure is an attempt to define enough
components that people can be named uniquely and meaningfully. X.509
names, derived from the X.500 standard, are commonly used in grids to pro-

vide global names for users and hosts

Need for Access Control in Grids

Access Control is the secure evaluation of whether an established identity can have

access to a particular resource, also referred to as an object. The following grid

characteristics point to the need for enforcing access control in grids.

1.

The resources in a grid environment are owned by multiple institutions. Each
individual institution may give preference to local users (belongs to the same

institution) than users of other domains.

. The service providers restrict the access to their resource

. At the organization level users of higher authority may get more preference

than users with lower authority

. Resources in the grid environment are valuable, confidential and need differ-

ent levels of authorization

. Resources have their own restrictions to take into account before providing

services to the requests [37] (for example, a server may consider availability

of its free memory, CPU load etc before accepting the request)
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2.8.1 Characteristics of An Ideal Grid Access Control Mechanism

As discussed in section 2.2, a grid is a virtual organization which consists of a set
of institutions. Therefore, an efficient grid access control system should meet the

following requirements:

e Suitability for the Organization’s Needs: Each organization, in real world
consists of hierarchy of users and different set of permissions associated for

the respective users.

e Scalability: Grids consist of large and dynamic users. So, the access control

mechanism must be able to deal with large number of users.

e Maintainability: User populations and resources are often large and unstable
in a grid system environment. Access control information between users and
resources may be adjusted and changed at any time. The grid authorization
service must ensure that the associated administration and maintenance work

is able to keep pace with the dynamic nature of the grid system.

e Variety of security policies: The authorization scheme must be able to ex-
press a variety of security policies. Since each organization unit and resource
may have different ways of specifying its own security policy, this flexibility

is essential.

2.9 Chapter Summary

This chapter focuses on the related research which has taken place over the past
few years in the area of grid computing security. The last decade has seen tremen-
dous development with regard to grid technology. We carried out an extensive
literature survey, on the research work done in the grid computing area in general
and grid security and access control in particular. The chapter starts with a brief
introduction to grid technology. In the later sections, we discuss the research work
which has taken place in grid computing security, followed by research on grid
access control and grid authorization. We explain in detail, various research pa-

pers published in this area, the major contributions and their drawbacks. Various
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authorization attempts in grid security implementation have been discussed thor-
oughly. We also discussed the importance of trust relationships in grids and imple-
menting security based on trust values across domains. We presented a summary
of major security issues in grids, the need for access control in a grid environment
and also the desirable features of a grid access control mechanism.

The literature survey on related work motivated us to take up the following
research directions. In Chapter III, we come up with a role-based grid authoriza-
tion model which is the resultant of our study on Role Based Access Control. In
Chapter IV, we have suggested a delegation model for grids. It is the outcome of
the study and survey we conducted on the delegation requirements in grids. Our
research on the dynamic delegation requirements in grids motivated us to propose
a trust-based dynamic delegation model for grids. This is explained in Chapter V
of the thesis. To facilitate a fine-grained access mechanism for grid resource access
we have created a framework as shown in Chapter VI. During the course of the
literature survey we felt the lack of sufficient work as well as survey material in
the area of implementation of grid security. To fill the gaps and also to test our
models, we prepared an implementation set up, the details of which are explained

in Chapter VII of this thesis.
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CHAPTER III

ROLE BASED GRID AUTHORIZATION MODEL

3.1 Introduction

The previous chapter dealt with a literature survey on grid computing research
with specific emphasis on grid security models and mechanisms. In this chapter
we address one of the core security issues of grids namely protection of resources
from unauthorized access. We provide solutions for direct as well as indirect au-
thorization issues. Our solutions include the proposed architectural frameworks
for single-domain (intra-domain) role-based authorization and cross-domain (inter-
domain) authorization. These designs are based on the standard Role Based Access
Control Model (RBAC) [124] and have been supported by implementation done
on the Globus middleware platform. RBAC is yet to be fully utilized in grids.
Apart from authorization, secure inter-operability has been a growing concern
for multi-domain computing systems like the grids [183]. This is due to the fact
that a grid comprises diverse local administrative domains collaborating as a vir-
tual domain. Through the proposed cross-domain (inter-domain) authorization
framework, we solve the issue of secure inter-operability. As a first step in this di-
rection, we propose a role-mapping architecture. A role in one administrative do-
main may have a different meaning in another domain as roles reflect the respon-
sibilities of the users in the organization [171], [71]. We establish role-equivalence
among the domains by mapping a local domain role to its equivalent global role.
This chapter is organized as follows. The first section presents the grid autho-
rization and access control framework. We propose the system architecture for
single domain (intra-domain) authorization in the next section. Section 3 depicts
the cross-domain (inter-domain) role-mapping and authorization architecture. In

the last section, we summarize the contributions made in this chapter.
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3.2 Grid Authorization and Access Control Framework

We address the problem of authorization in a grid environment using RBAC. Manda-
tory authorization schemes were initially used to define access control policies
[194], [80]. The evolution of RBAC as a reliable standard for single enterprises
[19], [91], [78] motivated researchers to think of ways in which it could be in-
corporated into grid environment. A grid is often viewed as a logical organization
formed of multiple physical organizations or enterprises and hence the integration
of RBAC into grid is a logical extension of the standard RBAC implementation. For
a grid system usually formed by multiple domains which are maintained by dif-
ferent companies, organizations or institutions, inter-operability is a major issue.
A role, though the basic unit of access control as per the RBAC, signifies differ-
ent meanings in different organizational contexts. A mechanism has to be in place
by which we can map the role of one enterprise into its new semantics in another
enterprise. Delegation and revocation mechanisms also are based upon role. In
our work, we present an architecture for implementation of access control through
authorization with supportive delegation and revocation mechanisms for a single
domain environment. Later, we extend this work for authorization of users across

various domains.

3.2.1 Requirements

e We need an access control model which is suitable for an organization’s re-
quirements and is also scalable for grid. Role Based Access Control is suitable
because of its ability to represent real world organizational role hierarchy [41]

and scalability. In order to implement an access control model we need:

1. Access control policies:
An access control policy is a security policy consisting of a set of rules
that an organization adopts to govern who can have access to what resource.
In RBAC, access control is based on the role of the user and not on the
user’s identity
XACML is used as the policy language to express the access control in-
formation. The language provides built-in features to express complex

access control policies
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2. Framework to operate with policies:
We need a mechanism which can make the access decision based on
user’s role, the resource being accessed, the action being performed by
the user on the resource
An XACML framework is available to operate with the access control

policies written in XACML.

e We require a data store, which holds user-role, role-hierarchy, role-delegation

and such information.

e A Graphical User Interface (GUI) for the administrator to perform opera-
tions specified in the functional specifications of RBAC. (assign/delete roles

to users, specity the role-hierarchy).

e We need a GUI for the Policy Administrator to create, delete and modify the

access control policies.

e GUI for the clients to know the information about user-role relationships in
the organization, support for delegation of his/her role to other users and the
log information about delegation ( to whom he/she delegated and what are

his/her delegated roles).

e We need a server which is populated with the details of users and resources

with in the organization so that clients can know the organizational structure

3.3 System Architecture for Single Domain Grid Authorization

We suggest an architecture for authorization in a grid environment envisaged as
single enterprise. We also design a back end policy database. The main compo-

nents of our framework include the following.

e XACML Policy Framework: It is designed as a separate service running on
remote system. It accepts the requests from multiple authorization mod-
ules of the middleware and makes access decisions. Policies are specified
using XACML. These policies have been placed on the same system where
the XACML framework resides
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Globus container: This component contains all the services and accepts re-

quests from the grid clients and runs on a separate system

Database: It contains information about user-role, role-delegation etc. The
Policy Enforcement Point (PEP) of the policy framework queries the database

for user, role and permission details

LDAP(Lightweight Directory Access Protocol)server: It runs on a separate
system and accepts request from the LDAP clients. It contains the complete
details of users and resources in the organization. It also responds to the

queries from the Policy Enforcement Point (PEP) for additional user attributes

Admin GUI: An interface to enable administration of the access control deci-

sions, it resides in the same system where policies are stored

Client GUI It is an interface which enables the grid client to send access

requests. It resides in the grid client system

The architectural components and their interfacing is presented in a basic frame-

work as shown in Figure 10, which is a simplified version of the detailed sys-

tem with the components for a single domain authorization and their associations

shown in Figure 11.

An administrator in the proposed architecture has the following functionalities.

Create Organizational Hierarchy: The administrator specifies the roles at

each level

Assign Roles to Users: The administrator assigns roles to users. The con-
straint in role assignment is that one user has at most one role only. We do
not deal with the Separation of Duties (SoD) and cardinality issues of RBAC

as these are not in the purview of our work

Modifying User-Role Information: The administrator can delete or change
user’s roles. The administrator has to maintain all the details about users and

resources of the organization

Specify Access Control Policies: The administrator is responsible for creat-

ing new policies, modify and delete the access control policies according to
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Figure 10: Basic Architecture for Single Domain Authorization

the organizational needs. The access control policies are based on the role

information of the user

e Check the Audit files: The authorization module in the grid node logs in-
formation about user activities. The administrator checks these log files and

takes appropriate decisions

The administrator needs to interface with the policy database to assign/manipulate
the user-role or role-permission information. It also needs to have another inter-
face for extracting additional user attributes from the Lightweight Directory Ac-
cess Protocol (LDAP) server. Thus, the two interfaces for the Administrator in-

clude:

e Interface to Database: With this interface, the Administrator can do all the

user-role, role-permission assignments.

o Interface to LDAP server: Support for adding, deleting and modifying en-
tries in the directory at the LDAP server.
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e Policy Interface: This interface helps the administrator to create new access

control policies or update the existing policies.

Client Side
A client in the grid environment must have a valid credential in order to access
the resources. A grid client is presumed to have obtained a user certificate from
the Certificate Authority (CA). Generally clients initiate proxies for most of the
operations in the grid. The proxy-certificate has limited life time, generally 12
hours. We do not deal with the authentication aspects of grid client as it is not in

the purview of our work. We provided two interfaces for the client:

e Interface to LDAP server: With this interface the client can query the LDAP
server and get information regarding other users and resources in the organi-

zation

e Interface to Database: Using this interface the client can find user-role infor-

mation, log information about past delegations by the client and to the client

Server side: When the Globus container is started, it displays all the services which

are currently available. Whenever a request for a service comes,

1. The container first checks for the user’s valid credential (identity) using the

GSI mechanism available with it

2. The custom authorization module controls access to the service with the help
of the decision engine (XACML Framework). It also takes account of the sys-
tem’s dynamic attributes (free memory, cpu load) to take final authorization
decision. It logs information about the request, the response and other at-

tributes.

3.3.1 Access Control Mechanism

The access control mechanism which we implement takes the following inputs:
the user’s selected role (by default, user’s original role is activated), the services
the user requests and the operations the user intends to perform. The outcome
of the access control decision i.e. deny or permit will be logged. The access con-

trol mechanism involves three modules namely Custom Authorization Module,
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Policy Enforcement Point (PEP) and Policy Decision Point (PDP) according to the
XACML [1] standard.

3.3.1.1 Custom Authorization Module

The custom authorization module works in one of the following ways. If the ser-
vice is not configured to use custom authorization plug-in, then the global client is
mapped to its local identity and the client can then access the service. It is a form
of coarse-grained access control. Otherwise if the request comes to a service which
is configured to use custom authorization plug-in, then the corresponding module

will be called. This module extracts the details of the client from the client-request.
e client’s identity (distinguished name)
e client-requested service ( set of operations)
e particular operation in the service

The authorization module sends the request (user’s Identity, service name, operation)

to the XACML framework (decision engine) via the network.

3.3.1.2  Policy Enforcement Point

The decision engine which runs on a separate system accepts the request. The
Policy Enforcement Point (PEP) tries to get the client’s selected role, provided the
user explicitly selects one of its delegated roles. Otherwise, it tries to get the client’s
default role (original role) from the database, using client-identity (distinguished
name) as the key. If PEP does not get any meaningful role for the client, it sends
response to the authorization module with Deny as the decision. Otherwise, the
PEP gets the role for the client which may be one of the user’s delegated roles
or the original role. If PEP gets the delegated role of user, then it tries to get the
information about the delegated role’s expiry period (date, time). If PEP gets the
user’s original role, it returns the ResponseContext. In case of delegated role, PEP
takes current date and time, if (current(date, time) < expiry(date, time) of delegated
role, then through the Policy Decision Point (PDP), the query will be sent to find
out the applicable policies. If expiry date and time is less than the current date and

time, then it returns Deny to the authorization module. If all the above conditions
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are satisfied, the PEP may query the LDAP server to get more attributes about the
user i.e, for more fine-grained access control policies. Then the PEP formulates the

RequestContext with the available information like
e user’s role
e resource/service in request
e action/operation
e other attributes of the user/resource (optional)

and sends the RequestContext to Policy Decision Point (PDP).

3.3.1.3  Policy Decision Point

The Policy Decision Point (PDP) parses the RequestContext and extracts the at-

tribute values of elements
e subject (user’s role)
e resource (service name)
e action (operation)

The PDP notes the time when it received the RequestContext, checks whether it is
within the time-range for accessing a service or not. The time-range for resource
access is specified in XACML. If the time when the RequestContext is received is
not in the time-range of the service, then PDP sends the ResponseContext to PEP
with Deny as the final decision. Otherwise, it continues with the next steps. The
PDP uses the extracted attributes (from RequestContext) to find the set of applica-
ble policies. For this the PDP matches

e Policy target or
e Rule target
e may be both with the extracted attributes

If any policy or rule target matches with these attributes, then that policy is said

to be applicable for this Requestcontext. If there are no policies applicable for the
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RequestContext, the PDP sends the ResponseContext to PEP with decision as “Not
Applicable”. If more than one rule or policy is matched with the RequestContext,
the PDP uses the Rule Combining Algorithm or the Policy Combining Algorithm
to combine the individual decisions and draw the final decision. The rule or pol-
icy combining algorithm is specified in the policy or policy set. Some of the pol-

icy/rule combining algorithms are:

e Deny-overrides: It allows a single evaluation of Deny to take precedence over

any number of permit, not applicable results

o Permit-overrides: It allows a single evaluation of Permit to take precedence

over any number of deny, not applicable or indeterminate results

If any final decision is drawn, then PDP prepares the ResponseContext with the
tinal decision either Deny or Permit and sends the decision to PEP.

The sequences given in Figure 11 work as follows. In step 1, a query for a
user’ role is sent to the database and once the results are fetched, the grid client
sends a request for a particular service to the grid container as shown in step 2. In
step 3, the authorization module deployed as part of the Globus container sends
the user’s identity and the required resource action (operation) to the Policy En-
forcement Point (PEP) [Appendix B]. The PEP then sends the user identity to the
rbac database and fetches the corresponding role as in step 5. In step 6, the PEP
queries the LDAP server for additional user attributes. Step 7 shows the reply for
this query. After this the PEP sends a RequestContext to the policy Decision Point
(PDP)[Appendix B] as shown in step 8. In step 9, a query for applicable policies is
sent to the access policy module and the set of applicable policies fetched in step
10. Next in step 11, the PEP receives the ResponseContext from PDP. Based on
the ResponseContext, the PEP now sends the access decision to the authorization
module. The final authorization decision is made after incorporating the dynamic
attributes of the server like the available memory, CPU load etc as shown in step
14. These sequences have been consolidated in the sequence diagram for the single

domain authorization mechanism as in Figure 12.
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Figure 12: Sequence Diagram for Single Domain Authorization
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3.3.2 Database Design

The access control mechanism works in close association with the data base. The
data base contains user-role and role-permission mappings. Apart from this, the
database also contains information regarding other mappings like role-level, role-
delegate, and usr-password. Accordingly, we have designed a database named

rbac with the following tables.

role_level
(role, level)
usr_role
(usr, role)
usr_delegate

(fusr, tusr, role, cdate, ctime, edate, etime, flag)

role_act

(role, service, actl, act2, act3, act4, act5)
usr_pass

(usr, pass)

usr_selected

(usr, role)

The details of each of the tables in the database is as follows.

e role_level: It contains details about roles at each level within the organization.

role is the primary key for this table

e usr_role: contains information about the roles of the users. We have restricted

to single role per user. usr is the primary key for this table

o usr_delegate: It gives the delegation information of the user, who is delegated
(fusr or from user) what role (role) to whom (tusr or to user), when it is del-
egated (cdate or commencing date, ctime or commencing time) and for how
much time it will be valid (edate or end date, etime or end time), whether the

role is further delegatable or not (flag)

e role_act: Contains details about what are the services and the operations of

that service available to a particular role
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e usr_pass: This contains information about user’s login name and password

details

e usr_selected: Contains the details of the user’s selected role

3.4 System Architecture for Cross-Domain Authorization

A grid system usually consists of more than one domain in a hierarchical /nested
fashion. Therefore, cross domain authorization is an essential factor for grid-wide
multi domain access control. The first step is to map the role of a given domain
to equivalent role in another domain. If the request is from a client in a different
domain, we map the roles using the concept of role ranking. Normally, the roles in
a domain follow a hierarchical relationship. We make use of this hierarchy, to give
the roles a rank on a scale of 10. The request for the resource is passed on to the
central authorization server which passes the request to the Authorization Server
(AS1) of the domain in which the user is a part of.

The ASI1 retrieves the user’s role and ranks it in its domain, creates a token and
passes it on to central authorization server. It adds the rank for the domain and
normalizes the rank of the client on a scale of 1 and passes the token to AS2. Here,
the subsequent rank of the source is added, normalized and compared with the
rank of the client. If the required rank is greater, then access is denied, otherwise it
is granted. If there are more sub domains, then we find the normalized rank with
respect to the first common ancestor between the client and the resource. If the
user wants to delegate the role, then the user passes on the produced token with
the normalized roles. If the user who is being delegated is from a different domain,
then the role normalization is done again with respect to the correct ancestor and
a token is recreated.

The whole grid environment is separated into different domains and sub do-
mains. The sub domains in every domain are given ranks on a scale of 10. The
roles in a local domain are also ranked on a scale of 10 based on their hierarchy.
The role in a local domain is translated to its global ranking based on the value of
its own ranking and also the rank of its ancestor domains up the tree. We represent

the role-mapping architecture as a weighted tree and arrive at the globally mapped
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role by comparing the global rank of a role with respect to its first common ances-

tor. The hierarchy of domains is represented as in Figure 13.

D
D1 DE
I:]1,1 D1.2 D1.3 D2.1 D:E,E
|::|1.21 D122 D1.2.3 D1.2.l-

Figure 13: Hierarchy of Domains

The details of the user’s delegated and revoked roles between two domains are
stored with their common ancestor central server. As detailed in Chapter I, the
RBAC standard uses role as the basic unit of authorization and incorporates fea-
tures such as role hierarchy [102], static and dynamic separation of duties and so
on [75]. In a typical RBAC environment, a user is assigned roles based on the
responsibilities of the user in the organization. For example, in a university do-
main, the potential roles could be Professor, Associate Professor and so on. For an
industrial domain the roles could be CEO, General Manager, Manager and so on.
The semantics of roles in a given domain will not have relevance in another do-
main. The role in an organization has to be mapped to its corresponding meaning
in another to make cross-domain resource sharing possible.

We address this issue with a ranking based weighted role approach. Our archi-
tecture enables mapping of a local role to a global ranking. We consider a nested
and hierarchical domain architecture reflecting the real life grid scenario. The roles
in a particular domain follow a local role hierarchy. The cross domain architecture

consists of the following components.
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e At the organizational level we consider two Domains A and B
e Domains A and B consist of sub-Domains A_a and B_b
e Further, Domains A_a and B_b have grid nodes as their constituents

e Authorization Serverl (AS1) is the local Authorization server for grid nodes

from Domain A_a
e Authorization Server2 (AS2) plays a similar role in Domain B_b

e Ranking servers RS1 and RS2 for the two respective Domains A and B store

the rating of the subdomains

Figure 14 depicts the role mapping architecture which forms the basis for rank-
ing of roles across domains. A simple view of the individual authorization server
architecture is shown in Figure 15.

Figure 16 shows the user-role ratings for authorization.

The grid user is granted /denied access to the requested resource through the

following procedure.

1. The user from Domain A_ a sends his identity, path, the requested resource

and also requested operation to Domain B_b

2. The user in domain b forwards the details to its Authorization Server (AS2)

and awaits a deny or grant
3. The Authorization Server AS2 executes the algorithm Authorize

4. The credentials are passed up the hierarchy for role mapping as the user is

from a different domain

5. The credentials reach AS1 where the attributes like the user’s role, rating etc

are retrieved and a Token is created.

6. The Token follows the same path in reverse and at every stage, the rating of

the domain gets weighted

7. AS2 gets the final version of the Token. The general expression by which the

user rating is computed is as follows.
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The normalized user rating = (local rank of the role * rank of the sub domain
* rank of the domain ) / 10 * 10 * 10

For example, for a grid user A3 in Domain A the normalized user rating will
be 7*5*8 / 10*10*10 = 0.280

8. AS2 finds the minimal rating of the role needed to access the resource. The
normalized rating of the resource is similarly found as 10*8*5 / 10*10*10 =
0.400

9. AS2 can integrate this ranking comparison with other local policies to either

deny or grant access to the user

Here, we give a generic algorithm for mapping the role of a domain to its equiv-
alent role in another domain as shown in Algorithm 1. We also describe an algo-

rithm for authorization which is presented in Algorithm 2.

Algorithm 1 Rolemap

Input : User Credentials(Token)
Output : Token containing updated values
begin
if(user is from different domain or sub-Domain)
Token T = call Rolemap(credentials)
Add rating of the sub-Domain to
the Global rating of the resource in the Token
return T
if(user is from same Domain)
Token T = call Authorize(Credentials)
Add Rating of Sub - Domain to T
Return T
end
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Algorithm 2 Authorize

Input : User Credentials
Output : Grant/Deny a Token
begin
If(user is from a different domain)
call Rolemap(credentials)
find minimum rated role to access resource in the domain
tind the normalized global rating of that role GLR
retrieve the Normalized global rating of user from certificate GLU
if GLU>GLR
return accept
else
return deny
else
retrieve user roles, rating and other credentials from database
if(resource is from other domain)
create token T containing the user details
return T
else
find minimum rated role MR to access resource in the domain
if(MR > user’s role-rating) return accept
else return deny
end

3.5 Chapter Summary

The framework proposed in this chapter contributes to the enforcement of grid
computing security in a major way. First, we propose architectural frameworks for
authorization within a grid enterprise. Later we extend it to suit the requirements
of authorization across domains, where inter-operability and security go hand in
hand. The role mapping architecture helps the grid nodes across domains to map
the roles and thereby interact and authorize users for resource access. This ar-
chitecture also supports reusability of role-ranking mechanism, as the token once
created between two domains can be used for future interactions between them.
Domains can also formulate additional access control policies like giving access
to only semantically sensible organizations for that particular resource, apart from
just comparing the global ranking of the user. Both the architectures have also been
represented through sequence diagrams. In total, these architectures form the core

of the grid access control and authorization systems.
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CHAPTER IV

ROLE-BASED GRID DELEGATION MODEL

4.1 Introduction

We discussed two major concerns of grid computing security namely direct autho-
rization and secure inter-operability [91] in the previous chapter. In this chapter
we address another equally important aspect of grid security namely, indirect au-
thorization (delegation). Grid delegation is a procedure by which a valid user
endows another user or program or a service with the ability to act on that users
behalf. Delegation is in fact the primary form of authorization in grids. The large
and geographically distributed, dynamic, heterogeneous and scalable grid envi-
ronment poses unique delegation requirements. Presently there are no standard
mechanisms to guide grid delegation. As credential delegation (proxy delegation)
has its own limitations in a dynamic grid environment, the need for a new concep-
tual model is felt to effectively formulate the grid delegation requirements. Here,
we present a framework called Role- Based Grid Delegation Model (RB-GDM) for
delegating access rights in grids. The basic unit of delegation in our model is role.
Derived from the standard RBAC formalisms, this framework explores various
approaches for authorization and revocation of delegation.

The chapter begins with an introduction to the delegation requirements in grid
environment. The rest of the chapter is organized as follows. We first discuss
the delegation requirements in grids in section 2. We also present the existing ap-
proaches to delegation. In section 3, we propose the role-based grid delegation
framework for implementing delegation and revocation in grids. The RB-GDM in-
terconnection framework has been presented in section 4. It includes intra-domain
as well as inter-domain topologies. We also extend the delegation model to meet
the requirements of delegation and revocation across domains (inter-domain or

cross-domain delegation. Finally section 5 summarizes the chapter.
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4.2 Delegation Requirements in Grids

Delegation is an important aspect of grid security. In general, delegation is defined
as the action whereby an active entity in a system authorizes (delegates) its author-
ity to another entity to execute some functions on its behalf. Delegation in comput-
ing systems can take many forms: human to human, human to machine, machine
to machine and even machine to human [200]. The consequence of delegation is
propagation of access rights [172]. Access rights propagation in a decentralized
collaborative system like the grid presents difficult challenges for traditional access
control mechanisms and models.

A delegation activity in a grid environment needs to be monitored and con-
trolled in such a manner that the resource inside the domain can stay protected.
Though various forms of delegation are possible, the most common delegation ac-
tivities in present day grids are user to user delegation and user to machine delega-
tion. Most of the resource access in grids takes place through remote authorization
and is achieved by user to machine/process delegation. User to machine delega-
tion is the mechanism whereby a user in a distributed environment authorizes a
system to access remote resources on his behalf [93]. In some cases the user may
delegate the rights to one of the several permissible roles or identities [110]; in
order to limit the actions of the process to some subset of the rights that user is au-
thorized to. This form of delegation is generally referred to as limited or restricted
delegation.

The support of roles is crucial in an open computing environment like the grids,
where not all individuals may be registered with a service and requests may arrive
from previously unknown parties. In such a context, the ability to invoke a service
often depends on the capacity in which a user can operate rather than on who the
user actually is. This capacity is characterized as a role. The concept of roles is
different from that of groups in the sense that unlike groups, roles carry a dynamic
behavior and can be activated and deactivated by users and service providers as
required. Though current grid systems support delegation through impersonation
(by issuing a proxy certificate), the revocation of delegation tracing and multi step
delegation still remain as the major challenges.

We propose a grid delegation approach built on Role Based Access Control
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(RBAC). RBAC has been accepted in the access control design and architecture
of security in enterprises as an alternative to traditional discretionary and manda-
tory access control models. RBAC is designed to suit large-scale enterprise-wide
systems and works on the notion that permissions are associated with roles. As
explained in Chapter I of the thesis, the users are assigned to appropriate roles
and users acquire permissions by being members of roles. Roles can be granted
new permissions and can be easily revoked from roles as and when needed. Thus
RBAC provides a way to empower individual users and service providers through

role-based delegation [120] in a fully distributed environment like grids.

4.2.1 Existing Delegation Approaches

The core theme behind delegation is that of delegating rights, obligations, priv-
ileges and authority. The basic idea of role-based delegation is that users them-
selves may delegate role authorities (rights) to others to carry out some functions
authorized to the former [45]. Related delegation approaches like [82], [83] gen-
erally assumes that the rights to be delegated have already been decided by a sep-
arate mechanism, and it is just a matter of encoding and checking these rights.
The general need for delegation is exemplified by the Digital Distributed System
Security Architecture, a comprehensive collection of security services and mecha-
nisms for general-purpose distributed systems [27]. Gasser.M and McDermott.E
[157] discuss various issues on implementing delegation in the distributed envi-
ronments. Target restrictions and delegate restrictions are the common forms of
delegation-related restrictions. Calvelli et.al [25] analyzed the use of delegation
protocols for distributed systems. [63] suggested a weighted graph approach to
authorization delegation and contflict resolution.

Delegation of rights is a significant problem in middleware like Globus. Grid
Security Infrastructure, the security component of Globus supports an interface for
delegation. But, it is based on credentials and proxies. The reliance on GSS-API
in Globus hinders efforts at delegation in Globus, because GSS-API does not offer
a clear solution to delegation and impedes restricted delegation. Delegating the
user’s full rights could result in impersonation. There have been some efforts in

Globus to adopt and support the Generic Authorization and Access- Control API
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(GAA API). However, it does not propose any systematic procedure by which we
can determine the rights that should be delegated. Mehran et.al in [101] suggested
a delegation protocol for grid computing systems.

The study conducted on the existing delegation attempts lead to the conclusion
that delegation, in its present form is not effective to meet the grid authorization
requirements. We, therefore, present a delegation model for grid resource access
based upon roles through which only the rights assigned to roles can be delegated,
thereby making it fine-grained. Unlike the existing identity-based approaches, this

framework treats grid delegation as an authorization problem.

4.3 Grid Delegation Framework

In this section, we present a grid delegation approach called the Role-Based Grid
Delegation Model (RB-GDM). This model is aimed at supporting role-based del-
egation and revocation. Our work is built on the following reference models:
RBAC96 model [155], the RBDMO model [45], RDM2000- A Rule-Based Frame-
work for Role-Based Delegation and Revocation [200], Rule-Based Delegation
Model 1 (RBDM1) [46] and RB-GACA: A RBAC Based Grid Access Control Ar-
chitecture [202].

4.3.1 Basic Elements from Reference Models

The Role Based Access Control Model (RBAC) has the following basic elements:
users U, roles R and permissions P. Roles are assigned to individual users and per-
missions are assigned to roles. According to this model, a user is an individual;
a role is a job function indicative of the responsibility and permission indicates the
approval to execute some method or perform some action. We generalize the term
user to make it represent an individual, an intelligent autonomous agent, or a ma-
chine in the grid environment. We consider the end user of a grid resource as the
basic user or original user. There are two sets of users associated with a role r : as
given in.

e Original users: Those users who are directly assigned roles

e Delegated users: Those users who are indirectly assigned (delegated) the

roles by original users
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Constraints on User to User Role Delegation

1. At any time a user can have its original role and the roles which it has ac-

quired through delegation by other users

2. A user is authorized to delegate its original role only or the roles it has ac-
quired through delegation. Itis meaningless for a user to delegate other users’

roles

3. Roles follow a hierarchy. Thus a user with lower role is not authorized to

delegate a role to a user of higher role

4. It is meaningless for a user to delegate a particular role to another user to

which he already belongs

5. A user of higher role has privileges to delegate its junior roles also. This

enforces the principle of least privilege

6. A user will not be able to delegate a role which has no further delegation

allowed

Each constituent domain of the grid virtual domain (VO) may have its own
role hierarchies. As mentioned in Chapter I, a role hierarchy is a structure reflect-
ing an organization’s lines of authority and responsibility and is represented using
a partial ordering operator >. For example, if rolel>role2, then rolel inherits per-
missions of role2. Though role hierarchies [46] in different local domains vary in
their semantics, they are required to enforce the “Principle of Least Privilege” [17]
which states that in a particular abstraction layer of a computing environment, ev-
ery module (such as a process, a user or a program on the basis of the layer we
are considering) must be able to access only such information and resources that
are necessary to its legitimate purpose. The fundamental components of RBAC
and RBDMO which form the basis for our model (named RB-GDM) are depicted
as follows in Table 3 and Table 4 respectively. These reference models have been
detailed in [155] and [45].
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Table 3: RBAC Components

e U,R,PS are the sets of users, roles,permissions and

sessions respectively

e UA C U x Ris a many to many user-to-role

assignment

e PA C P x Ris a many-to-many permission to role assignment relation, where P and
R are the set of permissions and roles respectively

e RH C R x Ris a partially ordered hierarchy

Table 4: RBDMO Components:

e UA = UAO U UAD,where e UAO C U x R is a many to many

original user-to-role assignment relation

e UAD C U x Ris a many to many delegated

user-to-role assignment relation

e Users : R — 2V is a mapping of each role to a set

of users Users(r) = {u|(u,r) € UA}

e Users(r) = Users_ O(r) U Users_ D(r),where users O(r) and D(r) are the original users
and the delegated users respectively.

4.3.2 Role-Based Delegation Model

The delegation model RBDMO [45] suggests only user-to-user delegation, which is
the simplest form of delegation. Our model is grid specific. As mentioned earlier,
the end-user is considered as the basic user. The end-users are geographically dis-
tributed, can be dynamic and may get disconnected from the virtual organization
(VO) after the submission of a job. Therefore, end-user-to-end-user delegation is
not possible grids. As the end user cannot directly delegate an entity, we need to
look at other forms like user-to-machine, machine-to-machine or user-to-process
delegation. The basic idea of delegation is to decide who is delegating or revoking
what to whom. Thus the entities in delegation are the grantor, the grantee and the
rights granted [182]. To suit the requirements of a grid environment and to dis-
tinguish delegation from direct authorization, we call the grantor of delegation as
a delegator, the grantee as delegatee and the rights that are granted through the
roles as delegated rights.

As discussed in Chapter I, the RBAC role hierarchy includes flat roles and hi-
erarchical roles. For flat roles, no inheritance of permissions between roles is in-
volved. With regard to delegation, we define roles as either further delegatable

or non-delegatable based on whether a subset of roles can further be delegated or
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not.
The first challenge in framing a grid delegation model is to identify the roles
assigned to the users in the grid environment. The subject or active entity in a grid

transaction can be:
e a user (an individual)
® a process or
e a machine
Among users, there can be:

e administrators (who possess all the administrative and super user privileges

-eg.a domain administrator)
e basic users (Who can submit large scale jobs, access resources etc)

e developers (whose main objective is to handle the programming and middle-

ware aspects) or

e guest users (wWho can only browse the information or submit very small scale
jobs)

The components that constitute a grid delegation mechanism include the del-
egator, the delegatee, the delegated rights and the associated constraints. Multi-
step delegation is possible with delegatable roles whereas single step delegation
applies to roles which are non-delegatable. Sometimes the delegator grants full
permissions to the delegatee. We call this as total delegation. If the delegator as-
signs only a subset of the rights to the delegatee, it is called partial delegation. We
make the following design criteria in RB-GDM.

e A role is considered to be the basic unit of delegation and is a job function

e The term user in our model represents an end-user, a process or a machine in

the broader perspective

e Delegation between entities in the same role is not allowed since the same

roles will have same permissions
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e Both single step delegation and multi-step delegation are permissible
¢ Delegation can be granted in total or can be partial

e Fach delegating role r has two types of members namely the original mem-

bers O, and delegated members D,

e Grid user can be a domain administrator, an advanced user, a basic user or a

guest user

Before we build a model, it is essential to define the components which con-
stitute the model. Therefore we present the following definitions 1 to 4 which are
detailed in Table 5, Table 6, Table 7 and Table 8.

1. In Definition 1, the basic components like grid domain, users, roles, permis-
sions and the user-role, role-permission assignments which are required to
build the Role-Based Grid Delegation Model (RB-GDM) are explained

2. Definition 2 explains how the access rights can be delegated through autho-

rization.

3. Definition 3 shows as to how we can give different role permissions like del-

egable and nondelegable
4. Definition 4 depicts the meaning of “revocation of delegation”

The interaction of these components facilitates a delegation mechanism as per the
algorithms for authorization and revocation of delegation. Algorithm 3 gives
the method for authorization of delegation as per Definition 2. Algorithm 4, 5
and 6 show the methods for revoking the delegated rights by various means such
as grant-dependent, grant-independent or time-out. First, we present the intra-
domain (single domain) delegation procedure and in the next subsection, we show
as to how we can perform delegation across domains.

There are two possible ways in which revocation can be done. The first ap-
proach is by revocation using time out (attaching a time constraint to every as-
signed delegation). Timeout revocation though self triggering, is not enough to
ensure secured delegation. For tasks, which take much longer periods to complete,

this method is not suitable. Tracking the delegator is another issue with this type

79



Table 5: Definition 1 RB-GDM Components

e Let D={D;}, wherel =1 to N be the set of

domains of a Grid G

o Ul = {u!;}, where i = 1 to m; be the set of users

of D; domain

e R! = {r!;}, wherej =1 to n; be the set of roles

of Dl

o Pl = {pl,}, where k = 1 to ¢ be the set of

permissions of R!

e UA; C U x R'is the set of relations of user to role assignment in D; where UA; =
UAO;, UUAD,

e PA; C P! x Rlis the set of relations of permission to role assignment in D,

o Ul(rly) : R'—2Y" is a function derived from U 4, mapping each role r to a set of users
where Ul(rl;) ={ul;|(u's,7!;) € UA}

o Pl(rl)): Rl —2F 'is a function derived from PA,, mapping each role r to a set of
permissions, where P'(r!;) ={p',|(p's, ;) € PA;}

Table 6: Definition 2 RB-GDM Delegation

RB-GDM controls role-based delegation by means of predicate can_ delegate CR!x R"
between two domains of a grid G. It is a non-reflexive relation

since the user in a role cannot

delegate his membership to another user in the

same role. The meaning of the above relation is that

if u'y € R' and 'y € R,

then (r!1,r!5) € can_ delegate,i.e.,

(uly, 1) € UAD,

provided the constraints are satisfied.

Table 7: Definition 3 RB-GDM Role-Permissions

Each role can have two types of permissions

e Delegatable permissions PD;

¢ Non-delegatable permissions PN,

From the RBDMO model, we extend the following permission components for RB-GDM,
where P! is a set of regular permissions

e PA;=PDA; UPNA,;, where PA;,PDA; and

PNA;are C P! x R!

which include many to many role to permission assignment relation, many to many
delegatable role to permission assignment relation

and many to many non-delegatable role to permission assignment relation respectively.
o Pi(rty) ={p'| (@', 7) € PA}

Similarly for PDA'(r!;) and PN A'(r!;) as well
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of delegation and revocation. These issues can be handled by explicit revocation

(either grant-dependent or grant independent).

Table 8: Definition 4 RB-GDM Revocation

The revocation procedure can be through any of the

following ways

e Remove one or more pieces of permissions from

delegation

¢ Revoke delegation role owned by a fixed delegable

role

e Remove one or more pieces of permissions from a fixed delegable role to its regular
(original) role

The procedure for role-based delegation is shown in algorithm 3 below. It
shows how the permission is associated with the delegated role and how delega-

tion is granted or denied. Revocation of delegation is as important and crucial as

Algorithm 3 Role-Based Delegation

Input:

[1] A delegation request (u';,r!;)

[2] UA

[3] PA,
Output:

True, if the delegation is granted

False, if delegation is denied
Begin

Step 1: U!(r!;)«— get(UA4,); /* from Definition 2, returns the user-role assignment
set for the domain*/ U A; is such that UA; = UAO,; UU AD;

Step 2: for U'(r!;) ={ul;| (v}, 7!;) € UA}

if Pl(rl;) = {p's|(p's, ;) € PDA;} /* returns true if the permission is associated

with the delegated role and delegation is granted, otherwise the condition returns false
and delegation is denied. This decision is guided by the policies of the role-permission
relationship set of the given domain*/
if ((uli,rlj) € can_ delegate)

Step 3:return true;
else

Step 4:return false;
End
/*Example : Let the delegated user be in a role “basic user”. It sends a request for
delegation along with the role and access specifications. The delegator for example,
an administrator maps the user-role relations and the role-permission relations and
grants or rejects delegation accordingly.*/

authorization of delegation. The revocation procedure (Grant Dependent) is done

as represented in the algorithm 4.
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Algorithm 4 Revocation of Delegation-Grant Dependent
Input:
[1]UA;
Output:
True, if the delegation is revoked
False, if delegation is not revoked
Begin
if( (uli,rlj) € can_revoke)
Step Lireturn true;
else
Step 2:return false;
End
/* Example : Let the delegatee user be a process and the delegator be an adminis-
trator. The execution of the algorithm results in revocation of delegated rights by the
delegator (in this case the administrator) himself.*/

Algorithm 5 shows the steps by which grant-independent delegation is re-

voked. Algorithm 6 gives the methodology for delegation revocation based on

Algorithm 5 Revocation of Delegation-Grant Independent
Input:
11U A
Output:
True, if the delegation is revoked
False, if delegation is not revoked
Begin
if ((uli,rlj) € can_revoke¥)
Step 1: return true;
/*where u!; belongs to the original user set U AO;*/ else
Step 2:return false;
End
/* Example : Let us consider a user {u!;} in a role “basic user” and the delegator be
another basic user who is granted rights by a site administrator. When this algorithm
is invoked, it matches the user (delegatee) with its corresponding role i.e., guest and
the delegated rights are revoked by the administrator and not by the delegator.*/

timeout concept.

4.4 RB-GDM Interconnection Framework

We propose three approaches, one for intra-domain access control and the remain-
ing two for inter-domain access control [167]. These interconnection networks are

implemented using realized based on the definitions 1 to 4 given in section 4.3.2.
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Algorithm 6 Revocation of Delegation-Using Timeout
Input:
1] UA;
[2] t (Duration of delegation)
Output:
True, if the delegation is revoked
False, if delegation is not revoked
Begin
if ( (uli,rlj) € can_revoke(t)
Step 1: return true;
/*t is the duration after which the delegation is revoked*/ else
Step 2:return false;
End
/* Example : Consider a user {u/;} in a role “guest”. When this algorithm is invoked, it
matches the user with its corresponding role i.e., guest and if the duration t has expired,
the delegated rights are revoked.*/

The interactions between the components of the RB-GDM are governed by the al-
gorithms . The basic procedure to authorize and revoke delegation is the same for
all the three interconnection networks except that RB-GDM components will be

organized in different forms in each case.

4.4.1 Intra-Domain Role Based Delegation

It is essentially similar to an enterprise wide role delegation where the entities
within a domain delegate tasks to others using a hierarchical relationship. The
appropriate association would be that of the superior entity delegating to the sub-
ordinate. Figure 17 illustrates this framework. The RB-GDM core model that

supports intra-domain role-based delegation is shown in Figure 18.

4.4.2 Inter-Domain Role Based Delegation

Role-based delegation across domains can be done mainly in two ways; by treating
the two domains as equals (peers) in the association or by considering a master-

slave relationship.

4.4.2.1 Peer-to-Peer Role-Based Delegation

This approach is suitable when transactions take place between two domains of flat

association i.e. there exists no hierarchical relationship (for example, between two
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Figure 18: RB-GDM Core Model
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investment banking domains). This type of delegation is based on the mapping
between a role in the delegator domain to its corresponding equivalent role in the
delegatee domain both being peer roles. Figure 19 represents the peer-to-peer

interconnection framework.

Domainl W Domain?
Hole 1

F 3

Role 2

Peear 1 Pear?

Figure 19: Peer to Peer Interconnection Framework

The RB-GDM (Role-Based Grid Delegation Model) for peer-to-peer set up is as
in Figure 20.

/.\/ Iy

Hierarchy

Hierarchy

Delegated Delegatgd
Permission Permission

Figure 20: Peer-to-Peer Inter Domain RB-GDM

M v

4.4.2.2  Master/Slave Role Based Delegation

This approach helps to grant role delegation between two domains, which have
a master/slave kind of association between them. It implies that the roles of one
domain act as superiors to the roles of another domain. An example of such an
arrangement is the association between a central bank domain and a subsidiary
bank domain (hierarchy between two different domains). Typical hierarchical do-

main relationship can also exist in a grid between a virtual organization (VO) or
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virtual domain and the member domains of the VO.

Figure 21 shows the hierarchy topology for inter-domain role delegation.

% 0 Domain

Domain 1 Darmain 2 Damain n

Figure 21: Hierarchy Topology of Inter Domain Role Delegation

The RB-GDM for master/slave inter domain role based delegation is as in Fig-
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Figure 22: Master/Slave Inter-Domain RB-GDM
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4.4.3 Inter-Domain/Multi-Domain Role Delegation Model

We propose a grid delegation model for delegation across domains. Jajodia et.al
[84] proposed a generic model for multi-domain delegation. Our model is based

on the role-equivalence established between roles of different domains. We rank
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the roles using the role mapping architecture [168] which we proposed in Chapter
III. When a request comes from a user in one domain for a resource in another
domain, we derive the user’s equivalent role in the second domain. Assume the
grid user user] has a role a3 as shown in Figure 14. He wants to access a resource
which requires a minimum role of b4 in the hierarchy. Since the global rank of a3
is more than that of b4, userl will be granted access. At the same time he will be
given a temporary role of b2 in the domain B_b. Our model takes care that the
global rank of the temporary assigned role is closely equal to the global rank of
the requested role. Now in the above mentioned scenario the user ‘userl” will be
assigned a temporary role of b2 (suppose) in the domain B_b. Figure 23 shows the

sequence diagram for cross-domain role-mapping.

Redirection

AS (Domain A) Server

AS (Domain B)

Initiate secure connection

Request for Role Mapping Redirect Request for Role

Mapping X
Create a token
Sends the token with client role
Access control Edit the token to include
decision based on the client and
the global ranking authorization server

and the temporary | Send the edited token domain names
role N

Figure 23: Sequence Diagram for Cross Domain Role Mapping

Figure 24 depicts delegation across different domains of a grid computing en-
vironment.

Algorithm 7 shows the steps through which a user is delegated across another

domain.
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Figure 24: Cross-Domain Delegation

Algorithm 7 AcceptDelegate

Input : User Token
Output : Delegation deny/Grant
begin
Authorize User
Create user with username and other credentials
Add user to the Temporary user set
retrieve the role whose global rating is closest-
to that of user and assign user with that role
end

4.4.3.1 Revocation of Rights-Cross Domain Environment

The rights once granted, should not be held for long by the delegate. Such a sce-
nario may invite misuse. It is necessary to have a robust access control mecha-
nism which encompasses a strong revocation model to revoke the rights passed
on by a user. Earlier, in the chapter, we presented an algorithm for revocation of
intra-domain or single domain delegation. Here, we incorporate revocation in the
cross-domain environment. In a scenario where a user, userl wants to revoke all
his assigned roles, then the user invokes the doRevoke method of the domain B_b. It
recursively calls the same method from the domains where it has further delegated
the user’s rights. It then stops all the jobs which are running with that user’s rights,
then removes the user from the temporary users’ set and then returns the token.
Thus the revocation of user’s rights happens recursively in the above mentioned
tashion as shown in Figure 25.

The algorithm for the recursive revocation procedure is as shown in the Algo-

rithm 8.
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Figure 25: Cross-Domain Revocation of Delegation

Algorithm 8 doRevoke

begin
call doRevoke(delegated users)
Stop all jobs concerning the user who holds -
the right to be revoked
delete user from temporary user set
send back the token
end

Revocation of delegated rights in a multi-domain environment can be done

through any of the following means.

e Revocation-Grant Dependent: In this model, the delegate can revoke any
right that he has delegated at any point of time. This means that he can issue
revocation at any time to the Authorization server of the domain to which the

right has been delegated

Revocation- Time Dependent: In this model the delegated right expires after a
stipulated amount of time, when it is revoked automatically in the delegated

domain according to the revoke algorithm as given above

Revocation- Administrator Dependent: In this model, the administrator of
the delegate domain or the domain in which the role has been delegated can
revoke the role. We define a delegation path as “a set of domains to which
the role has been delegated from one domain to another in order”. This path
would contain the global rank of the role delegated in that particular domain

with the names of the domain.
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4.5 Chapter Summary

The main contribution of this chapter is the proposed Role-Based Grid Delegation
Model (RB-GDM). The model is based on the standard RBAC and RBDM models
and provides a flexible indirect authorization mechanism for grids. This frame-
work is an innovative approach towards delegation in grid environment, as it uses
a role as the criterion instead of a proxy credential. By categorizing the grid users
into various roles and delegating access rights through roles, we also achieve gran-
ular access control. We provided three different inter-connection frameworks to
depict the delegation scenarios in the intra-domain and inter-domain grid setup.
Our model supports both peer to peer as well as hierarchical role relationships.
Delegation based on role hierarchies ensures restricted access rights to the re-
sources. The proposed model also provides mechanisms for revocation of dele-
gated rights. RB-GDM is a common framework to support single domain as well

as multi-domain grid delegation and revocation.
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CHAPTER V

TRUST BASED DYNAMIC DELEGATION MODEL

5.1 Introduction

In the previous chapter we presented a framework for role-based delegation. This
chapter presents a dynamic delegation model based on fuzzy trust values. As
mentioned in Chapter IV, delegation is a way of indirect authorization where by a
user is granted access to a resource through delegated rights rather than directly
acquired rights. Delegation is an effective access control mechanism in dynamic
situations. As the grid resources are distributed in space and time, direct autho-
rization methods are not always sufficient. In this chapter, we introduce the con-
cept of trust in grid systems. Trust relationships are central to the implementation
of security in the dynamic and ever evolving communities like grids.

The rest of the chapter is organized as follows. In section 2, we give a brief intro-
duction to Fuzzy Inference Systems (FIS), the computing technique which we have
used. In the next two sections, we discuss about the need for dynamic grid del-
egation followed by the challenges of modelling and implementing them in grid
computing systems. Section 5 presents the Fuzzy Trust and Delegation Model in
detail. This consists of two stages namely computation of trust levels and compu-
tation of fuzzy delegation levels. And finally, we summarize the contributions of

this chapter.

5.2 Fuzzy Inferencing and Trust

Fuzzy Inference Systems use fuzzy logic to control the input-process-output cycle.
Introduced by Lotfi Zadeh [199] as a way to generate decisions involving impre-
cise information and approximate reasoning, fuzzy logic is an ideal methodology

for representing complex systems involving ambiguity and vagueness [198]. Trust
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is often expressed in linguistic terms rather than numeric values. Fuzzy Inferenc-
ing is a suitable technique to quantify trust among domains which may be a re-
source site (provider) or application site (consumer). The utility of fuzzy inference
systems has not been explored fully in the area of security control. Shanshan Song
and Kai Hwang had proposed fuzzy trust integration for security enforcement in
grids [152]. We use fuzzy inferencing to quantify and analyze trust values so that
we can derive access control decisions for the virtual grid domain.

The trust relationships among grid sites are hard to assess due to the uncertain-
ties and impreciseness involved in the selection and measurement of input vari-
ables for evaluation process. These uncertainties may also appear in the form of
security holes such as operating system blind spots, privacy traps, hardware de-
ficiencies in resource/application sites and software bugs. These security holes
adversely affect the trust index of sites.

The fuzzification interface maps the crisp input values into linguistic values
in relevant fuzzy sets. The fuzzy inference engine receives fuzzified inputs and
interacts with fuzzy rule base to determine the outcome. The fuzzy rule base is a
collection of if-then rules. The de-fuzzification interface aggregates fuzzy inference
results and produces a crisp output value. Various de-fuzzification methods such
as centroid, bisector and middle-of -max exist.

Fuzzy inferencing helps in quantifying the uncertainty and imprecision involved
in assessing trust relationships. Fuzzy inference approach helps in developing dif-
ferent inference rules. The linguistic terms used in fuzzy approach are close to
reality.

Fuzzy logic extends the Boolean logic and introduces a set of membership func-
tions that maps between linguistic elements to numerical values in the context of
fuzzy sets. A fuzzy membership function indicates the degree to which an element
belongs to a fuzzy set.

The data types used in fuzzy systems are linguistic in nature (linguistic vari-
ables and linguistic terms). A linguistic variable has a range of values and at least
one linguistic term. It also has a name attribute. A linguistic term has a member-

ship function, a name and an identification number. A membership function can
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either be pre-defined or user-defined. Pre-defined membership functions are in-
corporated in the fuzzy inference system whereas user defined membership func-
tions are created by the user by putting together a collection of operations like
arithmetic, logarithmic, trigonometric etc.

The four basic components of a fuzzy system are fuzzification interface, fuzzy
inference engine, fuzzy rule base and a de-fuzzification interface. Figure 26 shows

these four components and the process flow through them.

Fuzzi AH Defuzzi
fication e *»  fication
4 Fuzzy
rule base
NP output
i Y
Inference J
engine
start

Figure 26: Fuzzy Inference System

Hilary H. Hosmer et.al [137] suggested the use of fuzzy logic approach to se-
cure computing systems. Since many elements in security systems like in grids are
imprecise [152], we need to deal with non-traditional world through fuzzy logic

in order to get a more realistic and trustworthy result.

5.3 Need for Dynamic Grid Delegation

Access control policies in general follow the concept of direct authorization, where
the subjects can directly authorize the requested access. In a dynamic grid com-
puting environment, subjects and end-users may not have direct access or autho-

rization to execution of a task or to a required resource. Direct authorization may
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not be possible since the computational resources may belong to different orga-
nizations, which do not necessarily maintain the user accounts and permissions
of other domains. Indirect authorization thus becomes important to tackle such
situations.

Access to resources in grids can be broadly categorized as full, nil or partial
implying a degree of fuzziness. Conventional security models are rigid and the
tasks that need to be performed by an active grid entity, require more flexible form
of access. A fuzzy logic based scheme provides more flexibility to resource access
and access control in grids. The delegated rights have to be granted in a dynamic
environment where the entities of a grid do not have prior information about each
other. We propose a new scheme for this, which uses a two-stage fuzzy inference
process based on trust relationships among the grid entities.

In the delegation approach, any entity on the grid - usually an end-user, grants
rights to another entity on the grid - usually a process, to perform actions on the
user’s behalf. Delegation in general assumes two forms: static and dynamic. Static
delegation may be used when the methods/objects to be accessed are known in
advance and the entities which would provide the resources are also predefined,
so that delegation can be limited to just the required actions from the predefined
entities. Dynamic delegation refers to the delegation of rights to perform certain
actions or access some objects that are not known at the time a task is initiated.

If a site has to submit a task or subtasks to other grid entities on behalf of an
end-user, some form of delegation must be applied so that the entity running the
task can verify the authenticity of the request. Various methods can be adopted
to pass delegation credentials to an entity [121]. One method is creating digital
signatures of task descriptions using private keys. This method is suitable for static
delegation.

To implement dynamic delegation, the entities involved must establish trust
relationships among themselves [188]. The most flexible form of grid delegation
is impersonation where the delegator grants full access rights to the delegate to act on
the delegator’s behalf. Impersonation can have adverse impact on security as there
is a chance of fully delegated rights getting compromised. Therefore delegation

has to be restricted or limited which means that authorization through delegation
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should not be full or unlimited.

Let us consider an example to illustrate delegation in grids. A server at a site .5;
of domain D; wants to access a file at another site S; of domain D, on behalf of an
end-user. In order that S, trusts S;, S; sends a message with a credential or token to
S; stating that the former (.5;) has been delegated by the end user. In dynamic grid
environments, one faces two problems. First is that the end-user, after submitting
the job, may get disconnected from the destination site S;. Second issue is that
the access requirements are not known beforehand (it is known dynamically [50]).
Therefore the alternative is to grant access rights through dynamic delegation.

For this, site S; has to trust S; which means that a minimal trust relationship
between the sites is mandatory. Figure 27 shows how two sites S; and S; can
establish a trust relationship dynamically in the immediate absence of the end-user

and how the trust can be used as the delegation credential or token from end-user

to site S;.
1. Sends task
End User » Site §;
Virtual Access £
‘a 2. Establishes a
Trust relationship
Site .':';j

&

3. Delegated access for
5, on behalf of end user

Figure 27: Dynamic Delegation Through Trust

We can secure the distributed grid applications based on a fuzzy trust model
by building mutual trust relationships among multiple grid resources sites. Fuzzy
trust integration approach can reinforce the security mechanisms. Fuzzy inference
is capable of quantifying imprecise data or uncertainty in measuring the security

index of resource sites. Different inference rules can be developed for different grid
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applications using the same fuzzy logic inference engine [193].

As far as access requirements in grids are concerned, dynamic delegation is
necessary to support the runtime selection of a site or a machine on which a task
like global load balancing, brokering, or conditional computation (within a work
flow setup) can be run. Delegated authorization can also be used to control actions
performed by background processes. we analyze the existing delegation categories
and schemes in grids and propose a new fuzzy trust and delegation model (FTDM)

for grid access control.

5.4 Challenges of Dynamic Delegation in Grids

The two grid delegation models in use are GSI model and UNICORE model [197].
An entity claiming delegated access rights has to present some form of proof called
a proxy credential or certificate within the Grid Security Infrastructure(GSI). That
entity is then granted all the rights of the end-user. Proxy certificate holders can
issue proxy certificates to other entities also, which implies that resources used
during execution can also be dynamic. Proxies have a disadvantage that the end-
user may be away or disconnected, so issuing the proxy credentials dynamically
may not be possible. Also the private key bound to a proxy credential cannot be
stored in an encrypted form as it has to be read by the processes to which the rights
have been delegated without contact with the end-user. Another issue related to
the GSI proxy credential is that it has relatively short life time. The UNICORE
security model [138] though works well for static delegation, does not have the
grid functions to support dynamic delegation.

The drawbacks of UNICORE and GSI delegation models reflect the need to
have explicit trust delegation to enable delegated access in grids. One possible
alternative is to have a trusted third party. But, a third party authorization can
be done only on top of a user-role platform, which is not well defined so far in
grids. This leads to the conclusion that delegation credentials have to be generated
through some dynamic mechanism. Most of today’s grid systems are moving to-
wards web services, which implies that dynamic delegation mechanisms need to
co-exist with the web-services infrastructures. These causes provided motivation

for the development of a Fuzzy logic based dynamic grid delegation model.
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5.5 Fuzzy Trust and Delegation Model (FTDM)

The previous section emphasizes the necessity for dynamic grid delegation and
also the challenges in implementing it. Proving the trustworthiness of all resource
sites is a prerequisite for secure grid computing. Trust in general can be classified
as identity trust and behavior trust [158]. Identity trust deals with authenticity of
a grid entity and deciding the rights of that entity. Authentication is done using
cryptographic approaches like encryption and digital signatures. Behavior trust
focuses more on the trustworthiness of an entity than its identity. Most of the
authorization policies in grid computing systems are formulated based on the be-
havioral trust patterns of the grid entity. In order to define the authorization policy
between two entities in a grid system, the first step is to establish a trust relation-
ship between them.

We consider a set of factors which determines trust. The values of these param-
eters are obtained from the logs of previous actions of the delegator site and also
from the data supplied by the delegate site. The imprecision and vagueness aris-
ing in some inputs such as defense capability and behavioral patterns is the main
reason for using a fuzzy approach. The concept of trust seems subjective and of a
categorical nature and hence needs to be quantified. So fuzzy approach helps to be
a handy tool. Also delegation can be full (full access rights), nil (no rights-negative
permissions) or partial (only a subset of the access rights are transferred) which
means that decision making needs to be done in an imprecise setup.

Fuzzy logic approach is the most suitable approach to analyze such vague data.
In fuzzy approach, the imprecise input is fuzzified (converting crisp data to fuzzy
sets), then it is passed through a fuzzy inference process to validate the rules [179].
In the next step, this fuzzy output is defuzzified (converting fuzzy data to crisp
data) to get the final crisp output. Deriving fuzzy values from the inputs is a stan-
dard process. The Fuzzy Trust and Delegation Model (FTDM) which we propose
here [166], has two stages. We use the first stage fuzzy inference process to quan-
tify the trust value and the second stage fuzzy process to decide on the possibility

of delegated access from the category of delegation and trust level.
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5.5.1 Stage 1 of FTDM : Computation of Fuzzy Trust Levels

The trust, which a particular site S; places on another site .S;, depends on the previ-
ous actions of S;. We have considered three inputs namely task success ratio(«a), de-
fense capability() and behavioral patterns(y) to compute the trust level(r). These
inputs are arrived upon from the history of previous actions of the sites. Task suc-
cess ratio is the ratio of the number of tasks previously executed by site S; to the
total number of tasks submitted by S, to it and it is a numeric value. If no security
breaches have been reported earlier, we assume that the site’s defense capability
is good. Thus the defense capability of a site can be worked out based upon the
existing security mechanisms and the history of earlier access.

Typical site defensive measures are installation of encrypted tunnels, smart
packet filters, stateful firewalls, traffic monitors and intrusion detection systems.
If no security breaches have been reported at S; earlier, we can assume that it has
been secured properly. As trust is a measure of the defense capability and security
assurance of the site, we attach more importance to these two inputs.

Behavioral patterns, the third input can be obtained if we collect data about
the security intentions of the concerned site in the past, like intrusion attempts.
Behavioral patterns when quantified, can work as an indicator to the future actions
of the delegate site after the delegation is granted.

The last two inputs are imprecise and vague in nature. Since two out of the
three inputs are imprecise and the output trust level is a non-numeric value, we
use fuzzy logic approach to build the delegation model.

The three input membership functions we considered here are low, medium
and high although they can have additional levels. The notations for the three
membership functions for the inputs are «;, a,,,, v, for task success ratio, 3, 53,,., B
for defense capability and +;, 7,,,, 7, for behavioral patterns. (On a scale of 0-100,
the support of fuzzy input levels are as follows: low is in the range 0-40, medium
is in the range 38-70 and high is in the range 68-100).

Let v, M, Nms 11, Non Tepresent the five output trust levels very low, low, medium,

high and very high respectively(on a 0-100 scale, the support levels are very low is
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0-20, low means 18-40, medium 38-60, high means 58-80 and very high indicates 78-
100). We consider more number of output levels for greater accuracy in trust com-
putation. Table 9 shows the details of the fuzzy variables, their levels and ranges

and also the fuzzy membership functions and their ranges. Figure 28 shows the

Table 9: Fuzzy Variables, Membership Functions and their Ranges

Levels of o, 3, v | Fuzzy Membership Function | Membership Range
1 a [almin, almax]
m m [ammin, ammax]
h ap, [ahmin, ahmam]
1 B 6™, 5]
m Bm (8™, B ™" ]
h Bn [Bn™", Bn™ "]
1 " [, 7]
m o [ ™", ™1
h Th [yn™", ™ "]
vl Tl [leml‘n/ lemax]
1 m [™", ™1
h m (7™, ]
vh Tk [nvhmln/ nvhm(m]

rationale behind the first stage fuzzy inference process. The transformation is of
the form 7 : (o, 3, 7)— 1. It shows the three inputs and the output trust level. The
computed trust value may fall in any one of the five levels. Table 10 shows the
tuzzy inference rules for first stage reduced from the most probable mappings. We
use the composition operator AND to relate the inputs and the implication opera-
tor IMPLY to get the corresponding outputs. For the first stage fuzzy process we

use three inputs, each having three levels.

Table 10: Fuzzy Inference Rules for Trust Computation

Inputs Output (Trust Value)

(o, Bim) Mol
(o, Bin) Ul
(h, B, Ym) Ul
(s BmsYm) M
(am/ ﬂm/'}/l) TIm
(ah/ /Bm/’)/l) TIm
(all ﬁh/’Ym) Th
(@, Br) Mh
(s Bron) Noh
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Figure 28: Stage 1 of Fuzzy Process

For the five ranges of the output Trust Level, we use 5 different possibilities
which means that we have totally 27 x 5 possibilities. Out of the 135 input-output
mappings, we remove the redundant rules and discard the infeasible ones which
results in 27 probable mappings. We arrive at 9 rules as the most probable ones.
Figure 29 illustrates how one combination of inputs in a certain range generates
the output trust level.

For the example values, we have considered a case where all the inputs are in
the range high and the fuzzy inferencing generates the output trust level which is
in the range very high. This is an instance to show how the rules are fired and how
the output is generated. These values correspond to rule no.9 i.e., AND(«,, B1,71)-

The input values are mapped to the output space through a collection of fuzzy sets.

5.5.2 Stage 2 of FTDM : Computation of Fuzzy Delegation Levels

When an end-user asks an entity to perform some operation on its behalf, the

user has to grant delegation to that entity. Conventionally, unlimited delegation is
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granted. Most of today’s grid systems grant unrestricted delegation as it is difficult
to design, implement and validate restricted delegation. Unlimited delegation can
lead to security abuse. Also delegating few rights only may prevent task comple-
tion. Therefore there is the need to have a restricted and realizable grid delegation
[79]. Realizable delegation can be defined as the ability of a user or principal to
define and implement a policy by which it can grant a limited set of privileges to
another user or principal. Restricted delegation can reduce grid security vulnera-
bilities to a great extent.

We use the following forms of restricted delegation:

e The delegated access rights may be used to invoke a method(m) or perform a

task on behalf of the delegator
e Sometimes the delegated right may be used to access an object(o) or resource
in grid

The delegated rights may be either unbounded(co ) or it may be bounded for a
certain period of time(f). In all these cases the delegator must pass on some cre-

dentials to the delegate as a proof of the access rights.

5.5.2.1 Delegated Access for Method Invocation(D,, ~,) - unbounded

In this type of delegated access, a delegator grants access rights to a delegate only
to invoke a method on the delegator’s behalf based on how much the former trusts
the latter for an unbounded period of time. A method is nothing but a function

call to perform a task. This means that only a method can be called and access to
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a resource is possible in this category only if that resource is the target of such a
call. For method restricted delegation, the delegator lists the methods which can
be called by the delegate and passes on the credentials to the delegate. This type
of delegated access can be achieved by explicit method enumeration, compiler au-
tomation or by method abstractions, provided the delegated access is static. In case
of dynamic delegation, the delegator needs to generate the delegation credentials

based upon the trust value of the delegate.

5.5.2.2  Delegated Access for Method Invocation(D,y, ;) - bounded

For this type of delegated access, a delegator grants access rights to a delegate,
only to invoke a method on the delegator’s behalf for certain period of time. The

only difference here is that the method invocation is limited by time bounds.

5.5.2.3 Delegated Access for Objects(D,, ) - unbounded

This category is very much similar to method restricted delegation. An object is
nothing but a resource like computing power, memory or information. If the ob-
ject access is not associated with method invocation which means that object or
resource access is done through ways other than method invocation. This cate-
gory specifies object delegation for an unbounded time. Since we arrive at the
delegated access through trust values, we can have a set of trusted objects and in-
directly achieve method delegation by suggesting that if the objects are trusted,
then there is no need for credentials for method invocation on these objects. An-
other category of trusted objects for which, delegation credentials are not required

are system objects(objects representing hosts, schedulers, storage units etc).

5.5.2.4 Delegated Access for Objects(D,,) - bounded

Time dependent delegation to access objects is required in grids to prevent replay
attacks. When delegated object access is restricted based on time, a pre-determined
amount of time is used as the time-out for the delegation credential. The disadvan-
tage of time-restricted delegation is that we cannot predict how long an operation
or task execution may last, which means that the operation may have to continue

even after the delegation credentials have expired.
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The following format represents the information for restricted delegation cre-
dentials for method invocation, object access, time restricted access or for all cate-

gories.

Delegator Name:

Delegatee Name:

Category of Delegation (Method/Object):
Class of Delegated Access Type:
(Bounded/Unbounded)

Given the trust level of a grid entity and the category of delegation like method
restricted(unbounded or bounded) or object-restricted(unbounded or bounded), it
can be decided whether to pass on the delegation credentials to that site or not
using a second-stage fuzzy process. Figure 30 gives the schematic view of the
second stage fuzzy inference process we have envisaged for this task. The trans-
formation is of the form 7, : (n, C)— D where C is the category of delegation and
D,the delegated rights.

We identify the different contexts in which access rights are delegated. Among
the four categories of restricted delegations, we associate a higher trust require-
ment for object restricted delegation (unbounded) as most of the grid resources
come under this category. The next category is object restricted (bounded) delega-
tion followed by method delegation (unbounded) and method delegation (bounded).
Therefore, in the second stage of the fuzzy inference process, the two inputs are
trust level(with five levels very low, low, medium, high and very high) and cate-
gory of delegation with four possible values:object restricted delegation (unbounded
and bounded) and method restricted delegation (unbounded and bounded).

Thus the outcome of the second stage is a decision on the delegated access,
which could be D,,,;, D,,, o, Do+ Or D, . Table 3 shows the most probable rule set
for the second stage. Figure 31 shows how a set of rules influence the output trust
level. The two fuzzy inputs trust level and category of delegation are taken on a
0-100 scale. The variation of the output delegated access is also shown from 0-100.

For example, for a very high trust level (83) and object-restricted delegation
category(unbounded) 78.6, the delegation access is 90.8 which is an aggregation of

the output generated from the nine rules. As the value 90.8 falls in the range =
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Figure 30: Stage 2 of Fuzzy Process

Ny, it means that the entity or site can be delegated for object access for unbounded
time.
Table 11 represents the set of rules used in the second stage of the fuzzy infer-

ence process.

Table 11: Rule Set for Stage 2 Fuzzy Inference Process

Rule No. Rule

1 ifn=mnand C=mtthenD = D,,,;
2 if =N and C = moo then D = D,;, oo
3 ifn=mnpand C=ot then D = D,

4 if n = nyp and C = ooo then D = D,
5 if n=mn and C = ooo then D # D,
6 if =N and C = 0oo then D # D,,
7 if n =np and C = oco then D # D, o
8 if =1 and C =mt then D # D, ;
9 if n = nyp, and C = moo then D # Dy, o

In a similar way, we can compute the trust level dynamically for other cate-
gories of restricted delegation also, then relate the computed value with the type

or category of delegation and arrive at a decision as to whether the delegator can
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Figure 31: Illustration of Stage 2 Fuzzy Process

grant the access rights (bounded or unbounded) to the delegate. Periodic update
of trust values can enhance grid security and can speed up the process of dynamic

delegation.

5.6 Chapter Summary

In this chapter, we introduced the use of fuzzy logic to develop mechanisms based
on trust relationships between domains, to achieve dynamic authorization of re-
sources. Though fuzzy control has been used in many systems, the use of fuzzy
logic to represent trust values is very limited and hence ours is a novel idea. The
tuzzy trust and delegation model (FTDM) which we proposed, uses a fuzzy logic
based scheme to determine whether dynamic delegation is possible in a grid and
if so, what type of delegated access is permissible for the given trust level of a site.
We considered the trust level between two sites as the deciding factor because it
can be measured dynamically, reflecting the behavioral patterns and intentions of
the site requesting delegation. The two-stage fuzzy inference process provides a
approach solving access control issues in grids. The FIS rule design mechanism

helps in formulating an efficient dynamic delegation policy in grids.
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In summary, trust relationships form the basis for determining the degree of del-
egation between two sites of a distributed environment like the grids and also that
this trust relationship can be extended to multiple sites making multi stage dy-

namic delegation feasible for automated performance improvement in grids.
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CHAPTER VI

FINE GRAINED ACCESS CONTROL FRAMEWORK

6.1 Introduction

In Chapter V, we presented a trust-based mechanism for decisions based on the
degree of dynamic delegated rights. In this chapter, we use the fuzzy-based con-
trol mechanism to arrive at a flexible, trust-aware fine-grained access framework
for grid access control from the context of access permissions and resources allo-
cation. The access policy (grant/deny or partial grant), is governed by the trust
relationships among the grid domains. The quantification of trustworthiness of a
resource site is done using fuzzy inference systems.

The rest of the chapter is organized as follows. In section 2, we discuss the
tine-grained authorization requirements of a grid computing environment. Section
3, discusses the advantages of trust-aware grid sites and quantification of trust
using Fuzzy Inference Process. We consider various categories of trust such as
direct trust, asymmetric trust and indirect trust. In section 4, we propose a fine-
grained authorization mechanism which can map the computed trust values to
the corresponding access control decisions to ensure secured fine-grained resource
access. We consider varying degrees of access like full access, partial access (fine
grained) or nil access. And finally we summarize the work done as part of this

chapter.

6.2 Fine-grained Authorization in Grids

The heterogeneous nature and independent administration of geographically dis-
persed resources in grid, demand the need for an access control mechanism built
on fine-grained policies. We need to investigate the problem of fine-grained access
control in the context of resource allocation in grids as it is the first and key step
in developing access control methods specifically tailored for grid systems. Fine-

grained access control system has proved to be effective for different applications
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[66]. Elisa Bertino et al., [42] proposed a security component as part of a meta-
scheduler service that can find the list of nodes where a user is authorized to run
his/her jobs. The security component was designed in an effort to reduce the num-
ber of rules that need to be evaluated for each user request. Similarly, grid users
get a higher flexibility in choosing the resources in which their jobs must execute.

A grid domain has its own local administrative policy and follows a global
access policy for inter domain access. Implementation of a grid-wide access con-
trol policy, which can comply with the local policy is a real challenge. A grid
would be valuable if it can contribute resources to the ultimate user and/or ap-
plication across multiple domains in a secure way. Computational grid infras-
tructure softwares like the Globus Toolkit enable a user or application to identify
and use the available resources irrespective of location and ownership. User pro-
grams/applications may contain malicious codes, which may act as a threat to the
grid resources. On the other hand, grid resources, which are not trustworthy, may
pose security problems to the user applications. Therefore security assurance must
precede resource access. Almost all grid applications like scientific explorations,
health care, government and business services have security and privacy require-
ments. Virtual organizations formulate and enforce policies for its members’ use
of community resources, not only in terms of who can use what resource, but how it
can be used.

The resource management is a real issue in a virtual environment like a grid
where heterogeneous resources are geographically distributed and are held by in-
dividual domains having their own access policies. In such an environment, both
the resource and the application need to be security-aware. If a resource provider
site and a resource consumer site can establish a trust relationship among them-
selves, then mapping a resource request as per the trust value is possible. To ana-
lyze trust and take access control decisions based on it, we need to quantify trust.
Several issues need to be considered in trust computation. We consider various
categories of trust to arrive at a fine-grained access control model.

The fine-grained access control and authorization requirements in grids [149],

[186] can be listed as follows:

e Combining policies from different sources. While outsourcing a portion of
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the policy administration to the virtual organization (VO), the policy enforce-
ment mechanism on the resource needs to be able to combine policies from

the resource owner, the local policy and the grid-wide policy.

e Fine-grain control of access rights. For the VO to express the differences be-
tween how its user groups are allowed to use resources, the VO needs to be
able to express policies regarding a variety of aspects of resource usage, not

just grant/deny access.

e VO-wide management of jobs and resource allocations [187]. Normally, in a
virtual organization, the jobs themselves are treated as resources. This poses
a challenge with the jobs being dynamic and static methods of policy man-
agement not effective. Users may also initiate jobs that are independent of
the VO - e.g. a user may have allocations on a resource other than through
the VO and jobs invoked under this alternate allocation should not be subject

to VO policy.

e Fine-grained and dynamic enforcement mechanisms. To implement policies,
we need supportive enforcement mechanisms. Most resources today are ca-
pable of policy enforcement at the user level. This implies that all jobs run by
the same user may be governed by the same policy though finer policies for
different resources is ideal. Also, the enforcement mechanisms are typically
statically configured through file permissions, job quota and the like. There-
fore, we require an enforcement mechanism which can handle dynamic, fine-

grain policies.
e Fine-grainedness based on roles (like initiator of jobs, manager of jobs etc)
e Fine-grained access for users with resource specific account [147]

e Fine-grained access based on trust relationships

6.3 Trust Aware Grid Sites

The fundamental concept of inter domain trust relationships is that trust works
as an assurance that an entity will act in exactly the way we expect. Trust, when

concerned with the authentication of grid entities is called identity trust. The Grid
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Security Infrastructure (GSI) of Globus provides identity trust-related services. Be-
havior trust of an entity implies its trustworthiness. Shared grid resources, if in-
fected with malicious programs, may damage the user application running on the
grid platform. Trust assessment of a site involves the measurement of dependabil-
ity, security, reliability and performance [125].

Let us consider a grid (G) as a virtual organization of multiple domains each
having its own administrative and local access policies. Let D; be any domain in
a virtual organization, which may have n number of members. Let Sp; be the site
representing the j* domain. Then we can represent a grid as G ={D;, where, j=1 to
n }. The trust relationship between two sites Sp; and Sps is a linear and directional
value ;2. We consider the following categories of trust relationships namely direct

trust, asymmetric trust and transitivity trust to arrive at access control decisions.

6.3.1 Direct Trust

If a domain D; trusts another domain D; based on their direct interactions, then it
is called direct trust ¢;; or ). It also reflects the reputation of D; as a trusted entity.
The reputation of an entity is an expectation of its behavior based on other entities’

observations or information about the entity’s past behavior at a given time.

6.3.2 Asymmetric Trust

Sites in a grid environment may be either resource sites or user/application sites.
A bi-directional trust relationship is to be established between these sites to ensure
secured access to resources and to provide security assurance to the applications.
If ¢;; is the trust from a resource site (D;) to an application site (D;) and ¢;; the trust
from D; to D;. t;; is not necessarily equal to ¢;;. The unequal trust between two
sites is termed asymmetric trust. To create two-way trust awareness, we compute

the asymmetric trust.

6.3.3 Transitivity Trust

Transitivity property of trust determines whether trust can be extended outside the
two domains between which it was established. Transitivity property can be used

to extend trust relationships with other domains and non-transitivity trust to deny
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trust relationships with other domains [20]. Transitive trust is an automatic trust
association between parent and child domains in a forest of domains. Transitive
trust relationships flow upward through a domain tree as it is formed, creating
transitive trusts between all domains in the domain tree. Here, we extend this idea
for establishing trust between two domains.

Execution of jobs in a grid environment generally requires a site to interact with
several trusted intermediaries before actually accessing the resource site. Let us
consider sites D;, D; and Dy, in the neighborhood. If D; trusts D; and D, trusts
Dy, then by using property of transitivity we can say that D; trusts Dj,. The site D,
need not directly compute the trust value on Dy,. So transitivity trust is an indirect
trust relationship. Transitivity trust reduces the overhead involved in computing
trust for another time. It is also useful in the absence of data on past interactions.
D; acts as a trusted intermediary between D; and D;. Figure 32 depicts various

trust paths for the above categories.

P e A,
- -

# i * b
{r A .\'\
&’ : | Transitivity *y
. !rect o Trustf; K

' Trust . ] k

r . \
L kY ]
] . b ]
; _/ Asymetric b} 1'
! Trustt !

i i l

Y / ;.
» #
. Virdual Domaln .

Figure 32: Trust Paths across a Virtual Organization
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6.3.4 Quantification of Trust using FIS

In the previous chapter, we have seen that the linguistic evaluation of trust value is
not enough to assess the security preparedness of a grid site. We need a mechanism
by which we can translate this value to its corresponding numeric form. A fuzzy
inference system allows us to provide input values as vague/imprecise linguistic
terms, which, after fuzzification process, is converted to the corresponding fuzzy

inputs.
6.3.4.1 Quantification of Direct Trust

The basic inputs which we use for trust quantification of a site are, job success
ratio («), defense mechanisms (/3) and well-behavedness (7). To fine-tune these
inputs, we use one more parameter called timestamp t, which indicates the time
of computation of trust. This timestamp t shows whether trust values have been
updated or not.

Trust computation procedure between sites i and j starts with measurement of
the trust inputs. Job success ratio « is the ratio of the number of jobs successtully
executed(m) by j to the total number of jobs submitted(n) at j by i in the recent past.
i.e., a = m/n. a of a site is an indication of its performance. This ratio is a numeric
value. The Grid Resource Allocation Manager (GRAM) at site i maintains relevant
job data as well as status of the jobs.

The second trust variable is defense mechanisms 3. [ represents the security
preparedness of a grid site. Preferred defense mechanisms at a site are distributed
tirewalls, encrypted tunnels, packet filters, intrusion detection systems and traffic
monitors. If site Sp; has to compute trust on Sp;, it sends a query to site Sp; asking
for the availability of these mechanisms.

Let DM’ (Sp;) represent the defense mechanism at a site (Sp;), wherei=1tol,
and the value of DM’ (Sp,) is a Boolean variable. We attach certain weights w; to
each of them, based on their effectiveness. Then (3 can be represented as,

B =>"w; DM" (Sp,), where i=1 to 1 and we consider 1 = 5, which can be in-
creased.

The weight w; is such that Lb < w; < u.b, where we assume that 1.b= 0.3 and

u.b=0.9, (the lower bound and upper bound values) depending on the defense
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mechanisms. Incorporating additional attributes like security levels and efficiency
adds to the accuracy of measurement of 3. Various defense mechanisms possible
in the grid environment include distributed firewalls, encrypted tunnels, packet
filters and intrusion detection mechanisms.

The third trust input well-behavedness ~ of a site during past interactions is a
pointer to its access intensions. A well-behaved site never intends for unautho-
rized tampering of resources through its applications/task requests. Since v is a
natural term, we quantify it and analyze it through fuzzy approach. It can be mea-
sured with the help of data from intrusion detection systems at site i. The data
of reported intrusion attempts at i from j can be analyzed using data mining tech-
niques. These patterns indicate the well-behavedness of j with respect to i.

We consider three varying degrees of inputs namely low, medium and high (i.e.
from 0 to 1 on a numeric scale). Similarly, for the output variable direct trust, we
consider three levels low, medium and high (from 0 to 1). An inference rule con-
sists of at least one antecedent and one consequent. For example, an inference rule
can be: if direct trust is low then access-deny. Here, direct trust is low is the antecedent
and access-deny is the consequent. We associate a weight attribute with the rule.
Each antecedent has one linguistic variable, one linguistic term, and one logical
operator. Similarly, each consequent also has a linguistic variable, a linguistic term
and a weight attribute. We have computed and quantified the trust values using a
two-stage fuzzy inference process.

For the domains D, and D;, the trust value may increase or decrease over a pe-
riod of time based on the interactions between the sites. This means that periodic
update of trust is necessary to reflect the dynamic access environments. We up-
date trust values based on the time stamp ¢ attached to it. Thus direct trust v is a

function of t expressed as 1, = f(cy, B, V).

6.3.4.2  Quantification of Asymmetric Trust

We have seen earlier that the trust values t;; and t;; between two sites i and j need
not be the same due to the differences in the performance of sites resulting in dif-
ferent job success ratio values, non-uniformity in the defense mechanisms set up at

the two domains and different degrees of behavioral patterns or well-behavedness
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from one site to another. Thus trust is a vector with a magnitude and direction.

6.3.4.3 Quantification of Transitive Trust

In the previous two categories of trust, the trust level that a resource/application
site holds on another is based on the direct relationship /interactions between them.
In wide area systems such as grids, a site needs to interact with more than one site
to complete a job execution. Since quantification of trust between every pair of
domains is not practical, we can consider transitive trust. Scalable trust allows cer-
tain level of trust to travel to large number of nodes (or entities) and still be able
to maintain maximum level of trust during its travel in a specific time frame. This
propagation of trust is called transitivity trust.

A virtual organization comprises multiple grid domains. It follows a certifica-
tion path. A “root” CA (RCA) issues certificates to its subordinate CAs and these
CAs issue certificates to their next level subordinate CAs and so on. The “root” CA
is regarded as the trustworthiest in the hierarchical certification path. Every subor-
dinate must know the root CA’s public key. Any subordinate’s certificate may be
verified by following the certification path till the verifier reaches the root CA (e.g.
a common trusted CA or the CA who issued the subordinate’s certificate). Figure

33 shows the scalability of trust in a virtual organization.
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Figure 33: Scalability of Trust in a Virtual Organization
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Considering the domains D;, D; and Dy, in a virtual domain with RCA as the
root CA and having their own local CAs (subordinate CAs), then “D; < D; >, D, <
D; > " means D; signed the trust credential of D;, and D; signed the certificate of
Dy,. Similar to the X.509 Public Key Infrastructure (PKI), the level of trust provided
by certificates “D; < D; >, D < D; > 7 is the same as “D;, < D; > ". In other
words, possession of “D; < D; >, D, < D; > 7 provides the same capability as
“Dp < D; >7 (ieD; < D; >, Dy, < D; >= Dy, < D; >). Figure 34 shows the

transitivity trust path in a V.O. We quantify transitivity trust using the relation,
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Figure 34: Transitivity of Trust

Trust (i, j)A Trust (j,k)= Trust (i,k) provided the sites i, j, k have a common root CA.
Here, A implies the composite relation AND between the trust values Trust (i, j)
and Trust (j k). Site Sp, establishes a trust relationship with Sp;, through a trusted
intermediary. As direct trust relationship is more authentic, we consider a degrade
value for transitivity trust. Transitivity trust evaluation ¢;; requires the trust values
t;; and tj;, as its inputs.

Figure 35 shows the computation of transitivity trust from the trust values trust
(1, j) and trust (j k). As transitivity trust is an indirect security assessment, we apply
a reduction factor w on trust(i k). i.e., t;; = trust (i,k) *(1- w)

In Figure 35, t;; is 0.794 and t;;, is 0.832. The composite operation A provides
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the value of ¢;;, as 0.744. We assume w based on the application and the security
level of the resource accessed. For security critical applications/resources a large
w such as 0.9 can be adopted. For stable and relatively low security-sensitive ap-
plications/resources, a small w such as 0.3 is adopted. In general cases one can
set w in the range (0.7-0.8). There is another way in which we could arrive at the
transitivity trust value. Instead of site D; trusting D; through only Dj, we can
have Dj;,Djs....Dj,. There can be various possibilities like t;,=Min{t;;\t;;}, where
j=J1,J2.--.-Jp Or we can also have Max, Avg relations depending on the trust require-
ment. This is depicted in Figure 36.

Transitivity trust values help in trust integration and propagation across mul-
tiple grid domains. Domain D; acts as the trusted third party or intermediary

between D; and Dj,.

6.4 Fine-Grained Access Control Framework using Trust Values

Fine-grained access control of grid resources is important for grid security. We
need to express and enforce fine-grain policies on the usage of resources. These
can no longer be expressed by simple access control as we have to specify exactly
what fractions or configurations of resource may be used by a given entity. The
targets of a fine-grained policy can be resource allocation and usage, job manage-
ment, application services etc. The fine-grained access specifications for a resource
among the VO participants is provided by the VO. The VO has two primary clas-

sifications of its members: one group has the role of developing, installing and
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Figure 36: Constructing Transitive Trust
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debugging the application services used by the virtual organization to perform
their scientific computations and another group which does analysis using the ap-
plication services. The first group may need a large degree of freedom for the
applications they need to run (e.g. compilers, debuggers, the applications them-
selves) in order to debug and deploy the VO application services, but would only
be consuming small amounts of traditional computing resources (e.g. CPU, disk
and bandwidth) in doing so.

The second group may need the ability to consume large amounts of resources
in order to perform scientific computations, but should only be doing so using
application services approved by the VO. Also to specify policies such that certain
users may use more/ less resources than others and that certain applications may
consume more or less resources than others, we need a fine grained grid access
control mechanism.

In traditional access control mechanisms, we have only the permit - deny kind
of access decisions. In trust aware grid systems, we can incorporate certain degree
of fine grained access based on trust values, the access control being full, nil or
partial. Though the Grid Security Infrastructure of GT4 security framework sup-
ports various authorization schemes such as self authorization, gridmap file, identity-
based authorization, host-based authorization etc, there is no provision made for fine-
grained authorization in any of these schemes. The client identity is obtained from
the credential used by the application to contact the service. The resource owner
identity is obtained from the credentials configured for the resource, service, or

container, depending on availability, in that order of precedence.

6.4.1 Fine-grained Authorization Engine

The VO may wish to specify finer-grain policies that certain users may use more or
less resources than others. These policies may be dynamic and change over time.
In addition to the policy on the resource utilization, the VO may wish to manage
jobs running on VO resources. For example, users often have long-running com-
putational jobs using VO resources and the VO often has short-notice high-priority
jobs that require immediate access to resources. This requires suspending existing

jobs to free up resources; something that normally only the user that submitted the
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job has the right to do. Since going through the user who submitted the original
job may not always be an option, the VO may give a group of its members the abil-
ity to manage any job using VO resources so that they can instantiate high-priority
jobs on short notice.

We propose a fine grained access control system which consists of an authoriza-
tion filter in the form of fine-grained access control engine. Based on the quantified
trust values, this engine intercepts every access request and evaluates it against the
restrictions to service/resource accessibility. Thus the resource request may be re-
jected; be allowed as it is or may be filtered and executed in a modified form.
The filtering of a request may involve elimination of some of its attributes that the
client is not allowed to specify or additionally needs to specify. Figure 37 shows

the proposed fine-grained authorization mechanism.
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Figure 37: Fine-Grained Authorization

Any of the above authorization schemes can use the quantified trust value (for
different contexts) to generate access decisions. We integrate our fine-grained au-
thorization engine the XACML framework. The implementation of a similar in-
tegration (of Role-Based Model with XACML framework) has been explained in
Chapter VII of this thesis. At the Policy Decision Point or PDP [34], the autho-
rization or access decisions are implemented. Rules form the most important sub-

component of any access policy. Rules are essentially conditions that evaluate to
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permit, deny or partially permit access.

6.4.2 Rule - Creation for Access Decisions

A fine-grained policy framework is formulated in three stages namely, creation of
the rule target, definition of the effect and creation of the condition. A rule target
is an entity on which the rule works. In a grid environment, a rule target is a grid
resource/application. Once the rule target is created, it needs to be authenticated.
In a trust aware grid environment, the trust levels are used as credentials. The
effect of the rule implies the type of access decision namely permit, partial permit
or deny. If the associated condition of a rule is true, then the effect of the rule is

positive.

6.4.3 Trust Credential

The quantified trust value is used as an attribute for constructing the trust cre-
dential. The general format of the trust credential as per the XML syntax is as
given below. Every trust update is reflected by incrementing the version number
of the trust credential. The trust credential contains the policy decision which gov-
erns the fine-grained access of grid resources. The elements of this format include
the granter name, the grantee, the trust type, trust level (trust value), validity pe-
riod,the access type and the resource being accessed.
<trustCredential >
<version>1.0</version>
<granter>granterDN < /granter>
<grantee>granteeDN < /grantee>
<trustType>type</trustType>
<trustLevel>level</trustLevel>
<validity>
<notBefore>time< /notBefore>
<notAfter>time</notAfter>
</validity>
<accessType>accessval</accessType>

<resourceName>name< /resourceName>
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< /trustCredential >

6.4.4 Mapping Trust Values to Access Decisions

The trust value can be at any of the levels namely low, medium or high. We suggest
an access control model, which maps the trust value to its corresponding access
decision based on the trust values. The following are some of the sample if-then-
elseif-else rules used for fuzzy inferencing. The different categories of trust are
taken care of by weighted trust quantification and the trust input variables in each

case.

if direct trustis low then denyAccess elseif direct trust is medium then partialAc-
cess else grantAccess

if asymmetric trust is low then denyAccess elseif asymmetric trust is medium
then partialAccess else grantAccess

if transitivity trust is low then denyAccess elseif transitive trust is medium then

partialAccess else grantAccess

Figure 38 shows the initiation process of resource access after mapping of trust

values with the access decisions.

Trust
zrantor Zrantee _raedentials

~
B

; | i
1 | 1
! Access  Reguest l I
1 1 |
|
1

Trust  Compute

Init _access

-l
-

Figure 38: Initiation of Access
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The overall trust aware access architecture for a virtual organization is as in
Figure 39. We present the framework for any two grid domains, which could be
extended to any number of domains n. Domains i and j each contain a trust man-
agement module (TMM). This module establishes trust relationships between the
two domains by interacting on a set of trust inputs and then quantifies trust. Af-
ter this process, the trust value is passed on to the PDP (Policy Decision Point)
module, where the trust values are mapped with access privileges. PEP or the Pol-
icy Enforcement Point, acts as the access control enforcement mechanism, which
implements the access decision taken at the PDP. Once the access is granted, the

resource can be accessed. The working of PDP and PEP have been discussed in

Chapter III, section3.3.

¥ ™ F

Resource Resource = el A oUrce

Figure 39: Trust Aware Access Control

6.5 Chapter Summary

The main contribution of this chapter is the proposed trust-aware fine-grained ac-
cess control framework for grid environment. We quantify various categories of
trust namely direct trust, transitive trust and asymmetric trust using fuzzy infer-
ence process and map these values to access control decisions. This framework
can be incorporated with the legacy access control mechanisms. Use of transitiv-

ity trust reduces the trust computation time and is best suited for scalable virtual
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environments like grids. A trust aware grid environment can deal with dynamic
access requests to resources more effectively. Ascertaining that an entity with a
particular identity or set of attributes has the permission to perform a particular
action on a particular resource is a key issue. Trust aware grid sites can secure their

resources and applications in an efficient way:.
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CHAPTER VII

IMPLEMENTATION DETAILS OF THE PROPOSED MODELS
AND AN ANALYTICAL CASE STUDY

7.1 Introduction

In the previous chapters, we presented various architectures and models for solv-
ing grid security and access control requirements such as direct authorization, del-
egation, dynamic access control and fine-grained access control. But enforcement
of these models through suitable mechanisms is equally important. This chapter
is a logical extension of the Chapters III and IV as we elaborate the implementa-
tion details of the proposed architectures. The first step in implementation is to
prepare ground for a middleware platform [190], [77] on which the implementa-
tion can be done [122]. As grid is a heterogeneous environment, we need to have a
middleware to project its federated nature. We explored the possibility of using es-
tablished grid middlewares like the Globus, the Gridbus etc. We found that Globus
is a middleware platform with support for security-related interfaces like authen-
tication, authorization etc where as other middlewares lacked security interfaces.
Our models being solutions for security issues in grids needed security-supportive
interfaces for implementation. Accordingly, we opted for the latest Globus Toolkit
4.0 as the middleware platform [72], [135]. Next, we need to decide the prerequi-
sites in terms of the software and the technologies. The operating system used is
Redhat Linux 9.0 distribution.

This chapter is organized as follows. Section 2 contains the implementation
details of various interfaces like the Admin GUI and Client GUI. We also provide
a GUI by which the administrator can update or modify new XACML policies
[145], [96]. Appendix A describes the installation of Globus Toolkit and shows
the steps to write a grid service. Appendix B gives an overview of XACML [34].
In section 3, we show as to how we can implement the architectural frameworks

for cross-domain (inter-domain) authorization and delegation. Section 4 describes
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the LDAP architecture which we have proposed for the grid environment with its
implementation. Appendix C gives a general description of LDAP. In section 5, we
give a detailed case study conducted on the security aspects of Garuda Grid and

suggest ways to incorporate better security mechanisms in Garuda.

7.2 Implementation of the Interfaces and Main Modules for Single-
Domain Grid Enterprise

Globus is a middleware for grid environment. It enables us to write grid applica-
tions. Installation of Globus and how to write grid services [57] is explained in
Appendix A.

Technologies used

e Java - for Interfaces design, grid service implementation
e mysql - Database for storing user-role, user-delegation information.

e LDAP - server to store details about additional attributes of the users and

resources in the organization.

e XACML - to express Access Control Polices [176]

To demonstrate the authorization procedure, we have written a simple grid service

called the Mathservice which includes the following operations:

1. add - for adding two numbers
2. sub - subtracts two numbers
3. mul - multiplication of two numbers

4. div - division of two numbers

The whole project is put in the /home/globus/project folder. The mathservice

contains two modules:

e MathClient.java

e MathService.java

Both are placed in the /home/globus/project/mathservice/src/org/globus/mathservice/
folder. We then deployed this grid service in globus container using apache ant.

Then run ant deploy (run this command where your build.xml file lies)
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7.2.1 Administrator and Client GUI

e Service Provider:
The service provider deploys the service in the container and specifies the
constraints to access the service based on roles. The constraints are specified

in plain language

1. student role allowed to access only addition and subtraction. Time-range

to access mathservice is 9am to 5pm.

2. reader role has access to addition, subtraction and multiplication. Time-

range to access mathservice is 9am to 7pm.

3. professor role has access to all operations of the mathservice. Time-range

is 9am to 11pm.

¢ Administrator:
The administrator has a separate interface to do operations like specifying the
organizational hierarchy, user-role assignments, creating and modifying the
access control policies etc. The administrator creates access control policies
according to the service provider specifications using XACML [116]. The
administrator interfaces with the LDAP server through the LDAP browser.
Figure 40 shows the graphical user interface for the administrator to create or
modify RBAC policies. Figure 41 shows the interface through which the ad-
ministrator can create or modify access control policies in the XACML frame-

work.

e Client:
The Client GUI as shown provides support for the clients to get details of
user-role relations, log information about the user’s past delegations and
works as an interface for the user to delegate his role to another user. Clients
can also query ldap using the LDAP browser. The client GUI for interaction
to administrator as well as for delegation are depicted in Figures 42 and 43

respectively.

The attributes we have considered in formulating the access control policies are

e Role of the user
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| Enter Organization Levels | | Role Members |
| Assign User to Role | | Delegation Info |
| Change User Role | | Assign activiteis to Role |
| Delegate Role | | Access to Policies |
| Add / Delete Role | | Organization Info |
| Delete User | | Usr - Raole Info |

| Authorization Info |

Figure 40: Administrator GUI

e Requested service
e Operation with regard to that service and
e Time-range to access the service.

XACML decision engine operates with these attributes to make the decision.

The custom authorization takes the final decision based on two things.
1. First it checks the decision from XACML decision engine
2. Then checks the system dynamic attributes (free memory, cpu load)

Figure 44 shows the screenshot of user-role assignment as done in Role Based Ac-

cess Control.

7.3 Main Modules

1. MainPDP;java:

The custom authorization module is plugged in the globus toolkit.
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Figure 41: Administrator GUI for Creating New Policies in XACML
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The custom authorization module implements the interface

org.globus.wsrf.security.authorization. PDP;

This module can be found at /home/globus/project/serviceprovider/

input: user’s details and request information.

Output:

o True: If the decision from the XACML decision engine is permit

and the system dynamic attributes (free memory,

cpu load) are below the specified limit.

e False: Decision from XACML decision engine is deny, or permit

but the free memory and cpu load are above the specified limit.

// some
import
import
import
import

import

//This

public

of the imported packages

org.globus.util.I1l8n;
org.globus.wsrf.security.authorization.PDP;
org.globus.wsrf.security.authorization.PDPConfig;
org.w3c.dom.Node;

org.globus.wsrf.security.authorization.PDPConstants;

method takes the final authorization decision

boolean isPermitted(Subject peer, MessageContext

context, QName op) throws AuthorizationException ({

Parameters:

peer - authenticated client subject with

credentials and attributes

context - holds properties of this XML

message exchange

operation - operation that the subject

wants to invoke

Throws:
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AuthorizationException

The MainPDP sends the details to the XACML decision

engine which is running on a different system using socket function calls.

. PEP.java:
The PEP receives the request, and tries to get

the user’s explicitly selected role or the original role.

//connection establishment to database

try {
Class.forName ("com.mysqgl. jdbc.Driver") .newInstance () ;
connection = DriverManager.getConnection

("Jjdbc:mysgl://localhost:3306/rbac?", "root","");

//get the original Role of the user

//1f he not selected any role explicitly

By §
PreparedStatement statementl

= connection.prepareStatement

("select * from usr_role where usr = ?2;");
statementl.setString(1l,username);
ResultSet rs = statementl.executeQuery () ;
while (rs.next ())

role = rs.getString("role");

}

//get the Role if he explicitly
//selects one of his delegated roles
try |

PreparedStatement statement2

= connection.prepareStatement
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("select x from usr_selected where usr = ?2;");
statement2.setString(1l,username);
ResultSet rs = statement2.executeQuery/();
while (rs.next ())

delrole = rs.getString("role");

}

If the user selects his delegated role, the PEP tries to get other information
like expiry date and time for that delegated role. Compare the expiry date
and time with current date and time. If the role’s time limit is not expired, the

PEP formulates the RequestContext.

//formulating Request Context
RequestCtx request =
new RequestCtx (subjects, resourceAttrs, actionAttrs);
Parameters:
Attributes of the subject, resource and Action
subjetct has attributes like

Role, name and Address etc.

If the access control policies are too complex and need more subject attributes
than just the subject role, then the PEP contacts the LDAP server. It queries
the server for more details about subject using the subject’s identity and sends

the RequestContext to the PDP.

//send the Request Context to PDP
//and get the Response Context

ResponseCtx response = pdp.evaluate (request);

. PDP.java This is the core class for the XACML engine, providing the starting
point for request evaluation. Before evaluating the RequestContext, we have
to initialize the PDP with information like the location of the policies. The

supported classes for PDP are
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e PolicyFinder.java
This class is used by the PDP to find all policies used in evaluation. It
finds a policy based on the request’s context. This involve using the re-
quest data and matching this data with the Target element in the policy
to decide whether the given policy applies or not.

//Tries to find policies applicable
//to the given RequestContext
public PolicyFinderResult

findPolicy (RequestCtx context)

XACML policies contains rules, which may specify the conditions also
(example: time-range, age > 20 etc). So, we need modules to support
comparisons, string matching and boolean logic etc. Some of the classes

are

e AddFunction.java This class implements all the add functions. It takes
two or more operands of the appropriate type and returns the sum of the

operands.

o ComparisionFunction.java This class implements all of the standard com-
parison functions like greater-than, less-than and greater-than-or-equal

etc., on most of the data types.

o TargetMatch.java Represents the SubjectMatch, ResourceMatch, or Aci-
tonMatch XML types in XACML, depending on the value of the type
field. This is the part of the Target that actually evaluates whether the
specified attribute value in the Target matches with the corresponding

attribute value in the RequestContext.

//Determines whether this TargetMatch
// matches the input request
public MatchResult match (RequestCtx context)
context - the representation of the request
returns - the result of trying to match the

TargetMatch and the request

o TimeRange.java The PDP upon receiving the request, tries to find the
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appropriate timerange policy for that RequestContext. If the request to
service comes within the specified range the PDP continues to identify
the next applicable policies for that request otherwise it returns Respon-

seContext to the PEP with decision as Deny.

//Parse the timerange policy to check
//the time limits to access the resource

public boolean TimeRange (String attrs[])

o CombiningAlgorithm.java This class is the base type for all combining

algorithms.

//Combines the inputs based on the
//context to produce some unified result.
public abstract Result combine (RequestCtx context,

List inputs)

context - the representation of the request
inputs - the things to combine (Policies or Rules)
returns - a single unified result based on the

combining logic.

e DenyOverridesPolicyAlg.java This is the standard Deny Overrides pol-
icy combining algorithm. It allows a single evaluation of Deny to take

precedence over any number of permit.

//Bpplies the combining rule to the set of
//policies based on the evaluation context.
public Result combine (EvaluationCtx context,

List policies)

Parameters:
context — the context from the request
policies - the policies to combine
Returns:

the result of running the combining algorithm

e PermitOverridesPolicyAlg.java This is the standard PermitOuverrides pol-

icy combining algorithm. It allows a single evaluation of Permit to take
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precedence over any number of deny, not applicable or indeterminate
results. Note that since this implementation does an ordered evaluation,

this class also supports the Ordered Permit Overrides algorithm.

//Applies the combining rule to the set of
//policies based on the evaluation context.
public Result combine (EvaluationCtx context,

List policies)

Parameters:
context - the context from the request
policies - the policies to combine
Returns:

the result of running the combining algorithm

For rules also there are combining algorithms like policies
— DenyOverridesRuleAlg
— PermitOverridesRuleAlg

After evaluating the RequestContext the PDP will get a unified result, the
PDP then formulates ResponseContext and send that to PEP.

. ResponseCtx.java

//Represents the response to a request
//made to the XACML PDP.
public void encode (OutputStream output, Indenter indenter)
Parameters:
output - a stream into which the XML-encoded data
is written

indenter - an object that creates indentation

strings

When the PEP gets the ResponseContext which is encoded in XACML format,
it parses the ResponseContext and gets the decision. The PEP then sends the
decision to the custom Authorization module in the globus Toolkit. The PEP

also sends the log information like the role in the Request context, time when
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the request reached PEP, reasons if the decision is Deny and so on. All this

communication is done through sockets over network.

The Authorization module (MainPDPjava) extracts the system specific at-
tributes like free memory and cpu load dynamically and uses these attributes
in the final decision making along with the decision from the XACML deci-

sion engine.

//extracts system dynamic attributes

public double loadavg () {

// reads the load average form /proc/loadavg
public int freemem() {

// reads the memory details from /proc/meminfo

If these criteria are satisfied, the Authorization module allows the client’s re-

quest to the service. Otherwise, it denies the request.

7.3.1 Referencing the MainPDP from a security descriptor

The Mathservice uses the custom Authorization Module to control the access to the
operations in the service. The service security descriptor file specifies the security

configuration for a service.

In the project the Mathservice security descriptor
file is located at /opt/globus-4.0.4/etc/math_service/
math-service-security-descriptor.xml.

After modification the file will be like this:

<securityConfig xmlns="http://www.globus.org">
<auth-method>
<GSITransport/>
</auth-method>

<authz value="ascope:org.globus.sampleauthz.MainPDP" />

Our service should refer to the security descriptor file first. We have to add the

following parameters to the WSDD file, where the path to the security descriptor
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file is relative to GLOBUS_LOCATION. The WSDD file for Mathservice is placed

at

/opt/globus-4.0.4/etc/math_service/server—-config.wsdd

<!—— This configuration enables the authentication
and authorization
options for this service found in the specified
securityDescriptor
-—>
<parameter name="securityDescriptor"
value="etc/math_service/math-service-security—

descriptor.xml"/>

74 Implementation of Cross-Domain Authorization

The modules which are required to be implemented for cross domain role map-
ping and authorization are as shown in Figure 23. The code shown below is a part
of Authorization Server(AS)of the client domain to which the request for role map-
ping comes from its redirection server. Here, essentially the code tries to find the
type of the message received from the Redirection server. It finds out the domain
of the client whose role is being requested and then retrieves its role. Then it cre-
ates a client certificate as shown in the sequence diagram and then adds the rank

of the role retrieved and sends it back to the AS.

if (msginstanceof ClientNotFoundRequest)

{

ClientNotFoundRequest im = (ClientNotFoundRequest)msg;
String domainC = im.getDomainClient ();
System.out.println (domainC) ;

if (domainC.equals ("nitw.ac.in"))

{

String ClientName = im.getName () ;

int RankC = getRank (ClientName) ;
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ClientCertificate request = new ClientCertificate(l,RankC,1);
sendMessage (s, request) ;

}

}

if (msginstanceof ClientNotFoundRequest)

{

ClientNotFoundRequest im = (ClientNotFoundRequest)msg;
String domainClient = im.getDomainClient();

//get the domain of the client

String domainService = im.getDomainService();
System.out.println("the message received is" + domainClient
+ domainService);

if (domainClient.indexOf ("ac.in") != -1)

//check if the domain is a sub domain

{

String serverAddress = getAddress (domainClient);

int serverPort = getPort (domainClient);
System.out.println ("the server and the port are"

+ serverAddress+serverPort) ;

e

sock = new Socket (serverAddress, serverPort);

}catch (IOException ioe)

{

System.out.println ("ServerWindow () : mainsock : " + ioe);
}

sendMessage (sock, im);

OQMessage msgl = receiveMessage (sock) ;

if (msglinstanceof ClientCertificate)

{

ClientCertificate cert = (ClientCertificate)msgl;
cert.setRank (2);

cert.setRank2 (cert.getRank?2 () xgetRank (domainClient));
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cert.setRankl (cert.getRankl () rgetRank (domainService));

sendMessage (s, cert) ;

}
}
}

The above code is a module from the Redirection server of the ac.in domain. It

does the following:

1

2.

7.5

. gets the domain name of the client and also the name of the client
gets the domain for which the service is requested
. gets the address of the AS of the client domain

. creates a socket for the same and sends the clientNotFoundRequest message
to the AS

. multiplies the client ranking (Rank1) with the rank of the client domain
. multiplies the service ranking (Rank2) with the rank of the Service Domain

changes the variable rank to 2. This is to indicate that the next AS or RS
should multiply the rank of its sub domain with the Rank?2

. passes this client certificate to the server form which request has come

Implementation of Lightweight Directory Access Protocol

Lightweight Directory Access Protocol or LDAP [2] helps in introducing addi-

tional user attributes in the access control mechanism thereby helping in imple-

menting finer access control on the grid resources. We have proposed an LDAP

architecture for integration with the grid environment. The LDAP server contains

the

our

full details of users and resources in the environment and is helpful in making

access control policies more fine grained with the help of additional attributes.

The Grid Resource Information Protocol (GRIP) of Globus [135], makes use of

LDAP as the standard resource information protocol. LDAP is also used as a cat-

alog access protocol. But, we mainly associate LDAP with the user attributes to

achieve certain level of finer attribute representation and faster access.
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Figure 45: LDAP Architecture for Grid Environment

751 LDAP Implementation in Grids

The technology requirement for LDAP implementation in the grid access control

include:
e Java - for Interfaces design and service implementation
e mysql - Backend database for OpenLDAP

e OpenLDAP - server to store details about users and resources in the organi-

zation
The steps involved in implementing LDAP are:

1. The LDAP server accepts the request from the grid Client. (information on

different users and resources in the organization)

2. When a grid client requests for a service, the Policy Enforcement Point (PEP)
before forming the XACML request queries the LDAP server for more user

attributes
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3. The LDAP server then returns the result of the query to the PEP

4. The administrator is also allowed to add new users, change attributes and

modify existing users through a administrator GUI

The PEP searches the LDAP server when the access control policies are too com-

plex and also when more user attributes (not just the user’s role) are required.

7.5.2 Advantages of LDAP in Grids

The use of LDAP alongside a database improves the performance of the grid ac-
cess control mechanism. Using a directory service is a performance enhancing
practice. In a grid environment, reads must be performed very efficiently so as to
service the access requests as fast as possible. As mentioned earlier, a grid mostly
spans a large geographical area comprising of many domains with databases for
each such domain. But the complex functions supported by such a database man-
agement system are generally not required in a grid environment. As directories
are optimized for read accesses it becomes advisable to use them in the grid en-
vironment. Secondly, the very structure of LDAP is hierarchical and hence offers
a tree-like view of the whole grid environment. This is particularly necessary in
organizations so that the client can get to know the organizational structure. Com-
bining a relational database management system with LDAP is unadvisable as the
grid environment is vast and complex and also because the data models are very
different. Representing directory data with a relational database requires splitting
the data into multiple tables. This means that accessing data, from even one entry
requires seeking/searching on different disk areas which in turn results in reduced

system performance.

7.6 Case Study on the Security Aspects of Garuda Grid

As this thesis work deals with the core security challenges in grid computing en-
vironment, it is felt necessary to conduct a study on any existing grid infrastruc-
ture. We opted for the National Grid Computing Initiative of India - code named
as GARUDA [4] - for this purpose. This chapter provides an overview of the
GARUDA grid, which include its strategic objectives, key deliverables and ma-

jor components (both physical as well as technological). Next, we discuss various
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approaches adopted in GARUDA grid to address the security issues. Some of
these techniques have already been deployed and initiated while some are in the
design and implementation phases. The organizations and the standards which
help implement GARUDA security have been briefly explained as per the avail-
able details. Then, it explores ways to incorporate some of the access control and
authorization methodologies suggested in this thesis with GARUDA grid security.
The chapter ends with a summary of the GARUDA grid security.

7.6.1 GARUDA - An Introduction

GARUDA is a collaboration of science researchers and experimenters on a Nation-
wide grid of computational nodes, mass storage and scientific instruments in India
that aims to provide the technological advances required to enable data and com-
pute intensive applications for the 21st century. The Nation-wide computational
grid GARUDA aims to connect 17 cities across the country in its Proof of Concept
(PoC) phase with an aim to bring “grid” networked computing to research labs
and industry. An effort under the Center for Development of Advanced Comput-
ing (C-DAC) [3], GARUDA aims to accelerate India’s drive to turn its substantial
research investment into tangible economic benefits by strengthening and advanc-
ing scientific and technological excellence in the area of grid and peer-to-peer tech-

nologies. The strategic objectives of GARUDA are to:

e create a test bed for the research and engineering of technologies, architec-

tures, standards and applications in grid computing

e bring together all potential research, development and user groups to de-

velop a national initiative on grid computing

e create the foundation for the next generation grids by addressing long term

research issues in grid computing

The following are the key deliverables identified as important to achieve the GARUDA

objectives:

e Grid tools and services to provide an integrated infrastructure to applications

and higher-level layers
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e A Pan-Indian communication fabric to provide seamless and high-speed ac-

cess to resources

o Aggregation of resources including compute clusters, storage and scientific

instruments

e Creation of a consortium to collaborate on grid computing and contribute

towards the aggregation of resources

The major components of GARUDA as shown in Figure 46 include the comput-
ing resources, high-speed communication fabric, middleware and security mech-
anisms, tools to support program development, collaborative environments, data
management and grid monitoring and management. Access portals and special-

ized problem solving environments provide a seamless user interface to the grid.

Figure 46: Core Components of GARUDA

The technology components of GARUDA include:

e Access methods and problem solving environments

e Data management
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e Program development
e Collaborative environment
e Grid middleware and security

¢ Grid monitoring and management

The GARUDA High-Speed network is a Layer 2/3 MPLS Virtual Private Network
(VPN) connecting select 45 institutions across 17 cities at 10/100 Mbps with strin-
gent service level agreements with the service provider. This grid is a precursor to
the Gigabit speed nation-wide Wide Area Network (WAN) connecting high perfor-
mance computing resources and scientific instruments for seamless collaborative
research and experiments. The high speed network is being established at all the
Garuda partner institutes in close collaboration with ERNET which is also respon-

sible for the operation, maintenance and management of this network.

7.6.2 Approaches to Handle Security Issues in GARUDA

The following section highlights the existing practices for implementing security
in GARUDA-grid.

e evolving security practice statements and GARUDA security policies

— evolve responsibilities for resource providers as well as users
— carry out risk assessment and fix the weakness

- form a group to evolve policies
e participation in International Grid Trust Federation (IGTF)

— Asia Pacific Grid Policy Management Authority (PMA)
— European Grid PMA
— The Americas Grid PMA

e GARUDA - Computer Emergency Response TEAM (G-CERT)

— To be a collaborative effort by all/many partners

- To establish points of trusted contacts for computer security threats in
GARUDA
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— To provide certain mandatory services like announcements, vulnerabil-
ity analysis, technical analysis and reports, education, incident tracing,
intrusion detection, audits and penetration testing, security consultancy,

risk analysis etc

— Create documents pertaining to best practices and policy guidelines (site

security and inter-site security handbook)

— To develop capabilities to support activities such as tracking and tracing

intruder activity and active detection of such activities
— Interface with CERT-IN and other CERTs

— GRIP - Guidelines and Recommendations for Security Incident Process-

ing
7.6.3 User Registration in GARUDA

GARUDA uses a Portal Based User Registration Service - PURSE for user regis-
tration purposes. The registration authority is called RA - Registration Authority
(GARUDA Contact Person) and the certificate authority is called CA - Certificate
Authority (CDAC-KP). As a portal based user registration service, PURSE helps
in registering users through web-based applications using the Grid Security In-
frastructure, based on PKI and X.509 certificates. GARUDA uses PURSE for reg-
istration of new users. GARUDA management has identified from each partner
institute, one or more GARUDA Contact Persons (GCP), who act as RA from the
Partners side. A certificate is a digital document that certifies that a certain public
key is owned by a particular user. This document is signed by Certificate Author-
ity (CA). CA will send the information about the requestor to RA (GCP). CA will
have no knowledge about the requestor and will wait for the GCP. A Registration
Authority (RA) is an authority in a network that verifies user request for a digi-
tal certificate and tells the Certificate Authority (CA) to issue the certificate. The
following figure shows the PURSE architecture.

145



PURSE
Registration
Request Certificate R S
h J .
. L U=zer Infarmation - -
Mail for user Email walicdation Submit Sentto B A Registration
User Registration | Avthority (RA)

Status: Reguested
Acknowledgement ¥ R, il
Fram the user Cerificate Approve/Reject

Autharity (CA)

¥

Fy

Mail to reserve site
Acdministrator for
Approwe Certificate mapping
(2] o
Reject

l Status: Pending

ail for user about his
Approval f Rejection

Figure 47: PURSE Architecture

7.6.4 Summary of GARUDA Grid Security

GARUDA security has been implemented in the form of two core mechanisms

namely authentication and authorization. The authentication features include
o GARUDA Certificate

— Subject Name

— Public Key of the Subject

— Identity of GARUDA CA

- Digital Signature of GARUDA CA

e Adheres to GSI

— Credential Delegation

— Single Sign-On
The authorization features are
e User Mapping

e DN to Pool of Unix accounts
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7.6.5 Suggestions for Improving Garuda Grid Security

Authentication is being used as the basic form of user identification and validation
in Garuda Grid. Authorization attempts at providing restricted access rights to the
users seems to be at the very initial stages in Garuda. The Moab Scheduler from
Cluster Resources interfaces with Globus for user management and security. We
suggest the use of an authorization-centric security mechanism in Garuda. The
Role-Based Grid Authorization Model which has been proposed in Chapter III of
this thesis could be incorporated in Garuda. This model, on one hand provides
support for all the proven techniques of access control and authorization (as in
RBAC), for a grid environment. Additionally, it facilitates delegation which can
be a very useful indirect authorization mechanism for securing Garuda resources.
Our framework is complete with features like revocation, multi-step delegation

and dynamic access control.

7.7 Chapter Summary

The chapter summarizes the experimental set up and implementation details of the
contributions made in Chapters III and IV of this thesis. We show as to how we
can write a grid service, design an authorization mechanism for the service and
then enforce the mechanism for secured resource access. We provide authoriza-
tion techniques for single domain as well as cross-domain environment. We have
made use of various tools and techniques for implementation of access control like
the Globus middleware, eXtensible Access Control Markup Language (XACML),
Lightweight Directory Access Protocol (LDAP). We used mysql as the back-end
database for representing the RBAC policies. The entire implementation was done
on the Redhat Linux platform. We supported the implementation with a case study

on Garuda grid’s security features.
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CHAPTER VIII

CONCLUSION AND FUTURE SCOPE

In this chapter, we summarize the major contributions of the research work pre-
sented in this thesis. We also highlight the future scope and further research di-
rections. This thesis contributes to the modelling of grid security measures along
with the development of the implementation mechanisms. This work covers the
fundamental aspects of grid security through access control modelling. We use
algorithmic representations for the theoretical characterization of the proposed
models. The applicative issues have been addressed through implementation of
authorization systems. Performed on the standard Globus middleware platform,

these implementations help us understand the working of the proposed models.

8.1 Summary of Contributions

Grid Computing is rapidly emerging as the dominant paradigm of wide area dis-
tributed computing. Its primary objective is to provide a service-oriented infras-
tructure that leverages standardized protocols and services to enable pervasive
access and coordinated sharing of geographically distributed hardware, software
and information sources. Grid applications are distinguished from traditional
client-sever applications by their simultaneous use of large number of resources,
dynamic resource requirements, use of resources from multiple administrative
domains, complex communication structures and stringent performance require-
ments among others. While scalability, performance and heterogeneity are the de-
sirable goals for any distributed system, the characteristics of grids lead to security
problems that are not addressed by existing security technologies for distributed
systems. Many of the present grid security solutions are based on user identity
rather than user’s access rights. In the present set up, the resource access is coarse-
grained. Further more, the dynamic nature of a grid can make it impossible to

establish trust relationships between sites prior to application execution. Also, the
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diverse intra-domain access control solutions should interoperate with the inter-
domain security technologies.

In this thesis, we have proposed new techniques that overcome many of the
cited difficulties. We presented access control models that address requirements
for direct authorization, indirect authorization (delegation), inter-operability with
local policies (across the multiple administrative domains) and dynamically vary-
ing resource requirements. We also presented an implementation mechanism for
the models with a case study on “Garuda”, the National Grid Computing Initia-
tive of India. In summary, this thesis makes four major contributions towards the
advancement of grid computing security, supported by implementation and case

study. The details are as below:

e Role-Based Direct Authorization: We provide architectural frameworks for
representation of scalable access control and authorization mechanism built
on the standard RBAC which uses the concept of role as the unit of authoriza-
tion. First, we propose a single-domain authorization mechanism by treating
the grid as a single logical enterprise. Then we extend this framework for
cross-domain authorization for a grid envisaged as a global enterprise com-
prising diverse physical domains. The first step for cross-domain authoriza-
tion, is to map the role of a given domain to its equivalent role in another
domain. The classical Role Based Access Control, though an effective access
control standard for single enterprise, does not address the issue of resolv-
ing a local role into a global role. So, we suggested a role-mapping archi-
tecture, to establish role equivalence among the domains by mapping a local
domain role to its equivalent global role. We use the approach of weighted
role-ranking for the same. The authorization decision is then made based on

the mapped global role ranking and also the resource access policies.

e Role-Based Grid Delegation: We proposed the use of delegation as the pri-
mary form of authorization in grids. As credential-based delegation has its
own limitations in a dynamic grid environment, a new conceptual model is
required to effectively formulate the grid delegation requirements. Here, we
present a framework called Role-Based Grid Delegation Model (RB-GDM) for
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delegating access rights in a single grid enterprise. The basic unit of delega-
tion in this model is role. Derived from the standard RBAC formalisms, this
framework explores various approaches for indirect authorization through
delegation. We present the RB-GDM interconnection framework for various
scenarios like intra-domain and inter-domain delegation (both peer-to-peer
as well as master/slave topologies). We suggest various algorithms and show
how the components of these interconnection frameworks work. As the users
have the choice of delegating their sub roles (junior roles), this enforces one

of the basic principles of security: “The Principle of Least Privilege”.

As revocation of rights is as important as delegation, we present mechanisms
by which one can revoke the delegated rights. The revocation methods in-
clude grant-dependent, grant-independent as well as timeout revocation. We
then extend this technique for cross-domain delegation through roles. We
implemented these frameworks on the Globus platform with two academic

organizations being used as illustrative domains.

Trust-Based Dynamic Delegation Model: Here, we propose a Fuzzy Trust
and Delegation Model (FTDM) to address the dynamic access control require-
ments of grids. As the grid resources are distributed in space and time, we
need to have authorization mechanisms implemented in dynamic context.
Also, trust relationships are central to the implementation of security in the
dynamic and ever evolving communities like grids. The model comprises a
two-stage fuzzy inference process wherein the first stage computes and quan-
tifies the trust values of the sites involved in resource access based on certain
criteria and the second stage determines the degree of delegation based on
the trust values obtained from the first stage of fuzzy process. Use of fuzzy
inference systems to make access decision is a relatively new approach in
grids. This methodology suits the dynamic grid environment as fuzziness or
uncertainty is typical to dynamic contexts. The rule design used in this model

ensures formulation of an efficient dynamic delegation policy in grids.

Fine-Grained Access Control Framework for Grid Resources: We provide

a flexible, trust-aware fine-grained access framework for grid access control
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from the context of access permissions and resources allocation. Presently
grid security mechanisms maintain confidentiality and integrity of resource
access through coarse-grained grant/deny permissions to known entities. In
the proposed framework, the access policy (grant/deny or partial grant), is
governed by the trust relationships among the grid domains. We quantify
various categories of trust namely direct trust, transitive trust and asymmet-
ric trust using fuzzy inference process and map these values to access con-
trol decisions. We consider varying degrees of access like full access, partial
access (fine grained) or access denial (no access). The quantification of trust-
worthiness of a resource site is done using fuzzy inference systems. This

framework can be incorporated with legacy access control mechanisms.

A framework is useful only if it is proven that it works well for that environ-
ment. We implemented the authorization models proposed through this thesis on
the Globus platform. The implementation proves that these models suit the re-
quirements of grid security. Many of the major issues of grid security have been
addressed through these models. We also conducted a case study on the security
requirements of “Garuda”, India’s grid initiative and suggested ways to incorpo-
rate some of the models to improve “Garuda” security. Though Lightweight Direc-
tory Access Protocol (LDAP) has been the basis for GRIP (Grid Resource Informa-
tion Protocol) of the Globus Toolkit, its use in our work for the storage and retrieval
of additional user attributes in the form of a directory structure, is an innovation.
We used the eXtensible Access Control Markup Language (XACML) to specify

policies which, being platform independent, adds value for inter-operability.

8.2 Conclusion

We have proposed a set of architectural solutions for grid access control and au-
thorization. The models presented in this work support direct access control, dele-
gation, dynamic authorization and trusted computing. The contributions made in

this thesis can thus enhance the grid computing security.

151



8.3 Future Work

In Chapter III of this thesis, we have proposed a grid authorization model which
supports inter-domain authorization. To make the design simple, we have con-
sidered two sample administrative domains of the same type (academic domain).
Where as in real applications, the resource access could be across heterogeneous
domains which makes role-mapping even more complex. So, our future work
could incorporate heterogeneity in the access control mechanism.

The implementation details which we described in Chapter VII of this thesis
advocates the use of XACML for policy representation. But the presence of di-
verse administrative domains makes a grid characteristically different. Services in
grids may use different resources, held by different individuals or organizations.
Thus, there is a lot of scope to extend this research work to study the feasibility
of using XACML policy integration algorithms in grids. Another extension could
be the use of XACML-RBAC, a recent development in XACML which comes in-
tegrated with RBAC elements and tags and defines a rich policy format for the
generic RBAC and also for the simple Request/Response messages format used
for PEP-PDP communication.

Our models provide inter-domain access mechanisms. However, a separate
policy communication module between organizations and VOs, could be imple-
mented. This is very essential in the context of ensuring inter-operability with
local security solutions. As the fundamental rule of grid security is to have “lo-
cal control over own resources”, it is impractical to modify every local resource to
accommodate inter-domain access. Though there are proposals for formulating a
multi-policy framework for grids at the VO level, implementation efforts in this
direction have been minimal.

Another possible improvement is regarding the use of LDAP in the grid envi-
ronment. We have used LDAP to make access control policies more strict by con-
sidering additional attributes of the user/resource in the request. There are practi-
cal difficulties regarding integration of LDAP with the grid implementation due to
the difference in data models. We have used mysgl as the back-end database where

as the OPEN LDAP implementation supports BERKELEY database. We have to
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develop mechanisms by which we can interface LDAP with all database distribu-
tions.

In Chapter III of the thesis, we have proposed a role-mapping architecture
based on weighted roles to map a role of one administrative domain to another
domain. We can improvise this architecture by suggesting a complete and robust
algorithm to rank the roles across domains and also to rank the domains in a vir-
tual organization setup. This should be based on the behavioral patterns of the
clients and the service providers.

We implemented the models on the Globus platform. But, we believe that se-
curity policies or models should not dictate a specific implementation technology.
Rather, it should be possible to implement the models with a range of security
technologies. Our proposal to implement the authorization models on Garuda
Grid is a step in this direction. Implementation of the proposed models on other
middleware platforms like the Gridbus, could also be considered.

Although we have incorporated the access control and authorization mecha-
nism as part of the grid service itself, we can make this mechanism generic, if we
could separate it as a service itself. This will enable us to implement a common

access control interface for a set of varied services.
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APPENDIX A

GLOBUS TOOLKIT

A.1 Installation of Globus Toolkit

This helps as a guide to Globus Toolkit 4.0.1 (GTK4.0.1) [135] installation. It deals
with basic installation that installs core services and a few base services namely:
a security infrastructure (GSI), GridFTP and RFT. After the installation and test-
ing,we explore the possibility of using the CA of one machine on another machine.
We also share the experiences and difficulties we faced during the install of Globus.

1.

10.

A2

O e NE Oy U G

Pre-requisites (Softwares/Databases)

e Java
Apache Ant
Apache tomcat

Postgresql database

. Optional Software

e IODBC
Before starting the installation, first we need to create a globus user.
Building the Toolkit
Setting up the simpleCA
Get the host and container certificates signed by simpleCA
Get valid credentials from the CA
Create grid-map file and add entries to it
Configure GridFTP
Install postgresql and configure RFT

Start the Globus container and test using the globus client

Writing a Grid service

Writing and deploying a grid service is done by following the five simple steps.
We consider a sample MathService to explain the steps.

1.

Defining the interface in WSDL: The first step in writing a grid service is to
define the service interface. We need to specify what our service is going to
provide to the outer world.
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2. Implementing the service in Java: After defining the service interface [154]
the next step is implementing that interface. The implementation is “how the
service does what it says it does”.

3. Configuring the deployment in WSDD: Up to this point, we have written
the two most important parts of our stateful Web service: the service inter-
face (WSDL) and the service implementation (Java) [59], [40]. Next step
will actually take all the loose pieces we have written up to this point and
make them available through a Web services container. This step is called the
deployment of the web service.

4. Create a GAR file with Ant: At this point we have

(a) a service interface in WSDL
(b) a service implementation in Java and

(c) a deployment descriptor in WSDD

Using these three files we will generate a Grid Archive, or GAR file. Ant (java
build tool) is used to create GAR file

5. Deploy the service into a Web Services container: The GAR file, contains
all the files and information the web server needs to deploy the web service.
Deployment is done with a GT4 tool that, using Ant, unpacks the GAR file
and copies the files within (WSDL, compiled stubs, compiled implementa-
tion, WSDD) into key locations in the GT4 directory tree.

The Globus Toolkit installation is a prerequisite to the implementation of mod-
els as we need to simulate a grid environment. In section A.1, we have listed the
software/database requirements. In section A.2, we have shown the procedure
for writing and deploying a simple Mathservice application. The implementation
shown in Chapter 7 of the thesis is based on these concepts.
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APPENDIX B

EXTENSIBLE ACCESS CONTROL MARKUP LANGUAGE

B.1 A Brief Introduction to XACML

eXtensible Access Control Markup Language (XACML) is an OASIS [34] initia-
tive to standardize representation of access control policies in a flexible, extensible
XML format. XACML has two basic components.

e The first is an access control policy language that lets specify the rules about
who can do what and when.

e The other is a request/response language that presents requests for access
and describes the answers to those queries.

XACML provides for fine-grained control of activites based on several criteria, in-
cluding the following:

o Attributes of the user requesting access.
e The protocol over which the request is made.
e The authentication mechanism.

Figure B.1 shows the architectural framework for XACML.

Request (subject,

resource, action), | 4
T Server Policy — Policy Information
Useri Enforc?m ent —a 0 Point
« Point
0 = XACML

&
Subject, Resource,

Requested resource, action Environment Attributes
Requestor altributes XACML
(3) (5)
Policy Store

Policy Decision (4] S
Point 5

Figure 48: XACML Framework
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B.2 Strengths of XACML

XACML was designed to replace existing, usually application-specific, proprietary
access-control mechanisms. Advantages of XACML are:

o It is standard. As XACML becomes more widely deployed, it will be easier
to interoperate with other applications using the same standard language.

e Itis generic. XACML can accommodate most access control policy needs and
also support new requirements as they emerge.

e It is distributed. This means that a policy can be written which in turn refers
to other policies kept in arbitrary locations.

e Itis powerful. While there are many ways the base language can be extended.
The standard language already supports a wide variety of data types, func-
tions, and rules about combining the results of different policies.

B.3 XACML Policy Language Model
The main components are:
e Rule
e Policy and
e PolicySet

The XACML Policy Language Model is depicted in Figure B.3 Rule A rule is the
most elementary unit of policy. A rule can be evaluated on the basis of its contents.
The main components of a rule are:

o Target: defines set of

— resources
- subjects
— actions and

— environment
e Effect: Two values are allowed

— Permit

— Deny

e Condition: represents a Boolean expression that refines the applicablity of the
rule beyond the predicates implied by its target.

Policy A policy comprises four main components

o Target

171



PolicySet

1
Paolicy Combining
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1 1 : o
Target - Policy L Obligation
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Subject Resource Action Environment —
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1
—
e 1
Bk 1
Condition Effect

Figure 49: XACML Policy Language Model

e Rule-combining algorithm: specifies the procedure by which the results of
evaluating the component rules are combined when evaluating the policy.

e set of rules and
e obligations

PolicySet A PolicySet comprises four main components
e a target

e a policy-combining algorithm identifier A policy-combining algorithm spec-
ifies the procedure by which the results of evaluating the component policies
are combined when evaluting the policyset.

e a set of policies and
e obligations

This appendix gives a brief introduction to eXtensible Access Control Markup
Language (XACML). We have used the XACML Policy Language Model for for-
mulating access control policies. This is discussed in Chapter 7 of the thesis. The
implementation of single-domain and multi-domain authorization has been based
on the XACML framework.
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APPENDIX C

LIGHTWEIGHT DIRECTORY ACCESS PROTOCOL (LDAP)

C.1 Introduction

A directory is a specialized database specifically designed for searching and brows-
ing, in addition to supporting basic lookup and update functions. A directory is
defined by some as merely a database optimized for read access. LDAP stands for
Lightweight Directory Access Protocol. LDAP is a set of open protocols used to
access centrally stored information over a network. It is based on the X.500 stan-
dard for directory sharing, but is less complex and resource intensive. The LDAP
information model is based on entries. An entry is a collection of attributes that
has a globally-unique Distinguished Name (DN). The DN is used to refer to the
entry unambiguously. Each of the entry’s attributes has a type and one or more
values. The types are typically mnemonic strings, like “cn” for common name,
or “mail” for email address. The syntax of values depends on the attribute type.
LDAP defines operations for interrogating and updating the directory. Operations
are provided for adding and deleting an entry from the directory, changing an ex-
isting entry, and changing the name of an entry. But most of the time, LDAP is used
to search for information in the directory. The LDAP search operation allows some
portion of the directory to be searched for entries that match some criteria speci-
fied by a search filter. Information can be requested from each entry that matches
the criteria. LDAP also provides a mechanism for a client to authenticate, or prove
its identity to a directory server, paving the way for rich access control to protect
the information the server contains.

C.1.1 LDAP Directory Structure

In LDAP, directory entries are arranged in a hierarchical tree-like structure. Tradi-
tionally, this structure reflected the geographic and/or organizational boundaries.
Entries representing countries appear at the top of the tree. Below them are en-
tries representing states and national organizations. Below them might be entries
representing organizational units, people etc. The LDAP directory structure is as
depicted in Figure 50.

C.1.2 LDAP Installation and Configuration

The following are the steps to install and configure LDAP in grids.

1. tar —xvzf openldap-2.3.0.tgz

2. ./configure —--prefix=/usr
-—exec-prefix=/usr —--bindir=/usr/bin
--sbindir=/usr/sbin \
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c=ls

st=California

The Drganisation o=Acme

Drganisation Unit

ou=5sales ou=Marketing

cn=Barbara |enson

| Person

The tree may also be arranged based upon Internet domain names.

ddcznet () de=com dc=DE

dc=example

The Organisation

Organisation Unit

ou=5Servers

ou=People

uid=babs

Person

Figure 50: LDAP Directory Structure
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——-sysconfdir=/etc --datadir=/usr/share —--localstatedir=/var \

——-mandir=/usr/share/man —--infodir=/usr/share/info —--enable-sqgl
3. make depend to build dependencies
4. make compiles openlLDAP

5. make install installs openlDAP
Starting LDAP: slapd is run like this (default port number
is 389)
$ /usr/local/etc/libexec/slapd
We can change the slapd.conf file according to our needs.
Then we populate the directory by adding the entries
which are represented in LDIF (LDAP Data Interchange Format) .

Default OpenLDAP installs two daemons in /usr/local/libexec/. They are:

e slapd - stand-alone LDAP daemon (server)
Slapd is an LDAP directory server that runs on many different UNIX plat-
forms. The directory can contain pretty much anything we want to put in it.
It can connect it to the global LDAP directory service, or run a service all by
itself.

e slurpd - stand-alone LDAP update replication daemon
Slurpd is a UNIX daemon that helps slapd provides replicated service. It is
responsible for distributing changes made to the master slapd database out to
the various slapd replicas. Slapd and slurpd communicate through a simple
text file that is used to log changes.

Before using LDAP we have to make the following changes to the slapd.conf
file.

1. First we include more schema files depending upon application needs. By
default LDAP includes core.schema file.

2. We then specify the access control policy regarding who is authorized to read,
write and modify the entries in the Idap directory.

3. We have to set the suffix and rootDN for the database which will be used at
the backend. By default the root password is “secret” and may be changed.

The slapd.conf file consists of three types of configuration information: global,
backend-specific, and database-specific. Global information is specified first, fol-
lowed by information associated with a particular backend type, which is then
followed by information associated with a particular database instance.

Schema Specifications

OpenLDAP is distributed with a set of schema specifications for one’s use. Each
set is defined in a file suitable for inclusion. These schema files are normally in-
stalled in the /usr/local/etc/openldap/schema directory. To use the schema spec-
ifications, we need to include the desired file in the global definition portion of
slapd.conf file. The schema used by slapd may be extended to support additional
syntaxes, matching rules, attribute types, and object classes. There are five steps to
defining new schema:
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1. Obtain Object Identifer: Each schema element is identified by a globally unique
Object Identifier (OID). OIDs are also used to identify other objects. They are
commonly found in protocols described by ASN.

2. Choose a name prefix : There should be atleast one textual name for each
element. The name should be both descriptive and not likely to clash with
names of other schema elements.

3. Create local schema file : The objectclass and attributeTypes configuration
file directives can be used to define schema rules on entries in the directory.
We create a file to contain definitions of the custom schema items and then
include this file in the slapd.conf file.

4. Define custom attribute types: The attributetype directive is used to define a
new attributetype. attributetype (RFC2252 Attribute Type Description)

5. Define custom object classes: The objectclasses directive is used to define a
new object class. objectclass (RFC2252 Object Class Description).

C.1.3 LDIF

The LDAP Data Interchange Format (LDIF) is a standard data interchange for-
mat for representing LDAP directory content as well as directory update (Add,
Modity, Delete, Rename) requests. Each content record is represented as a group
of attributes, with records separated from one another by blank lines. The indi-
vidual attributes of a record are represented as single logical lines (represented
as one or more multiple physical lines via a line-folding mechanism), comprising
“name: value” pairs. The OpenLDAP utility tools are used exporting data from
LDAP servers to LDIF content records (Idapsearch), importing data from LDIF
content records to LDAP servers (Idapadd), and applying LDIF change records
to LDAP servers (Idapmoditfy). The main disadvantage of LDIF is that values in
multi-valued attributes cannot be replaced directly. We have to delete the attribute
values and then use “add:” multiple times to feed all of the required values.

Appendix C deals with the design and implementation of an LDAP (Lightweight
Directory Access Protocol) and Hierarchy for a grid environment. The LDAP con-
cept is used in Chapter 7 of the thesis dealing with implemention. We discuss the
LDAP Directory Structure as well as the LDAP Data Interchange Format.
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