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Abstract

The proliferation of Cloud computing has resulted in the establishment
of large-scale data centers around the world. These data centers are
most energy-intensive building types and consume large amounts of
electrical energy resulting in high operating costs and carbon dioxide
emissions. The high energy consumption of data centers is drawing
more and more attention due to economic, social, and environmental
concerns. Today, it is no surprise that reducing energy costs is one of

the top priorities for many energy-related businesses.

Determining the optimal placement of virtual machines is an essential
aspect of a data center to improve physical resource utilization and
to reduce the energy consumption while satisfying the service level
agreement. Energy efficient resource provisioning aims to find the
near-optimal solution that improves the resource utilization and de-
creases the energy consumption of the data center in an acceptable
time. Determining a set of virtual machines that can be migrated from
an over-utilized or under-utilized host has a significant impact on the
energy consumption of the data center. So, designing a virtual ma-
chine selection policy, considering different resources along with CPU
utilization plays an important role in improving the energy efficiency
of the data centers. In this thesis, we develop energy efficient virtual
machine placement and selection algorithms based on soft computing
approaches that minimize the energy consumption while fulfilling the

service level agreements.

Forecasting data center electrical energy demand is very challenging
due to dynamic nature and complexity of workloads. Developing fore-

casting models with accurate predictions give operators enough time to

Vil



avoid the risk of over-provisioning during non-peak period, and reduces
the risk of under-provisioning in peak period. We develop two machine
learning approaches for forecasting energy demand of the chillers in a

data center.

In order to predict growth or set effective goals, it is important to
choose the correct metric and being aware of their expressivity and
potential limitations. Understanding and analyzing data center metrics
allows the operators to have a better view on possible inefficiencies
by focusing on the core parameters. It is necessary to compare the
current approaches in a data center with industry standards and assess
whether the practices are still valid and/or optimal. Determining and
implementing the best practices for data center operations is needed to
optimize the workflows and to decrease the operating costs in the long
term. We analyze the potential metrics for the next-generation data
centers and their inter dependencies. This thesis further provides a set

of best practices to improve the energy efficiency of data centers.

This dissertation contributes to energy efficient data center manage-
ment strategies by developing novel algorithms in the perspective of
resource management and energy forecasting. Further, the thesis ana-
lyzes the best practices and metrics for sustainable data centers. More
specifically, the results presented in this thesis outline opportunities
to control the growing energy demand of data centers, so that IT can
evolve into an energy efficient utility with the potential to facilitate a

more sustainable expansion of services.
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Chapter 1

Introduction

In today’s data-centric world, people expect the right data to be available every-
where, anytime, cheaply, in growing quantities and ‘processed-right’. Increasing
data storage, processing and continuity requires a globally growing and more ef-
ficient data center management strategies to lower the environmental footprint.
The increase in the number of online services users, leading to an ever-increasing
demand for computing resources, has resulted in an increase in the requirement of
power and space to host these computer resources and IT infrastructure in a data
center. Thus, energy efficiency is becoming an important concern in designing and

managing data centers.

1.1 Data Centers

Data centers are structures or groups of structures, dedicated to a centralized ac-
commodation, operation and interconnection of Information and Communications
Technology (ICT) equipment providing data storage, processing, and transporta-
tion services [I]. The data center encompasses all of the facilities and infrastruc-
tures for power distribution, Heating, Ventilation and Air Conditioning (HVAC)
control, together with the necessary levels of resilience and security that are re-
quired to provide the desired service availability. Data centers are the critical
infrastructures for any business nowadays [2]. Therefore, data centers are de-

signed in such a way that their long term uninterrupted operation is guaranteed.
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Figure 1.1: Basic Data Center Topology (Based on [4])

They employ various redundant or backup techniques in both software and hard-
ware level to ensure their reliability. Further, they employ several air-conditioning
controls and security solutions to ensure their thermal safety and security respec-
tively. Data centers come in different sizes depending on their design objectives and
functionalities. They range from small facilities hosting a few computers without
sophisticated power and cooling system infrastructure to massive facilities hosting
hundreds of thousands of servers and offering a variety of services, with the advent
of virtualization and cloud computing [3].

A typical data center includes a single entrance room, possibly one or more
telecommunications rooms, one main distribution area, and several horizontal dis-
tribution areas [4]. The topology of a typical data center is given in Figure[L.1] En-
trance Room (ER) is the interface between the access provider and the data center
structured cabling. Main Distribution Area (MDA) is the hub of the cabling system
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and powerful switches. MDA may be located in the computer room. Equipment
Distribution Area (EDA) is the space allocated for cabinets, racks, end equipment,
and other communications hardware. Horizontal Distribution Area (HDA) is the
space that supports cabling to the equipment distribution areas. The HDA houses
cross-connects and active equipment (LAN, SAN, KVM switches) for connecting
to the EDA(s). There is an optional interconnection area within HDA, called as

Zone Distribution Area (ZDA), that provides flexibility for future expansion.

Tier .
Requirements
Level
e Consists of non-redundant capacity components and a single non-redundant
1 distribution path serving the critical environment.

e Susceptible to disruption from both planned and unplanned activities.
e Expected availability of 99.671%.

e Meets or exceeds all Tier 1 requirements.

e Consists of redundant capacity components and a single, non-redundant
2 distribution path.

e Susceptible to disruption from both planned and unplanned activities.

e Expected availability is 99.741%.

e Meets or exceeds all Tier 1 and Tier 2 requirements.

e N+1 Redundant capacity components and multiple independent distribution
3 paths.

e Susceptible to disruption from unplanned activities.

e Expected availability of 99.982%.

e Meets or exceeds all Tier 1, Tier 2 and Tier 3 requirements.

e 2N+1 redundant capacity components and multiple independent distribution
4 paths.

e Not susceptible to disruption from both planned and unplanned activities.

e Expected availability of 99.995%.

Table 1.1: Tier Classification of Data Centers (Based on [5])

Data center reliability and resilience are often referred to as uptime and is rated
by “tier”. The Tier classification, as defined by the Uptime Institute, presents the
data center industry “a consistent mechanism for comparing typical facilities based
on their up-time and facility performance” [6]. The Tier Standard levels describe

the availability of a particular site infrastructure design. The higher the Tier
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level, the greater the expected availability. The requirements of each Tier Level

are shown in Table [1.1] [5].

1.2 Typical Power Flow in a Data Center

The typical power flow in a data center consists of two key parts: facility in-
frastructure and IT equipment. The power is delivered to a data center by a
local utility company. The utility power enters to the Automatic Transfer Switch
(ATS) in the facility infrastructure. In case of emergency, the power comes from
power generators. While the utility power is available, the power flows into sub-
sidiary circuits, often called “switchgear”. The switchgear passes power to the
uninterruptible power supply (UPS) units and key facility systems such as eleva-
tors, lighting, HVAC equipment. Figure [1.2| shows the typical power flow among
the power, cooling, and IT systems of a data center [4]. The switchgear passes
power to chillers, cooling towers, and Computer Room Air Conditioners or Han-
dlers (CRACs/CRAHs). If the normal power source from the utility company is
not available, the ATS triggers the power generator. Once the power generator
starts up, the ATS switches the load from the normal power to the emergency
power. The power enters the UPS that provides the emergency power to a load if
the normal power source fails. The UPS protects sensitive I'T equipment in a data
center from power fluctuations and outage. The UPS is connected in-line with the
battery backup system. In case of power outage, ATS turns on the power genera-
tors and the power is supplied to the IT load. After passing the UPS, the power
flows to power distribution units (PDUs). The PDUs convert high voltage to a
more usable voltage for I'T equipment in a data center. This power is distributed
to the downstream loads via a common circuit breaker. At this point, the power
leaves the facility infrastructure boundary. The PDUs’ power flows to each power
supply in the rack. The next step in the power flow in I'T equipment is fans, which
are one of the crucial factors to make data centers more energy efficient.

Figure [1.2] also shows the locations where power can be measured. Moving
from the broad measurement to the detailed, the first is the data center power

consumption at the meter (Measurement Point-A). This is used as the numerator
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Figure 1.2: Data Center Power Flow (Based on [4])

in Power Usage Effectiveness (PUE) [7] calculation. The next place is Measure-
ment Point-B that measures power consumed at a rack with intelligent rack PDUs
(IRPs). These measurements denote the I'T equipment power consumption, aggre-
gated to a rack. A third place to measure power is Measurement Point-C, placed
at the individual outlets of a rack PDU to get the total rack power consumption.
By measuring power consumption at the component level, it is possible to take

specific actions to improve energy efficiency of data centers.

1.3 Energy Consumption and Carbon Footprint
of Data Centers

The use of cloud computing services and applications continues to increase at
a rapid rate, leading to the rise of vast ‘hyperscale’ cloud data centers. These

data centers are most energy-intensive building types and consume large amounts
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of electrical energy resulting in high operating costs and carbon dioxide (COs)
emissions to the environment. The world’s Information and communications tech-
nology (ICT) infrastructure is estimated to consume 1,500 TWh of electricity,
roughly 10% of global usage. U.S Data centers consumed 1.4% and 1.8% of all the
electricity used in U.S. in 2010 and 2014 respectively [8,[0]. Energy demand is set
to grow more quickly, with demand growing more than 70% in next 20 years with
data centers being the key contributors for this expansion [10]. A survey by IBM
shows that the average resource utilization rate is lower than 20% in several data
centers. Further, 70% of power is consumed by idle servers in several data centers
[11), 12, 13]. Thus, we observe that a source of high energy consumption is not only
the amount of computing resources used and power inefficiency of the hardware
but also lies in the inefficient usage and dynamic power ranges of servers.

Energy consumption in data centers can be reduced by efficient use of servers
in data centers, that can be achieved by efficiently placing virtual machines (VM)
on servers and decommissioning of unused servers. With rapid development of
virtualization technology, migration and dynamic placement of virtual machines
becomes significant for efficient data center management [I4, [15]. During the
provisioning of resources to virtual machines, the resource utilization should be
maximized by reducing the number of active hosts [16].

Live migration enables to respond to peak load periods by moving virtual
machines from one physical machine to another physical machine. This technique
is widely used to reduce underutilization in data centers by dynamically migrating
VMs to few host considering different thresholds and Service Level Agreements
(SLA). Then, idle physical machines can be turned to sleep mode to improve the
energy efficiency. Migration takes place between two physical machines. Once a
new configuration file is created on the target physical machine, the selected VM
memory is copied to the target physical machine. Meanwhile if any memory page
is changed on the source, those pages will be tagged and copied. Migration helps
performing maintenance without disrupting operations, optimizing resource pools
and avoids failing.

The operational efficiency of data centers assumes central importance. Even
small gains in efficiency translate into end-user perceivable cost reductions, pro-

viding key competitive advantage. Data center consumers would like to provision
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resources transparently with minimal latency. From the perspective of consumers,
the performance of a data center is measured in terms of response time, virtual
machine provisioning time, etc. To serve the customers in a better way, data center
providers should follow an optimal VM provisioning within the short time. The
objective of energy efficient resource provisioning is to find the near-optimal solu-
tion that improves the resource utilization and decreases the energy consumption
of the data center in an acceptable time. To reduce the energy consumption, in
this thesis, we propose energy efficient virtual machine placement and selection al-
gorithms using soft computing approaches that minimize the energy consumption
while fulfilling the service-level-agreement.

The operations of a data center are quickly transforming from individual and
disconnected tactical activities with a primary historical goal of “high service lev-
els at any cost” to “service at what cost” using predictable approaches. Energy
efficiency of a data center is influenced by many factors, such as data center layout
design and characteristics, ambient weather conditions, rack density, the operation
of HAVC systems and their behavior. This complicated connection makes it hard
to predict data center energy consumption. With sensor data and information
about data center operations, forecasting energy consumption helps in planning
and operations of data centers. Well-planned resource provisioning makes good
Return on Investment (ROI) and elasticity of computing infrastructures. To take
advantage of well-planned resource provisioning, in this thesis, we present energy
demand prediction approaches using machine learning.

To predict growth or to set effective goals, it is essential to choose the correct
metrics and to be aware of their expressivity and potential limitations. But there
are multitude of metrics available to analyze energy efficiency of the data centers.
This makes it difficult to select the right metrics to measure the efficiency of a data
center. In this thesis, we present an analysis of metrics that are commonly used in
data centers, starting from the power grid and going all the way up to the service
delivery. Further, data center operators should compare their current approaches
with industry standards and assess whether their practices are still valid and/or
optimal. Most of the data center operators are not familiar with their existing
practices, which hinders on incorporating streamlined new practices. It is impor-

tant to include best practices into data center operations because baselines are
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created for existing conditions. In this thesis, we partially fill this voids by eval-
uating different data centers and proposing a set of best practices for sustainable
data centers.

This research work is supported by NextGenSmart-DC, a project sponsored
by the Ministry of Electronics and Information Technology (MeitY), Govern-
ment of India and The Netherlands Organization for Scientific Research (NWO),
Government of Netherlands under Indo Dutch Science Industry Collaboration
(629.002.102). The project’s premise is that the application of state-of-the-art ICT
tools and techniques can improve the environmental footprint of energy-intensive
facilities and deliver Smarter and Greener Data Centers. This project intends to
achieve (i) Energy aware job scheduling and load balancing (ii) Optimal trade-offs
between energy savings and application performance (iii) Predictive operations
and automated decision making (iv) Best practices to identify and to implement
measures looking to improve energy efficiency at different levels of data center.
By keeping a cyclic approach to research of testing, evaluating and redesigning,
this project ensures that the solutions are practically feasible and deliver an actual

improvement on the data center efficiency.

1.4 Problem Statement, Objectives, and Contri-

butions

This thesis aims to develop few techniques for optimizing and forecasting energy
consumption in data centers for better planning and operations. Further, this the-
sis aims to develop metrics and a set of guidelines of best practices for sustainable
data centers. In this thesis, we investigate the following research problems related

to energy efficient data centers:

e Energy efficient virtual machines placement and selection. To reduce
the number of active servers in a data center, it is necessary to have an
efficient virtual machine (VM) placement strategies in place. Determining
the optimal placement (allocation) of VMs is an essential aspect of the data
center to improve physical resource utilization and to reduce the energy

consumption while satisfying the service level agreement (SLA). Determining
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a set of VMs from an over-utilized or under-utilized host has a significant
impact on the virtual machine migration time and energy consumption of the
data center, and can cause the SLA violation. So, designing a VM selection
policy, considering different resources along with CPU utilization plays an
important role in improving the energy efficiency of the data centers. The
problem consists in determining the best subset of VMs to migrate which

would provide the most beneficial system reconfiguration.

Forecasting data center energy demand. Forecasting data center elec-
trical energy demand is very challenging due to highly dynamic nature and
complexity of workloads. Developing forecasting models with accurate pre-
dictions enable operators to avoid the risk of over-provisioning during non-
peak periods, and reduces the risk of under-provisioning in peak periods. It
is necessary to have an efficient forecast model for data centers to predict

and estimate proper energy demand in real-world situations.

Analysis of metrics and practices of data centers. In order to predict
growth or set effective goals, it is important to choose the correct metric and
being aware of their expressivity and potential limitations. Understanding
and analyzing data center metrics allows the operators to have a better view
on possible inefficiencies by focusing on the core parameters. Determining
and implementing the best practices for data center operations is required
to optimize the workflows and to decrease operating cost in the long term in

a data center.

To address these problems, we formulate the following objectives.

Explore the research on energy-efficient resource management strategies for

data centers.
Develop novel methods for dynamic VM placement and selection.
Develop efficient methods for forecasting data center energy consumption.

Explore and analyze the relationship between diverse metrics to measure the

efficiency of various data center components.
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e Develop the best practices for sustainable data centers.

The salient contributions of this thesis are as follows:

e Solutions for energy aware virtual machine allocation approaches (see Chap-

ter [3)) using

i Modified Discrete Particle Swarm Optimization (MDPSO) approach
that minimizes the power consumption of the physical machines by

estimating the increase in the power consumption before a VM is placed.

ii Interactive Particle Swarm Optimization and Genetic Algorithm (IP-
SOGA) that performs parallel processing of particle swarm optimization
(PSO) and genetic algorithm (GA) using multi-threading and shared
memory for information exchange to enhance convergence time and

global exploration.

iii Imitation Based Optimization (IBO), a swarm based approach for vir-

tual machine placement.

A novel virtual machine selection method considering Memory, Bandwidth

and Size of the Virtual Machines (MBS-VM) (see Chapter |3)).

Solutions for forecasting energy demands of data centers (see Chapter {4))
using
i Multi-Layer Feed Forward Neural Networks (MFNN).

ii Deep learning approach with Parallel Stochastic Gradient Descent train-
ing (DPSGD).

A taxonomy of metrics for sustainable data centers (see Chapter [3)).

Best practices for sustainable data centers (see Chapter @

10
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1.5 Thesis Organization

This thesis is structured as follows:

Chapter 2

Chapter 3

Chapter 4

Chapter 5

Chapter 6

Chapter 7

presents a literature review on virtual machine placement and selection us-
ing soft computing techniques and machine learning based algorithms for

monitoring data center operations.

presents three novel approaches (MDPSO, IPSOGA, and IBO) for energy
efficient virtual machine placement and a novel virtual machine selection
mechanism for cloud data centers. Further, we present a novel virtual ma-

chine selection method considering the factors such as memory, bandwidth
and size of the VMs (MBS-VM).

The first part of this chapter is published in Soft Computing, Springer.

presents Multi-Layer Feed Forward Neural Networks and Deep learning ap-
proach with Parallel Stochastic Gradient Descent for forecasting data center

energy demand.

presents an analysis of metrics that are commonly used in data centers, start-
ing from the power grid and going all the way up to the service delivery. This
chapter presents a classification based on the different core dimensions of data
center operations such as energy efficiency, cooling, greenness, performance,
thermal and air management, network, security, storage, and financial im-
pact. Our work on analysis of metrics is published in IEEE Transactions

on Sustainable Computing.

describes a set of best practices to improve the energy efficiency of the data
centers which spans the categories of Energy Efficiency, Cooling, Air and
Thermal management, Greenness, Storage, and Networks. This chapter is
broadly based on the contents of our paper that is accepted in IEEE IT

Professional.

summarizes the contributions of the thesis and outlines the future directions.
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Chapter 2

Literature Review

Cloud computing provides on-demand access to distributed computing resources
on a pay-as-you-go basis. Energy efficiency is becoming an important concern in
designing and managing data centers in the era of cloud computing. Therefore,
developing energy-efficient resource management techniques for large scale cloud
data centers is inevitable. In this chapter, we primarily focus on the state-of-
the-art research in virtual machine allocation and selection using soft computing
approaches in cloud data centers. Also, we analyze the related works on monitoring

data centers using various machine learning approaches.

2.1 Virtual Machine Placement and Selection us-

ing Soft Computing Approaches

Soft Computing approaches are adaptive mechanisms to facilitate intelligent be-
haviour in complex and real world problems. The guiding principles of soft com-
puting approaches is to “exploit the tolerance for imprecision, uncertainty, partial
truth, and approximation to achieve traceability, robustness, and low solution cost”
[17]. Soft Computing approaches are used for solving complex problems such as
NP hard for which there are no effective algorithms [18] [19].

In order to reduce the amount of workload in traditional data centers, some
specific applications are tied to physical servers and thus making data centers very

expensive to maintain. With the advent of virtualization, cloud data centers are

13
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providing better services on demand and have become more secure and flexible. In
a cloud data center, a physical machine (can also be called as host or server) can
host multiple VMs with dynamic work load types and different resource specifica-
tions. The servers that host heterogeneous VMs with dynamic and unpredictable
workloads can cause an imbalance in violating service level agreements and proper
usage of resources. To improve overall system performance and to ensure proper
resource utilization in cloud environment, load balancing mechanism distributes
and balances the excessive workload ideally across all the nodes. Here, VMs are
assigned to suitable hosts and resource utilization is balanced within the hosts.
Thus, selecting appropriate algorithms aids in optimal utilization of available re-
sources, enables scalability and there by reducing the resource consumption and
response time.

Fig. illustrates a typical cloud resource provisioning scenario having user
requests, VM and physical machine relationship in a cloud data center. The phys-
ical machines represent the available resources like CPU, memory and storage.
All the user requests are executed on VMs and may have interdependencies be-
tween them. The server virtualization platform makes the physical resource be
virtualized and manages the VMs hosted by the physical machines. Each phys-
ical machine is allocated to multiple VMs. The VM manager is responsible for
placement and consolidation of these virtual machines.

As cloud resource provisioning in data centers is considered as a NP hard prob-
lem [20] 21], soft computing approaches are applied by researchers to solve the
problem of virtual machine placement and selection, to find the optimal solution
with reduced cost and computational time, satisfying the service level agreement.
In this section, we classify the virtual machine placement and selection approaches
based on the types of soft computing approaches (non-heuristic / heuristic / meta-
heuristic) used by the researchers. Non-heuristic approaches guarantee the optimal
solution for the problem. But as the size of the instances grows these approaches
takes large amount of time to find the optimal solution [22], 23]. Heuristic ap-
proaches are generally created by “experience” for specific optimization problems
and they intend to find a good solution to the problem by “trail-and-error” in a ac-
ceptable amount of time. The solutions may not be the best or optimal solution but

they might be better than an educated guess [24]. Meta-heuristic approaches are
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higher level heuristic designed to find, generate, or select a heuristic (partial search
algorithm) that may provide a sufficiently good solution, with incomplete informa-
tion. Meta-heuristics sample a set of solutions that is too large to be completely
sampled. These approaches may make few assumptions about the optimization

problem being solved, and so they may be usable for a variety of problems.

2.1.1 Non-heuristic Approaches

Portaluri et al. [25] proposed energy-aware dynamic allocations of virtual machines
considering computational and network requirements using multi resource Best-fit
algorithm. Zhang et al. [26] developed energy efficient VM selection algorithms
for overloaded hosts based on dynamic programming and greedy algorithm. Garg
et al. [27] considered different Quality of Service (QoS) requirements of workloads
and proposed a virtual machine scheduling algorithm to maximize the resource uti-
lization and profit. Shen et al. [28] developed a novel application-aware bandwidth
guarantee framework and a VM migration algorithm considering the variations in
network demands.

Tseng et al. [29] solved the network-aware VM placement optimization prob-

lem using integer linear programming, to minimize communication time for VMs
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of the same type. Goudarzi et al. [30] created multiple copies of VMs and put
them on different servers. They used dynamic programming to minimize the en-
ergy consumption by switching off the underutilized servers. However, in this
approach, SLA violation is not considered and network overhead is created by
multiple copies of VMs. Addya et al. [31] proposed a coalition-based cooperative
structure to compute the pricing that users pay for their requested VMs and used
Integer Linear Programming for energy-aware virtual machine placement. Zhang
et al. [32] proposed a heuristic design for virtual machine placement using the
least resource wastage and the least power consumption approaches. Quang-Hung
et al. [33] proposed energy-aware and performance-per-watt oriented Best-fit al-
gorithm to choose the physical machine that has maximum performance (in terms
of performance-per-watt) to assign a VM. Li et al. [34] proposed an approach
based on multi-dimensional space partition model for efficiently placing virtual
machines to improve the resource utilization of data centers. However, this model
has not considered SLA and VM migration cost. Wang et al. [35] presented a
decentralized double threshold VM selection policy considering the utilization of
the physical hosts. However, they have not considered the energy consumption
and this policy may not give the optimal solution always. Mansouri et al. [36]
proposed a system to optimize cost using object replication and migration across
cloud service providers while maintaining the latency threshold for the application.
They used an optimal offline algorithm and a Receding Horizon Control (RHC)
technique to make a trade-off between residential and migration costs.

Table presents a set of non-heuristic approaches for virtual machine place-
ment and selection in data centers, considering energy efficiency and / or utilization

of single / multiple resources.
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Approaches
Reference Methodology Considered
Energy ? Multiple
Resources ?
Mansuri et al. (2017) [36] Randomized online algorithm yes no
Portaluri et al.(2017) [25] Multi Resource Best Fit no yes
Tseng et al.(2017) [29] Integer Linear Programming no yes
Addya et al. (2017) [31] Queuing Model yes no
Zhang et al. (2017) [26] Dynamic Programming yes no
Xia et al. (2017) [37] Mixed Integer Programming yes yes
Cui et al. (2017) [38] Progressive-decompose-rounding no no
. . Easy Backfilling,
Rimal et al. (2016) [39] ., . . no no
Minimum Completion Time
Imlai et al.(2016) [40] Elastic Scheduling yes no
Shen et al. (2016) [28] Graphcut Algorithm no no
Verma et al. (2016) [41] Best-Fit Algorithm no no
Wang et al. (2016) [42] Mixed integer programing (MIP) no no
Zhou et al. (2016) [43] Adapi.;lve Three-Threshold ves o
Algorithm
Agrawal et al. (2015)[44] Linear programming yes no
Zhang et al. (2015) [32] Evolution , yes no
approximation algorithm
MinDFT-ST and
Quang-Haung et al. (2014)[45] P — no yes
Quang-Hung et al. (2014) [33] Energy—awa.re and Performance o yes
per watt oriented Best fit
Wang et al. (2013) [33] T\.No—tl?reshold decentralized o o
migration
Singh et al. (2013) [46] Bankers algorithm no no
Li et al. (2013) [34] EAGLE yes no
Optimal Online Deterministic
Beloglazov et al. (2012) [47] Algorithm, Random Choice, yes no
Maximum correlation,
Goudarzi et al. (2012)[30] Dynamic programing yes no
Bose et al. (2011) [48] Deterministic approach no no
Le et al. (2011) [49] Binary Integer Programming yes no
Beloglazov et al. (2010) [50] Minimum migration time (MMT) yes no
Buyya et al. (2010) [51] Single Threshold, highest. poten.tial yes o
growth and random choice policy
Meng et al. (2010) [52] Two tier Cluster and Cut algorithm  no no
Dhiman et al. (2009)[53] vGreen yes no
Cardosa et al. (2009) [54] PowerExpand MinMax yes no
Verma et al. (2008) [55] pMapper no no
Nathuji et al . (2007) [56] Virtual power management yes yes

Table 2.1: Non-heuristic Approaches
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2.1.2 Heuristic Approaches

Lee et al. [57] proposed a virtual machine consolidation approach considering
the competing resource demands in multiple dimensions. They developed two
heuristic approaches namely Dot-Product and Norm-based Greedy to select the
next VM. Xiao et al. [5§8 measured the unevenness in the multi-dimensional
resource utilization of a server using skewness. They developed an algorithm to
capture the rising trend of resource usage patterns to minimize the skewness and
to increase the overall resource utilization. Wang et al. [59] presented a heuristic
min-cost algorithm to solve energy consumption problems in data centers, resolving
difficulties with integer decision variables and non-linearity of the power model.

Grange et al. [60] proposed an Attractiveness-Based Blind Scheduling algo-
rithm using as a greedy heuristic approach for choosing a definitive placement for
a task at the time of its submission. This algorithm compares multiple possible
placements. Wang et al. [59] solved VM placement problem using a mixed inte-
ger programming approach. This approach takes more time for large number of
virtual machines and physical machines.

Zhang et al. [66] presented an approximate approach based on bin packing
algorithm to migrate virtual machines. They considered the resource utilization
and the migration cost to get the optimal solution. Cao et al. [84] proposed an
energy-aware heuristic framework for VM consolidation to achieve a better energy-
performance trade-off. Most of the works apply greedy heuristics to model VM
consolidation as variants of the bin packing problem such as First Fit Decreasing
(FFD) [85], Best Fit [86], Best Fit Decreasing [77], and so on [87, [88].

For reducing power consumption and SLA violations, Mostafa et al. [62] con-
sidered maximum absolute deviation for VM placement by grouping both physical
and virtual machines. An extended Best Fit Decreasing algorithm was proposed
for reducing the number of virtual machines and a learning automata was used
as a trade-off between power consumption and SLA violations. Wood et al. [85]
presented a system called sandpiper that automates monitoring tasks and helps in
detecting hotspots, determines a mapping between physical and virtual resources
and initiates the necessary migrations in a virtualized environment. Soomro et al.
[61] presented two novel heuristic algorithms based on First Fit Decreasing (FFD)
for VM placement. FFD preprocesses all VMs and sorts them in descending order
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Approaches
Reference Methodology Considered
Multipl
Energy ? uitiple
Resources ?
Soomro et al. (2017) [61] First-fit Decreasing yes yes
Ghobaei et al. (2017) [62] Best-fit Decreasing yes no
Network topol dundant
Zhou et al. (2017) [63] chwork topology aware redundat no no
VM placement approach
E -A Best Fit
Zhou et al. (2016) [43] nergy-fAware Hest B no 1o
Decreasing
Xiao et al. (2016) [64] Game Theory no no
Verma et al. (2016) [41] Best-fit Heuristic no no
Su et al. (2015)[65] Iterative heuristic search yes no
Zhang et al. (2015) [66] Bin packing no yes
Liang et al. (2014) [67] App-VM_Reconfiguration yes yes
Dai et al. (2014) [68] Minimum power VM placement yes no
Fang et al. (2013) [69] Greedy Bin-Packing yes yes
O tunit; t based
Huang et al. (2013) [70] pp.or _um ¥ cost base yes no
heuristic approach
Dong et al. (2013) [71] Best Fit with hierarchical clustering yes no
Max-Min Multidi ional
Wang et al. (2013) [72] ax 1r.1 u ' 1me.n51ona yes no
Stochastic Bin Packing
Gupta et al. (2013) [73] Heuristic bound approach no no
P
Dong et al. (2013) [74] ower aware yes no
best fit decreasing
P A Best Fit
Beloglazov et al. (2012) [47] ower .Ware es. ' yes no
Decreasing Algorithm
Cost- two-ph.
Chen et al. (2012) [75] o8 'axivare Wf) phase yes no
heuristic algorithm
Somani et al. (2012) [76] Bin Packing yes yes
Modified Best Fit
Beloglazov et al. (2012) [77] ot e. s 1, yes no
Decreasing Algorithm
Max-Mi 1tidi ional
Jin et al. (2012) [78] AT IR ensiona no yes
Stochastic bin packing
A imati lgorith
Le et al. (2011) [49] pproximation a gotl m.s yes no
based on greedy formulations
D i t-
Simarro et al. (2011) [79] ynan.nc ,COS .aware yes no
load distribution
Machida et al. (2010) [80] Multiple k-redundancy no yes
Younge et al. (2010) [81] Greedy Algorithm yes no
Li et al. (2009) [82] EnaCloud yes yes
Bobroff et al. (2007) [83] Binpacking and Timeseries forecasting  yes no

Table 2.2: Heuristic approaches
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based on their sizes. Zhou et al. [63] presented a VM placement optimization
approach to enhance the reliability of services in a cloud environment. The best
set of VM and hosting servers were selected using network topology. Further, a
heuristic was used to solve the problem of VM reassignment optimization. Fang et
al. [89] presented a method to reduce job delay by assigning virtual machines to a
few hypervisors and by moving the communicating parties to closer locations. Su
et al. [90] addressed the problem of VM placement by considering affinity and con-
flict between virtual machines. They analyzed the impact of affinity, and conflict
between virtual machines.

Table presents a list of heuristic approaches for virtual machine placement
and selection in data centers, considering energy efficiency and / or utilization of

single / multiple resources.

2.1.3 Meta-heuristic Approaches

Zhao et al. [91] explored the balance between server power savings and virtual
machine performance. They proposed an algorithm based on ant colony opti-
mization, to minimize server power consumption and guarantee VM performance.
Duan et al. [92] proposed a PreAntPolicy that consists of a prediction model
based on fractal mathematics and a scheduler based on an improved ant colony
algorithm. Based on load trend prediction, the model executes the scheduler while
minimizing energy consumption. Tang et al. [93] considered energy consumption
of networks and servers and proposed a genetic algorithm and a hybrid genetic al-
gorithm for virtual machine placement. Zheng et al. [94] proposed a Biogeography-
Based Optimization (BBO) technique that studies the geographical distribution of
species migration and extinction of existing species and rise of new species for VM
placement. They consider the resource wastage and the power consumption while
placing the virtual machine on to physical machines. Wang et al. [95] proposed
an improved particle swarm optimization (PSO) to minimize energy consumption
during the provision of data-intensive services with a global QoS guarantee in a
data center.

Liu et al. [96] proposed an Ant Colony Optimization (ACO) algorithm for
virtual machine placement. They combined ACO with a local search technique

namely Order Exchange and Migration (OEM). This method effectively minimizes
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the energy consumption by reducing the active physical machines. Sawant et al.
[97] proposed a genetic algorithm based scheduling for placing virtual machines in
a cloud environment. They used the average load of each virtual machine on a
host in a time cycle to find the mapping solution satisfying the total load variation
(o). Goiri et al. [98] considered the problem of multifaceted resource management
in data centers, considering the cost of energy consumption, SLAs, outsourcing
capabilities, heterogeneity management, and economic modeling. They proposed
an algorithm that tries to find those combinations from the scoring matrix that
maximizes the overall system benefit. However, they confined the number of move-
ments per round because this algorithm has a chance to enter into a periodic cycle
without converging.

Dashti et al. [I09] presented a modified PSO approach for allocation of mi-
grated virtual machines from overloaded hosts to improve energy efficiency in a
cloud computing environment. But placing migrated VMs again in other hosts
may lead to aggressive migration which causes high energy consumption and leads
to SLA violations in a cloud computing environment. Wu et al. [122] proposed a
genetic algorithm for virtual machine placement considering the energy consump-
tion of servers and communication network in a data center. Kumar et al. [I10]
focused on minimizing the total resource wastage with efficient VM allocation
using PSO in cloud operations.

Virtual machine migration is a major way for reducing unnecessary consump-
tions in a data center. Palmieri et al. [127] proposed a swarm based meta-heuristic
to the resource scheduling and balancing problem, minimizing runtime and fairly
balancing load in next generation grids. However, they have not considered the en-
ergy consumption of computing resources of local grid nodes. Ferdaus et al. [128]
proposed Ant Colony Optimization technique to consolidate the virtual machines
focusing on balancing different computing resources with the goal of minimizing
resource wastage and power consumption. Kansal et al. [I05] proposed a virtual
machine migration technique using Firefly algorithm. This approach has the capa-
bility to handle multiple modes and migrates the virtual machines based on their
utilization levels. A virtual machine having high utilization is migrated to the
under-utilized host. Efficient re-optimization strategy for big data access in multi-
tenant cloud infrastructures. Palmieri et al. [129] developed a meta-heuristic based
on Greedy Randomized Adaptive Search Procedure (GRASP) for path rerouting
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Approaches
Reference Methodology Considered
Energy 7 Multiple
Resources 7

Ding et al. (2018) [99] Discrete firefly algorithm yes no
Zhao et al. (2018) [91] ACO no no
Aryania et al. (2018) [100] ACO yes yes
Duan et al. (2017)[92] Improved ACO no yes
Kaur et al. (2017) [101] Gravitation algorithm yes no
Chen et al. (2017) [102] .Constrained ‘immune memor}.z a‘nd ‘ yes o

immunodominance clone optimization

Bi-geography based
Zheng et al. (2016) [94] . no yes

optimization
Wang et al. (2016) [95] Improved PSO yes no
Portaluri et al. (2016) [103] Fuzzy Logic based optimization yes yes
Mu et al. (2016) [104] PSO with Gauss Strategy no no
Kansal et al. (2016) [105] Firefly optimization yes no
Liu et al. (2016) [96] ACO with OEM yes no
Gao et al. (2016) [106] ACO no no
Wang et al. (2016) [I07] Intege}r bi-level genetic yes yes

Algorithm
Xu et al. (2015) [108] Improved PSO yes yes
Dashti et al. (2015) [109] Modified PSO yes no
Kumar et al. (2015) [110] PSO yes no
Joshi et al. (2015) [111] Cuckoo search yes no
Tang et al. (2015) [112] Hybrid Genetic Algorithm no no
Luo et al. (2014) [113] Hybrid shuffled frog leaping yes no
Kruekaew et al. (2014) [114]  Artificial Bee Colony (ABC) no no
Dong et al.(2014) [I15] ACO no no
Yang et al. (2014) [116] NSGA yes no
Gao et al. (2013) [117] Meian .varlhance yes yes

optimization
Wang et al. (2013) [I18] PSO based local fitness first yes no
Ma et al. (2012) [119] ACO yes yes
Wu et al. (2012) [120] Simulated annealing yes no
Goudarzi et al. (2012) [121] Seml—st‘atlc OPtl_le.atlon’ yes no

Dynamic optimization
Wu et al. (2012) [122] Genetic Algorithm yes no
Jeyarani et al. (2011) [123] Self Adaptive PSO yes no
Mark et al. (2011) [124] GA and PSO yes yes
Xu et al. (2010) [125] Improved GA yes yes
Piao et al. (2010) [126] Greedy randomized adaptive search (GRASP) no no

Table 2.3: Meta-heuristic approaches
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and VM migration in a federated cloud. Several researchers used variants of ACO

to address VM consolidation and have shown better results [130] [131], 132} [133].
Table presents a list of meta-heuristic approaches for virtual machine place-

ment and selection in data centers, considering energy efficiency and/ or utilization

of single / multiple resources.

2.2 Machine Learning Approaches for Data Cen-

ter Monitoring

Energy consumption modeling of the data centers quantifies the energy consump-
tion as a function of input parameters. These models aim at forecasting the energy
consumption of the individual data center to determine the energy supply require-
ments at various levels. Accurate modeling and predictions of data center energy
consumptions enables various energy management opportunities such as: estimat-
ing energy supply, early stage design decisions, estimating improvements to data
center energy performance, and energy infrastructure planning [134) [135]. Machine
learning has the distinct advantage that distilled expertise from other disciplines.
Machine learning (ML) algorithms have achieved remarkable successes in solving
many complex tasks by learning from raw data. Therefore, the integration of
machine learning in data centers has sparked great interest in recent years [136].
Verma et al. [41] proposed a dynamic resource demand prediction and alloca-
tion framework by classifying service tenants according to their changing resource
requirements in multi-tenant service clouds. They applied exponential moving av-
erage for short term predictions and polynomial regression, ARX, and ARMAX for
long term predictions. This model is useful for preparing the correct type of VMs
in advance but does not consider energy consumption. Dong et al. [74] proposed
a forecast based power aware best fit decreasing model that uses the estimated
resource demand and places the virtual machines using a heuristic method. Bo-
broff et al. [83] proposed a dynamic server migration and consolidation algorithm.
They used time series forecasting for forecasting resource demands and proposed
a method for classifying workload signatures to identify efficient servers.
Krioukov et al. [I37] proposed various forecasting models to predict the future

user requests and adjusted the servers accordingly in a heterogeneous environment.
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Abdelzaher et al. [I38] use control theory to design a feedback control framework
augmented by elements of scheduling and queuing theory for resource provisioning.
They proposed a closed-loop approach to manage the trade-off between the number
of applications hosted on a machine and the amount of resources (CPU or memory)
allocated to each application.

Liang et al. [67] proposed a modified Index Curve Model to predict the ap-
plication requests. To avoid the time delay for VM allocation, they separated
reconfiguration and real allocation. Kousiouris et al. [202] studied the effect of
different critical parameters on the performance of VMs. Further, they used the
optimized artificial neural networks to predict the performance degradation apriori
to the execution. This helps in pro-actively provisioning the resources as needed
by an application. Xu et al. [I85] presented a unified reinforcement learning ap-
proach for predicting the demand and then automated the configuration processes
of VMs. However, this work focuses on CPU and memory resources and does not
consider network-I/O and disk-1/O bandwidth. Bankole et al. [203] developed
a prediction model for TPC-W benchmark web application. They applied neu-
ral network (NN), linear regression (LR), and support vector regression (SVR) to
forecast the future resource usage in multi-tier web applications.

Do et al. [204] presented a novel application profiling technique using canoni-
cal correlation analysis (CCA). CCA is used to identify the resources that affect
the workload behavior and to find a suitable host. Further, a performance predic-
tion model is developed based on the application profiles generated using CCA.
Gong et al. [205] presented a model to predict the dynamic patterns in resource
demands and adjusted their resource allocations automatically. They have used
Fast Fourier Transform (FFT) to identify the dominant resource usage patterns.
Wood et al. [206] proposed an autonomous model to correlate the resource us-
age on native environment. The model achieved a higher precision in estimating
resources needed to an application that is migrating from physical to virtual en-
vironment. Du et al. [207] proposed models based on artificial neural network
and regression to predict the interference among virtual machines to mange the
resources efficiently. Elprince et al. [208] proposed an autonomous cloud man-
agement model that predicts the workload demand and places virtual containers
accordingly. For improved utilization of resources, Suhad et al. [169] proposed the

grouping of tasks based on their similar resource requirements. This task grouping
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2.3 Analysis and Discussion

enables a cloud data center to identify an optimal VM placement strategy and then
tries to allocate those VMs from the complemented groups or clusters on the same
physical machine. This type of placement reduces competition among resources
within the same physical machine. Keller et al. [209] considered network affinity
while migrating virtual machines. They proposed live migration of ensembles, an
algorithm to perform incremental migration of data-plane state and other traffic
sources synchronously.

Table [2.4] presents a list of machine learning approaches for data center moni-

toring.

2.3 Analysis and Discussion

We classified the virtual machine placement and selection approaches based on
non-heuristic, heuristic, and meta-heuristic approaches. Based on our literature
survey, from Figure2.2] we observe that 40% of the research papers focus on non-
heuristic approaches, 34% of the research papers focus on heuristic approaches, and
26% of the research papers focus on meta-heuristic approaches. Researchers used
non-heuristic methods to solve VM placement problem with global constraints.
However, these algorithms support limited workflow and do not guarantee opti-
mal solution. Heuristic approaches like First-fit decreasing, Best-fit decreasing,
etc. are deterministic in nature and do not always guarantee the optimal solution.
Meta-heuristic methods support large workflow sizes with global constraints and
have less computation time. However, improving the performance, exploration
and exploitation capacities of the meta-heuristic algorithms is still a challenging
issue. It seems promising to propose novel meta-heuristics methods to solve VM
placement and selection. We also observe that in recent years, these meta-heuristic
approaches are receiving considerable attention from the research community. Var-
ious meta-heuristic approaches proposed by researchers for VM placement and
selection are shown in Figure [2.3]

Based on our literature survey, we identify that workload demand prediction,
resource utilization prediction, and power consumption/variation prediction are
the major problems related to data center monitoring, solved using machine learn-
ing approaches. Fig. presents various data center monitoring issues solved

using machine learning. Fig. illustrates the solutions for the said problems (in
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Figure 2.2: Classification of Approaches

Mean-Varience
2%

ABC
2%

Frog Leaping
3%

Figure 2.3: Meta-heuristic Approaches
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B Workload / Resorce Demand
Prediction

B Resource utileation Prediction

B Inferenc e Prediction

Clustering Vs

B Cooling and Thremal
Management

B Power Consumption and Varition
Prediction

B Dirty page And lob Failure
Prediction

B Inactive VM= Detection

B Others

Figure 2.4: Machine learning applications for data center monitoring

Fig. using various machine learning approaches. It can be observed that Arti-
ficial Neural Networks (ANN) (12%), Auto Regressive Moving Average (ARIMA)
(10%), Reinforcement Learning (RL) (9%), and Support Vector Machines (SVM)
(10%) are mostly used by the researchers.

2.4 Justification for Present Work

This chapter’s contribution has been to reveal the state-of-the-art research on vir-
tual machine placement and selection in cloud data center using soft computing
approaches and on monitoring data centers using machine learning approaches.
Based on literature review, we observe that VM placement and selection problems
are solved generally by heuristics, non-heuristics, and meta-heuristic approaches.
Analyzing from the aspect of consideration of energy and utilization of multiple re-
sources for VM placement and selection, we observe that there is a scope to propose
meta-heuristic approaches for solving VM placement and selection in cloud data

centers. Further, we observe that forecasting energy consumption in data centers
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mANN
M ARIMA
5V
Reinforcement Learning
W Linear Regression
W Auto Regression
m k-Means
W Fuzzy based learning
m Extreme Learning
B Weghted Moving Average
W L53TM
W ChaosTheory
m Markov Chain
W Bhattacharay Digance
w Bayesian Networks
Muki Agent Learning
m Other

Figure 2.5: Various machine learning approaches for data center monitoring

using machine learning and deep learning techniques help data center operators to

predict and estimate the accurate energy demand in real world situations.
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Chapter 3

Energy aware Virtual Machine
Placement and Selection
Approaches in Cloud Data

Centers

The placement of virtual machines over physical hosts becomes a vital component
of any cloud management framework which needs to be optimized continuously due
to the variability of workloads experienced by modern applications. In this chapter,
we formally define the virtual machine placement problem and describe three novel
optimization algorithms namely “Modified Discrete Particle Swarm Optimization
(MDPSO)”, “Interactive PSO-GA”, and “Imitation Based Optimization (IBO)”
for dynamic VM placement. Further, we present a VM selection algorithm for live
migration to improve the energy efficiency of the data centers. To understand the
implications of the proposed approaches, we present a comparative analysis of the

proposed algorithms.
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3.1 Modelling Resource Allocation and Power

Consumption in Cloud Data Centers

Let M be the number of virtual machines and N be the number of physical hosts
/ physical machines (PM) respectively. V is defined as a set consisting of virtual
machines, where v; is an instance of a virtual machine and | V |= M. P is a
collection of physical machines, where p; is an instance of a physical machine and
| P| = N.

V =A{v, v, ..., 0} (3.1)

P = {p17p27"'7pt} (32)

In our model, each physical machine (p;) is characterized as a 5 tuple:
p; = (idj7 Ccpuy, Storagej, bwj, coresj)

where id; is the unique identity of the physical machine, cpu; is the computing
power of the physical machine generally given in million instructions per second
(MIPS), storage; is the capacity of the random access memory of the physical ma-
chine, cores; is the number of cores in a physical machine and bw; is the bandwidth
that is allocated to a physical machine. Each virtual machine is characterized by
a 4 tuple, given by:

v; = (id;, cpuy, storgae;, bw;)

where id; gives the unique ID of the VM. cpu;, storage;, and bw; are the quantity
of processing power, memory, and bandwidth requested by the VM respectively.
Generally, a physical machine can host one or more virtual machines but each
virtual machine must be assigned to only one physical machine. We use a variable
y;; to indicate whether a virtual machine is allocated to a physical machine or
not. y;; is 1, if i virtual machine is allocated to the j™ physical machine and 0

otherwise.

3.1.1 Problem Definition

We aim to derive a mapping from the set of virtual machines ('), to the set of

physical machines (P) that should maximize the resource utilization and minimize
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the energy consumption. Resource utilization of a physical machine can be de-

composed into cpu utilization, memory utilization and bandwidth utilization by
all the virtual machines in that host. v;"™/p7™

tual machine (v;) in the 5 host (p;). vj"*™/py*™ gives the memory utilization of

i virtual machine (v;) in the j'* host (p;), and v?*/p}* gives the bandwidth uti-

gives the cpu utilization of i*" vir-

lization of " virtual machine (v;) in the 5% host (p;). The objective of maximizing

physical resource utilization is defined as follows:

M .. ( P ymem  pbdw
arimaize —p ey —e ]
Py Py g

The allocation must satisfy the following constraints :

ViY yy=1 (3.3)
j=1

Vj Zyij cut < pt (3.4)
i=1
Vi i o < pe (3.5)
i=1
Vg Zy,»j o <l (3.6)
i=1

where y;; is a boolean variable. y;; = 0 indicates that the virtual machine (v;) is
allocated to a physical machine (p;) or not. Equation ensures that one virtual
machine is allocated to only one physical machine though one physical machine
may have more than one virtual machines. Equations 3.5, and check
the resource requests for each physical machine and guarantee that they will not
exceed the capacity of a physical machine. It is possible to define the upper and
lower utilization limits for a physical machine to ensure reliability.

Generally, we find that the increasing energy consumption is primarily caused
by idle or under-utilized servers. Modeling server power consumption based on
CPU utilization is traditionally followed in predicting the power consumption for
fixed workloads [210]. Hence, we model the energy consumption of a physical ma-
chine based on CPU utilization. The cpu utilization of a physical machine (p;) for

a given virtual machine (v;) is represented as follows:
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y U ) %100 if gy =1
i) — () v = (3.7)
0 otherwise.

The physical machine utilization is the sum of the utilization rates of all VMs in

that physical machine (p;), given by

pi=> p (3.8)
=1

We used SPEC proven methodologies for iteratively measuring the server per-
formance and adopted them to calculate energy consumption [211]. The power
consumption of a physical machine (p;) with utilization ‘v’ is defined as E(p;(u))
and calculated according to Equation [3.9]

E(p;(u)) = a; + (aj41 — a;) * (10 x u — 1) (3.9)

where ¢ = |10 * u] and (a;+1 — a;) represents the increase in energy consumption
of the server when the utilization is increased from ¢ to ¢ + 1.

3.1.2 Fitness Evaluation

Let ‘v’ be the current utilization of a physical machine (p;). A virtual machine v;
will be placed in p; if the physical machine satisfies the conditions in Equations

B-3] B4 B.5 and The increase in the energy consumption of the physical
machine is calculated using Equation [3.10]

0P} = E(p;(ul)) — E(p;(u)) (3.10)

where ‘u1’ is the utilization of the physical machine after v; is placed in p; and 5PJ?
is the increase in the energy consumption of the physical machine p; if the virtual
machine v; is allocated to the physical machine p;.

We minimize the total data center energy consumption by optimizing the in-
crease in power consumption while placing a virtual machine to a physical machine.
Our objective is to minimize the 5P]?' when placing a VM into a physical machine,

satisfying service level agreements. Our aim is to minimize the fitness function (f)

f:izm:(spj? (3.11)

=1 i=1

given as follows.
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3.2 System Architecture for Energy Efficient VM
Placement and Selection (EE-VMPS)

The high level architecture of EE-VMPS in cloud data centers is shown in Figure

[3.1} The problem involves placing the VMs to physical machines in energy efficient

manner, and optimizing the current VM allocation.

following two modules :

|User 1 | |User 2| ——————— @ ______

N\

wi e -

EE-VMPS integrates the

| Power Objective

|Resource Constraints

| SLA

Placement Optimizer

MDPSO / IPSOGA / IBO
Algorithm

initial | placement

%

Migration Manager

Performance Monitoring
& Host Overload Detector

Overload/Underload

Detected

MBS-VM

Selected

Algorithm

VMs

Not Overloaded / Not Underloaded Output

-=-VM Allocation Map ----------ooeeenrzmmmmmemmmsommose s n oo :

VM4

VM;

Figure 3.1: System Architecture of EE-VMPS

1. Placement Optimizer :

This module performs the VM provisioning for

new requests and places the VMs to physical machines using a Modified

Discrete Particle Swarm Optimization (MDPSO) or an Interactive Parti-

cle Swarm Optimization and Genetic Algorithm (IPSOGA) or an Imitation
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Based Optimization (IBO) (See Section subject to the given resource

constraints and SLA constraints.

2. Migration Manager : This module performs real time monitoring consid-
ering the utilization of VMs and physical machines and checks whether the
physical machines exceed the given threshold or not. If any physical machine
is over-utilized or under-utilized, then the migration manager selects some
of the virtual machines using Memory, Bandwidth, and Size based Virtual
Machine (MBS-VM) selection algorithm (See Section and places them

in other physical machines using the placement optimizer.

3.3 Energy Efficient VM Placement Approaches
in Cloud Data Centers

3.3.1 Approach 1 : VM Placement Using Modified Dis-
crete Particle Swarm Optimization (MDPSO)

Discrete Particle Swarm Optimization (DPSO) is a version of classical Particle
Swarm Optimization (PSO) that is modified to work with discrete valued search
spaces consisting of binary/integer values [212]. DPSO shows discrete or subjec-
tive discrimination between variables [213]. DPSO is widely used to solve several
combinatorial optimization problems when a good specialized algorithm is not
available. In DPSO, a particle is composed of binary or integer variables and ve-
locity is converted to chance of probability. This algorithm efficiently maintains
the divergence of the swarm.

We propose a modified discrete particle swarm optimization approach (MDPSO)
to find optimal energy aware virtual machine allocation. Particles are modeled to
present a map of virtual machines to be placed in available physical machines in a
data center. We define a novel particle encoding scheme in MDPSO with modified

operators and velocity updation.
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3.3.1.1 Particle Position and Velocity

Assume that ‘m’ workloads are allocated to any of the ‘n’ heterogeneous phys-
ical machines. We define a “position (X)” as a list of ‘m’ possible values and
each value is chosen from the set P given in Equation [3.2l Every value in X
represents a physical machine in a cloud data center chosen from the set P. Let
(v1, V2, V3, .. , Um) is the list of VMs to be placed in the available physical
machines in a data center. Then the particle position is a list of size M that gives
the corresponding allocation of each VM in an optimization period (t), represented

as follows.

Xz(t) = (p17p57p17 '''' 1Pjy s Py «oee 7pj)

The velocity specifies the direction and tendency of a particle to move to a
better position, shown in Equation [3.12 We model the velocity of a particle as
a set Vj(t), containing elements such as (p; — p;) where each p;, p; € P and
|Vi(t)|=M. In MDPSO, the particles use the information of the local best and the

global best to adjust their velocities.
Vi(t) = {(pi = pj) | pi, p; € P and |Vi(t)|= M} (3.12)

3.3.1.2 Transition (®) Operator

The transition operator is modeled to reflect the updation of a particle position
(X;(t)) based on its velocity. We use ® to denote the transition operator. A
particle X;(t) uses a new velocity V;(¢) to adjust its current position and builds
a new position X;(t + 1). Let p; be the value from X;(¢) and (p; — px) be the
corresponding velocity from V;(¢). Then p; ® (p; — p) is defined as follows:

pi® (pj = pr) = .
p; otherwise

If we apply (p; — pj) to evaluate a value different from p;, then the position re-

mains the same.
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3.3.1.3 Subtraction (&) Operator

The subtraction operator is defined to reflect the change between two particles,
each representing a placement solution. For any two particles positions X; and
Xk, X; © X}, depicts the velocity. In our modified approach, we define X; © X}, for
each physical machine p;, pr € P as follows:

Pi © Pk = {pr — pi} (3.14)

where p; is the value from X; and p;. is the corresponding value from Xj.

3.3.1.4 Addition (&) Operator

We define the addition operator (@) to calculate the particle velocity updation,
which depends on different factors including the local best of each particle, the
global best of the swarm and the velocity inertia of a particle. Between two
velocities V(t) and Vj(¢), the addition defines the updated velocity. Let (p; —
Px), (py — pj) be the velocity values from V;(t) and V}(t) respectively. V;(t) & V;(t)

is defined as follows:

Vi(t) @ V(t) = { n Zf; o } (3.15)

3.3.1.5 Multiplication Operator (®)

We modify the multiplication operator to update the particle velocity when it is
multiplied by a real positive coefficient. The ® operator is stochastic, and defined
only for a coefficient between 0 and 1. We can perform ‘n’ addition operations and
one multiplication operation if the coefficient is greater than one. For each value

(p; — p;) of V;(t), the multiplication operator is defined as follows:

c®vj(t)_{pi_>pi ifégc} (3.16)

pi—p; if c>c

where ¢ € [0, 1] and ¢ = random(0, 1).
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Algorithm 3.1: VM Placement Using MDPSO

[}

© 0w N o

10

11
12
13
14

15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32

33

Input: List of virtual machines and physical machines

Initialize the parameters k, r, s, population size and learning factors (ki, k2).
Initialize the population using random sequences.

foreach particle € Swarm do

fitness[i] = jg:l E(p;(ul)) — E(p;(u)).

L; = X;(t).// Local Best
fj (t)= particle with minimum 3} E(p;(ul)) — E(p;(u)) in the swarm. // Global Best

j=1

prevFitness = fitness.

repeat

foreach particle € Swarm do

// Update Velocity and Position of each particle

Vit +1) =w@ Vi(t) ® kiri(6) @ (Li(t) © X (1)) ® kara(t) @ (Lj (1) © Xi(1))
Xi(t+1) = X;(t) o Vi(t + 1);

fitnessfi] = 32 Blp;(u1)) - Blp;(w).
p2

if fitness[i] < prevFitness[i] then
| L;=X;(t+1).

[:j (t + 1)= particle with minimum j§1 E(pj(ul)) — E(pj(u)) in the swarm.
if fitness (Lj(t 4+ 1)) < fitness(L;(t)) then

Li(t) = Lj(t+1).

Flag = True;

count ++;

if Flag == True and count > r then

| Return [:j (t).

else
if fitness (Lj(t +1)) == fitness([:j(t)) then
Flag = false;
countl ++;
if countl > s then
Return L; (t).

else
Flag = false.

count = countl= 0.

until k-times ;
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Using the said operations, we improve the DPSO by reformulating the equa-
tions of velocity and position in PSO (see Appendix |A.1]) as follows:

Vi(t41) = w @ Vy(t) @ k1 (t) @ (Li(t) © X;(1)) @ karo (1) @ (L;(8) © Xi(t));  (3.17)

Xi(t+1) = Xi(t) © Vit + 1); (3.18)

The pseudocode for the allocation of virtual machines using our MDPSO is
illustrated in Algorithm 3.1. The particle data in this case is the VM-Physical
Machine map that shows the allocation of a VM to a physical machine. Initially
all the VMs are placed randomly in different physical machines. We calculate the
fitness of each particle in the swarm using the Equation [3.11] Then we choose
the particle having a minimum fitness as the global best. After each iteration,
all particles try to move closer to the coordinates of the optimal solution in the
population which provides less energy consumption. This happens during the
updation of the velocities of each particle using their local best and global best as
shown in Equation [3.17 These velocities are applied to the respective particles to
update their position as shown in Equation [3.18] Individual particles of the swarm
are manipulated until the particle matches the target by updating the velocity and
position. Algorithm 3.1 terminates either after k-iterations or achieves continuous

improvement in the global best r-times.

3.3.2 Approach 2 : VM Allocation Using Interactive PSO-
GA (IPSOGA)

Interactive PSO-GA combines the searching abilities of both genetic algorithm
(GA) and particle swarm optimization (PSO). To make particles more suitable
to the environment before producing offsprings, we incorporate the social interac-
tion between the algorithms to enhance the population on each generation. The
combination of GA and PSO algorithms has been investigated in many studies
[214, 215, 216, 217]. But, to the best of our knowledge, parallelization of these
algorithms is not considered in the literature instead authors worked on serializa-
tion of these algorithms in one or other ways [218], 219]. Parallelization helps to
enhance the computational throughput and global search capability. If the algo-
rithm is properly designed to take advantage of parallelism, it can execute faster

than their sequential counterparts. So, by taking the recent advances in multi core
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architectures, we propose to use multi-threading and shared memory to develop a
parallelized optimization algorithm called “Interactive PSO-GA” (IPSOGA).
This algorithm performs parallel processing of particle swarm optimization
(PSO) and genetic algorithm (GA) using multi-threading. Firstly, basic PSO and
GA algorithms will run in parallel in separate threads. After each iteration, these
threads share the top ranked particles information with each other to form the
population for the next iteration and override the poor-performing particles. This
technique helps balancing between improving convergence time and accuracy.
Our proposed IPSOGA is illustrated in Figure [3.2] Both the PSO and GA
algorithms are population based and each particle data represents a candidate
solution to the optimization problem. Particles are modeled to present a map of
virtual machines to be placed in available physical machines in a data center. Our
algorithm starts with randomly initializing the population and other parameters
like inertia coefficients, learning factors, crossover rate, and mutation rate. We
calculate the fitness of each particle in the swarm and then we choose the particle

having a maximum fitness as the global best. With the said information, the

Initialize the Population,
Parameters of PSO and GA

Calculate the fitness and |
personal Best of all the Particles [~

\
’ Record the Global Best

Take a copy of the
population

Termination
criteria met?

f Update the velocity and positions :
\ of all the particles {

Selection
’ Calculate the fitness of all ‘ :

'
particles ' '

; . : : *

: [ Compare and update the global | ! :

: and personal best of ecah ! ,

particle.

Rank the partilces according to -
the fitness value :

1 | Rank the partilces according to
the fitness value

Shared Memory :

e ’-»-»-»-»-»-»-»-»-’ \|Merge the top-ranked partilces
Z|from both the populations

Figure 3.2: Flow diagram of IPSOGA

program is broken into two discrete parts that can run concurrently in two different
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threads. The first thread runs the PSO algorithm and the second thread runs GA
algorithm. The first thread follows the flow explained in Appendix [A.T], where all
the particles try to move closer to the coordinates of the optimal solution in the
population. The second thread follows the flow given in Appendix [A.3]

After each iteration, both the threads rank the particles of the respective pop-
ulation according to the particles fitness value. Finally, in step 10, we create a new
population for the next iteration by merging the top particles (according to fitness)
in shared memory context as shown in Algorithm [3.2] where the process of merg-
ing is done asynchronously. Our algorithm terminates either after M-iterations or
achieves continuous improvement in the global best r-times as shown in Algorithm
B.11

On a multi-core machine, we can improve the actual performance of com-
pute bound operations, by executing multiple threads in parallel, with every core
handling a separate thread simultaneously. To implement parallel version of an
algorithm, the code should be easily vectorized or partitioned to run in parallel
on a multi-core system. Furthermore, it should be scalable to permit efficient
utilization of computational resources. Evolutionary algorithms such as PSO and
GA are better suited for parallel implementation. PSO and GA are population
based algorithms and the number of individuals in each population can be adjusted
according to the availability and capacity of processors. However, increasing the
population size allows for a higher global exploration in the search space and avoids
the chance of trapping into local minima.

The basic PSO algorithm was designed in synchronous fashion for updating
particle’s best (pBest) and swarm’s best (gBest) fitness values along with their
positions. In this approach, we need to evaluate the fitness of all the particles be-
fore updating the pBest and gBest values. However, updating the pBest and gBest
after each individual iteration (i.e, in an asynchronous fashion) improves conver-
gence rates [220,221]. Because of asynchronous update, there is a chance that other
particles quickly react to the change in the global best value. In our approach, we
evaluate the fitness values concurrently, which indicates the synchronous design.
The parallel implementation requires updating gBest of the population after PSO
and GA complete their updates. Consequently, this will reduce the convergence
rate compared to the asynchronous implementation. To improve the convergence
rate, we enhance the population using the ranked particles from both PSO and GA
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Algorithm 3.1: VM Placement Using IPSOGA

1

2

3

4

5

6

7

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

Initialize the parameters population size, mutation-rate, crossover rate,
learning factors (ky, ko), maximum iterations(M), and r.
Initialize the population using sub-random sequences.
foreach particle € Swarm do
Calculate the fitness of the partcle.
L Store the local best of the particle.

L;(t)= particle with maximum fitness value in the swarm. // Global Best

repeat
Perform the PSO operation and GA operation in different threads.
Rank the indiviual populations of PSO and GA according to the fitness
values.
newPopulation = mergePopulation(psoPopulation, gaPopulation);
I:j (t + 1)= particle with maximum fitness in the population.
if fitness (L;(t + 1)) > fitness(L;(t)) then
Li(t) = Lt +1).
Flag = True;
count +-+;
Update the populations of the PSO and GA with the newPopulation.
if Flag == True and count > r then
Return [:j(t).
else
if fitness (L;(t+ 1)) == fitness(L;(t)) then
Flag = false;
countl ++;
if countl > s then
Return Ej (1).
else
Flag = false.
count = countl= 0.
until M-times ;
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Algorithm 3.2: mergePopulation()

input : populationl, population2
output: newPopulation
1 templ= first particle of the populationl;
2 temp2= first particle of the population2;
3 p=g=0;
4 for i=0; i<populationl.length(); i++ do

5 if fitness(templ) > fitness(temp2) then
6 newPopulation|i|=populationl|p];

7 templ= populationl[++p];

8 else

9 newPopulation|[i|=population2[g];

10 temp2= population2[++gJ;

11 return newPopulation

algorithms. After each iteration, we rank the individuals of the populations con-
currently. We then update the initial population with the top-ranked individuals
chosen from both the populations, as shown in Algorithm [3.2]

3.3.3 Approach 3 : VM Allocation Using Imitation Based
Optimization (IBO)

In an attempt to address few challenges like decreasing the convergence time and
increasing the consistency in providing optimal solutions, we propose a new opti-
mization algorithm named imitation based optimization (IBO) based on the hu-
man behavior of learning and imitating. Having a good reason for copying the
behaviour of the leader, other particles of the swarm starts paying attention to
the leader. They remember all / some behaviour of the leader and tries to imitate
the behaviour with some confidence. Imitation is an important aspect of social
learning. If a particle is capable of carrying out the behaviour which they have
observed to achieve the desired result, then they start imitating but may or may
not achieve most. This explains the differences in the states of the particles. The

individual being observed (Leader) is an important factor in this approach. In
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general, people are more likely to be influenced by the person with status and
power. In our case the chance of imitating a particle increases, if it has a good fit-
ness value than the other particles in the swarm. The leader may have a powerful

influence if they have gained good position through their movement.

Algorithm 3.3: Calculating Mahalanobis Distance - MD (A, B)

Input: Two matrices A and B with same number of columns
1 Center the data of each matrix on arithmetic mean of each column to get A
and B.

2 Calculate the covariance matrices for A and B as:

Clzi*AT*A

nl

1 . .
Cy=—xB'«B
n2

where nl and n2 are the number of rows in A and B respectively.

3 Calculate the pooled covariance matrix of C; and C as:

1

4 Calculate the mean difference matrix Diff as:
Diff = mean(A) — mean(B)

5 Calculate the Mahalanobis distance as:

otherwise

MD — { \/Diff*PC’—l x Dif fT if inverse of PC' is possible }

The proposed algorithm is a population-based algorithm where the population
consists of a group of individuals (candidate solutions). Each individual starts with
a random position and has some level of capacity (fitness) for solving a problem.
The individual with high fitness is announced as the best participant (Leader).
This information is propagated to all the individuals in the population. The pro-

cedure of IBO is divided into two phases. The first phase is “grouping phase”
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where the individuals who are similar to the best participant will be grouped to-
gether. This similarity is designed using the Mahalanobis Distance as given in
Algorithm [3.3] and this group is named as “pioneers”. The individuals having less
Mahalanobis Distance are treated as more similar and vice versa.

We have chosen the Mahalanobis Distance (MD) for deriving a similar individ-
ual because it distinguishes the pattern of a certain group from other groups in
a better way [222]. It is a distance measure based on correlations between vari-
ables by which different patterns could be identified and analyzed with respect to
a reference baseline [223]. The MD measure can be used to determine the similar-
ity of a set of values from an unknown sample to a set of values measured from
a collection of known samples. One of the main applications of MD is to intro-
duce a scale based on all characteristics to measure the degree of abnormality. It
measures the distances in multi-dimensional spaces taking into account the cor-
relations between variables or characteristics that may exist. When compared to
other multivariate measurement techniques such as the Fuclidean distance, MD is
superior [224]. The Euclidean distance, for instance, does not indicate how well
the unknown data matches with the reference data and does not takes into ac-
count the distribution of the points (correlation). Calculating MD between the
two candidate solutions is given in Algorithm

The second phase is the “Imitation phase”. In this phase each person in the
population except those in pioneers group enhances their knowledge by imitating
the best person in the group. This imitation is done by updating the solution
using Algorithm [3.4]

The flow of algorithm is explained in Algorithm Our algorithm starts
with a random population. Each individual in the population represents VM-Host
mapping as discussed in Section [3.3.1.1] Then we calculate the fitness of each in-
dividual in the population and decides the best participant of the population. The
best participant is the one who has the lowest fitness value (energy consumption)
and this information is propagated to all other individuals. Furthermore, our ap-
proach categorizes the generated population of particles into similar (pioneers) and
non-similar particle groups based on similarity with the best particle which is cal-
culated using the mahalanobis distance as described in Algorithm [3.3] Then each
individual in the non-similar particle group tries to imitate the best participant by
doing the operations as presented in Algorithm [3.4f Once all the individuals are
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Algorithm 3.4: Update Particle

1

N

10

11

12

13

14

Input: particle A, Best particle B
Convert the given particles into matrix form according to the problem.
Calculate the mean of matrix A and B. //
mean returns a row vector containing
the mean of each column.
Calculate the mean difference D:
D = mean (A) - mean (B)
foreach row in A do
foreach column € A [r] do
L Alrow|[column] = Afrow|[column] + D[clolumn]

dist-A = Calculate the Mahalanobis distance between A, B.
create a new particle (C) using sub-random sequences.
dist-C = Calculate the Mahalanobis distance between C, B.
if dist-C < dist-A then

‘ Return C.

else

t Return A.

updated, we decide the best participant again and compare it with the previous

one. This process continues until we get continuous improvements in the updated

particle for ‘r-times’ or will not change for ‘s-times’ or up to ‘max-iterations (k)’.

3.4 VM Selection and Migration using MBS-VM

We perform migration of the virtual machines to increase the efficiency and to

ensure the compliance of SLA. We choose two extreme states of the servers for

VM selection: over-utilization and under-utilization. If a server is under-utilized,

then we select all the virtual machines in that physical machine. If a server is

over-utilized, then we select the virtual machines for migration using the proposed

selection algorithm until the physical machine utilization drops below the upper
threshold.
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Algorithm 3.5: VM Placement Using IBO

Input: List of decision variables

Initialization:
grouping factor(y) = 0.5,
population size =40, r=2, and s=10,
Initialize all the particles of swarm using sub-random sequences.

Calculate the fitness of the particle.
Lyparticte = Xi(t). // Local Best

1

2

3

4

5 foreach particle € Swarm do
6

7

8 L(t)= particle with minimum fitness value in the swarm. // Global Best
9

prevFitness = fitness. //save a copy of the array

10 repeat

11 foreach particle € swarm do

12 Calculate the Mahalanobis Distance (MD) between the L(¢) and particle.
13 if MD < ~ then

14 ‘ add the particle to poineers list.

15

16 foreach particle ¢ poineers do

17 X;(t + 1)= Update the particle according to Algorithm 2
18 Calculate the fitness of the updated particles

19 if fitness[particle] < prevFitness[particle] then

20 | Li=Xi(t+1).

21

22 L(t + 1)= particle with minimum fitness value in the swarm
23 if fitness (I:J (t+1)) < fitness(ﬁj (t)) then

24 Li(t) = Lt +1).

25 Flag = True;

26 count ++;

27 if Flag == True and count > r then

28 ‘ Return L, (t).

29

30 else

31 if fitness (L;(t +1)) == fitness(L;(t)) then

32 Flag = false;

33 countl ++;

34 if countl > s then

35 Return [:j (t).

36

37 else

38 Flag = false.

39 count = countl= 0.

40 until k-times ;

We propose a Memory, Bandwidth, and Size based Virtual Machine (MBS-VM)
selection algorithm considering the memory utilization, bandwidth utilization, and

size of the virtual machine. The migration task adds load to both the target and
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host systems, which effects the performance of both the hosts as well as the data
center. Hence, we carefully select the migratable virtual machines in the over-
utilized hosts. In order to achieve this, we designed a cost function that effectively
balances memory, bandwidth, and size factors. This function is further used to
select a VM among the migratable VMs. The definitions for the utilization of
various elements that we considered are discussed as follows:

Memory Utilization: Memory utilization of a VM reflects the usage of the
physical machine by a VM. Generally, memory usage changes slowly when the host
utilization is below the lower-threshold, and increases rapidly when approaching
the upper-threshold. Considering these facts, we define the memory utilization of
a VM (v;) in a host (p;) as shown in Equation [3.19]

Current allocated RAM for v;

V' M; =
(mm) Total RAM requested by v;

(3.19)

Bandwidth Utilization: Virtual machine migration involves transferring
large amounts of data between hosts. VMs comprising a multi-tier application
make complex load interactions among the underlying physical servers. For such
applications, we need to consider bandwidth allocation and usage for a VM as

shown in Equation [3.20

Current allocated bandwidth for v;
Total bandwidth requested by v;

V M;(bw) = (3.20)

VM Size: The amount of data transfer is directly related to the migration
cost. The amount of data transfer is the only factor that has a linear relationship
with the power consumption and also with migration time when physical machines
have stable loads. In fact, the amount of data is controlled by the memory size of
migratable VMs [225]. VM Size is defined as follows:

V M;(size) = Size of the virtual machine (v;). (3.21)

Based on the concept of memory utilization, bandwidth utilization and VM

size, the cost function for a VM is defined as the weighted sum, as follows:

Cost(VM;) = a.VM;(mm) + b.VM;(bw) + c.V M;(size). (3.22)

where a, b, and ¢ are the random weights such that a +b4 c = 1.
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Algorithm 3.6: VM Selection Using MBS-VM

1
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Input: List of physical machines: hostList

Initialize lowerThreshold, upperThreshold.

foreach host € hostList do

host-utilization= getHostUtilization (host);

VMlist =host.getVmlist().

if host-utilization >= upperThreshold then

repeat

foreach VM € VMiist do

Initialize a, b, and ¢ with random value between 0.0 and 1.0.
total = a+b+c.

a = a/total.
b=b/total.
c = c/total.

Cost(Vm) = a.VM; (mm) + b.V M, (bw) 4+ c¢.VM,; (size).

Sort the VMlist in decreasing order of their Cost.
probed VM = VM with highest cost.
if probedVM is not Aggressive and probedVM is not in migration
then
update host-utilization without probed VM.
migrationList.add (probed VM)
VMlist =V Mlist — probedV M .

else

L continue;

until host-utilization < upperThreshold ;

f host-utilization <= lowerThreshold then
migrationList.addAll ( VMlist).
Remove all the VMs form VMlist of the host.

o

return migrationList.
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Algorithm 3.6 describes the process of virtual machine selection and migration
using memory utilization, bandwidth utilization, and VM size. The MBS-VM
algorithm calculates the cost of each migratable VM in a physical machine. It
selects a virtual machine with the highest cost among the migratable VMs and then
checks whether the selection of this VM leads to an aggressive consolidation which
increases the possibility of over-utilization. If not, the algorithm adds this VM to
the migration list. This process continues until the CPU utilization drops below
the upper utilization threshold when the upper threshold is violated. If the physical
machine is underutilized i.e utilization falls below the lower threshold, it is better
to put the physical machine to sleep mode. To achieve this, we migrate all VMs
to another physical machine to eliminate the idle power consumption. If a VM is
running in an over utilized physical machine, the proposed algorithm automatically
migrates the VM to a target host which gives the better performance. Once the
process of VM selection using the MBS-VM algorithm is completed, the selected

virtual machines are admitted for VM provisioning.

3.5 Performance Evaluation

We compare our proposed approaches with few other approaches concerning en-
ergy consumption, SLA violations, number of migrations and active hosts. We
also conduct the convergence analysis of the proposed approaches and present the
parallel efficiency for the proposed IPSOGA approach. We performed our exper-
iments simulating a cloud data center using CloudSim [226]. CloudSim follows a
layered implementation structure and provides support for simulating cloud data

center environments.

3.5.1 Experimental Environment

In our experiments, we simulated a cloud data center comprising 100 heteroge-
neous physical machines. These physical machines were characterized according
to their configurations as shown in Table 3.I] Virtual Machine Provisioner is
responsible for allocating VMs to physical nodes. Resource requests are of hetero-
geneous nature and VM parameters include RAM, MIPS, and bandwidth. The
characteristics for each type of VM are presented in Table 3.2 The user submits
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the requests for provisioning of VMs. Each virtual machine processes time varying
workloads. This workload is designed in such a way that CPU is loaded according
to a uniformly distributed random variable. This load runs for 4,32,000 million
instructions (MI) which is equal to running a machine with 300 MIPS processing

power for 24 minutes with 100% utilization. We assume the idle conditions of the

Host Type MIPS | RAM | Bandwidth | Storage
G4 Xeon 3040 3000 | 8.5 GB | 30 GBPS 125 GB
G4 Xeon 3075 3000 |85 GB | 30 GBPS 125 GB

G3 Pentium D 930 | 3000 |85 GB | 30 GBPS 125 GB

Table 3.1: Physical Machines Configurations

host upon starting. All the programs are written in Java 8 and simulations have
been executed in a 64-bit Ubuntu Operating System running on an Intel Core
i7-5500U, 2.40 GHz Dell Latitude with four cores, 540GB hard disk and 8 GB of
RAM.

VM Type | MIPS | RAM | Bandwidth | Storage
Type 1 100 613 MB | 100 MBPS | 2.5 GB
Type 2 200 870 MB | 100 MBPS | 2.5 GB
Type 3 300 | 1740 MB | 100 MBPS | 2.5 GB

Table 3.2: Virtual Machines Requirements

Tests were performed to set the initial parameters for all the approaches. Initial
populations size of 10, 20 and 30 are falling to a local optimum regardless of the
swarm behavior where as the population size of 50 needs more iterations. Thus,
the population size of swarm is set to 40 which has a linear convergence rate with
increasing number of VMs and provides the optimal solution. From our exper-
iments, we observed that the maximum number of iterations above 150 ensures
a global optimum solution without falling to local optimum. So, the maximum
number of iterations is set to 150. Learning parameters (k;,ks) are set to 3, 2
respectively, to prevent divergence of the particles. These values are chosen af-
ter several experiments and the way these weights coordinate during the searching
process after each iteration is illustrated in Appendix[A.4] For IPSOGA approach,
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Figure 3.3: Comparison of active hosts in different algorithms

the number of threads used for each evaluation is set to 2 and all the approaches
are allowed to run until there are ‘3’ continuous improvements in the optimal so-
lution or there is no improvement in the optimal solution for 10 iterations or 150

function evaluations are completed.

3.5.2 Analysis of VM Allocation Approaches

We evaluated the performance of our proposed approaches by comparing the solu-
tions of Beloglazov et al. [77], Wu et al. [122], Kumar et al. [110], and Dashti et al.
[T09]. The ultimate goal of any VM placement algorithm is to reduce the number
of active hosts thereby reducing the energy consumption of the data center. We
evaluated all the approaches with 20 physical machines and 50 virtual machines to
find the number of active hosts in the data center. Figure[3.3]illustrates the number
of virtual machines placed in each of the physical machines by the said algorithms.
The proposed approaches reduce the number of active machines by placing more
workloads in an efficient physical machine. From Figure 3.3 we see that there are
9,7, and 7 active hosts with the proposed MDPSO, IPSOGA, and IBO approaches
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where as the number of active physical machines by [77], [122], [110], and [109] are
15, 14, 12, and 12 respectively. Thus, the proposed approaches use the minimum

number of physical machines while satisfying the resource requirements of VMs.

Energy Consumption (kWh)
VMS | oot | ropone) | (o) | oty | o1y | ooty | Gorsy
50 0.91 0.91 0.91 1.10 1.09 0.92 0.92
100 1.01 1.01 0.95 1.52 1.31 1.03 1.20
150 1.30 1.10 1.3 2.02 1.82 1.40 1.60
200 1.45 1.50 1.35 2.35 1.89 1.65 1.75
250 1.70 1.65 1.52 2.64 2.50 1.92 1.97
300 2.25 2.12 2.08 3.15 2.93 2.47 2.50

Table 3.3: Performance comparison in terms of energy consumption

In an environment of 300 virtual machines, IBO, IPSOGA, and MDPSO lead
to the minimum energy consumption of 2.08 kWh, 2.12 kWh and 2.25 kWh re-
spectively where as Beloglazov et al. [77], Wu et al. [122], Kumar et al. [I10], and
Dashti et al. [109] consume 3.15 kWh, 2.93 kWh, 2.47 kWh, and 2.50 kWh re-
spectively. Thus, with the proposed IBO, IPSOGA, and MDPSO approaches, the
energy consumption is decreased upto 33%, 31% and 28% respectively compared
to Beloglazov et al. [77]. We tested with the same setup varying the number of
VMs, starting form 50 to 300. The results are presented in Table |3.3|

3.5.3 Performance Analysis in terms of Migrations

Excessive virtual machine migrations in a data center could affect the desired
quality of service (QoS) level under peak loads and could increase the energy
consumption of a data center. In Figure |3.4] we present a comparison of our
proposed approaches with different VM allocation policies in a data center with
100 physical machines. The comparison is in terms of the number of migrations
with increasing virtual machines. From the experiments we observed that the
number of migrations for all the algorithms are almost equal in case of 50 virtual
machines. But with the increase in number of virtual machines, the proposed

approaches outperformed the other approaches. Figure |3.4] shows that there is no
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Figure 3.4: Number of Migrations vs. Number of Virtual Machines

significant difference in the number of migrations for IPSOGA and IBO. Further,
IBO entails the minimum number of migrations in all cases as compared to MDPSO

and other approaches.

3.5.4 Performance Analysis in terms of SLA Violations

Another important aspect to ensure the smooth operations of a data center envi-
ronment is to guarantee the service level agreements (SLA) in terms of satisfying
QoS requirements such as availability, reliability, and throughput. SLA violations

are determined as follows :

Requested resource — Allocated resource)

SLA Violation = ( (3.23)

Requested resource

The SLA is violated, if a physical machine fails to allocate the requested pro-
cessor share to a VM. In our model, we calculate the SLA violation for each VM
request using Equation Overall SLA violations as well as resource requests
that were not allocated are determined by CloudSim and the results are presented
in Table|3.4] The overall SLA violations for 50 and 100 virtual machines are mostly

same for all the approaches. The results in Table [3.4] shows that all our proposed
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3.5 Performance Evaluation

Overall SLA Violations (%)
VMs | (oot | ropused) | ropons) | o012 | o1y | oty | oty
50 0.72 0.72 0.41 0.75 0.75 0.94 1.02
100 1.25 1.21 1.14 1.27 1.34 1.38 1.75
150 1.32 1.26 1.12 1.4 1.54 1.52 1.69
200 1.25 1.19 1.2 1.5 1.66 1.7 1.84
250 2.03 1.72 1.67 1.95 2.21 2.5 24
300 2.26 2.17 2.09 2.2 2.41 2.78 3.13

Table 3.4: Overall SLA Violations

approaches have less SLA violations in comparison to other approaches. Further,
IBO and IPSOGA demonstrate lesser overall SLA violations than MDPSO for the

increase in the number of virtual machines.

3.5.5 Performance Analysis in terms of Convergence

The scalability of our approaches is specified in terms of the time to converge
and the space complexity of all the proposed algorithms. These algorithms are
influenced by three factors: number of VMs (M), number of physical machines (N)
and number of migratable VMs. Starting with a swarm of size S and repeating the
procedure for K times, to reach the global optimum solution, the computational
complexity of the proposed algorithms is in the order of O(SK) [227]. The time
complexity of the MBS-VM algorithm is proportional to the product of the number
of over-utilized physical machines and the number of migratable VMs in each of
these physical machines. In our proposed approaches, we modeled each particle
as a M-dimensional vector, so that the search space is limited to IM where I is the
population size.

For meta-heuristic approaches, the complexity is specified in terms of the hard-
ness of the problem and the size of input than the algorithm because the complex-
ity of the algorithm is affected by the representation, initialization of parameters,
termination condition and the diversity of the initial solutions, etc. For each al-
gorithm, the convergence rate is calculated as the average number of iterations

it takes to reach the global optimum solution. We plot the convergence of IBO,
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IPSOGA and MDPSO for varying design variables, ranging from 50 to 300. From
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Figure 3.5: Convergence Analysis

the experiments, we observe that IBO approach performs better for higher num-
ber of virtual machines. IBO decreases the convergence time up to 35% and 13%
compared to MDPSO and IPSOGA respectively. Further, it shows higher con-
sistency and lower convergence rate with the increasing of design variables. The
convergence time of IPSOGA, MDPSO and IBO for varying virtual machines are

given in Figure [3.5]

3.5.6 Speedup and Parallel Efficiency of IPSOGA

The fundamental reason for parallelizing PSO and GA programs is to make them
intractable and run quicker. To evaluate the advantage of parallel program, we
generally use the speedup parameter. The speedup of a parallel code is how much
faster it runs in parallel. Speedup expresses the relative speed of the parallel
program compared to the sequential one [228]. The speedup of a parallel program
is defined as the ratio of the rate at which work is done when a job is run on N

processors to the rate at which it is done by just one. The speedup is calculated as
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follows: where T is used to express the execution time for the given optimization
problem when PSO and GA run in sequence. We took the fastest execution time
among 20 runs. T, is the execution time of the parallelized version of the program
(IPSOGA) for solving the same problem.

_ Time for sequential run (T%)

Time for parallel run (T,)

If multiple threads are executed individually on a computer with p processors,
the speedup is equal to 'p’. The maximum speedup is achievable if the load is
balanced among the available processors and there is no communication cost. In
such an environment, each processor requires T,/p time units to complete the

thread execution and the speedup will be:

T,
=p
Ts/p

Speedup =

But, according to the Amdahl law [229], it is difficult to obtain a speedup value
'p’ because every program has a fraction (6) of code that cannot be parallelized.
In our case the code for merging the two populations after each iteration cannot
be parallelized. The remaining code can be executed in parallel. The execution

time and the speedup are given as follows:
T,=Tsx0+Tsx(1—=6)/p

T P
d _ — =
Specdup = = S T 4 1

Parallel performance is calculated using the speedup as given in the said equa-

tions. We use the sequential execution time of PSO, GA and the execution time
of the IPSOGA for calculating speedup. In general, parallel efficiency is the ratio
of speedup to the number of threads used. We reported the speedup along with
parallel efficiency for 50, 100, 150, 200, 250, and 300 design variables in Table |3.5]

3.5.7 Analysis of VM Selection Algorithms

We analyzed our proposed MBS-VM selection algorithm in terms of energy con-
sumption for the given set up. We compared our proposed approach with the

Minimization of Migrations (MM) policy [77] and the Minimum Memory Size
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IPSOGA
Number of VMs | Parallel Efficiency (%) | Speedup

50 97.5 1.95
100 100 2

150 87.5 1.75
200 82.5 1.65
250 85 1.70
300 80 1.60

Table 3.5: Speedup and Parallel Efficiency of IPSOGA

(RAM) policy [43]. These selection approaches are evaluated in combination with
the proposed MDPSO placement method.

The MM policy selects the minimum number of virtual machines to avoid a
host being over-utilized using thresholds. The RAM policy selects a VM with the
minimum memory size in a over utilized host which in turn gives less migration time
under the same spare network bandwidth. The comparison of these algorithms in
a data center with 300 virtual machines and 100 hosts is presented in Figure
[3.6 The energy consumption by the data center using MBS-VM, RAM, and MM
algorithms are 2.25 kWh, 3.30 kWh, and 3.87 kWh respectively. In our algorithm
a, b, and ¢ values are chosen randomly. We have simulated this experiment for 20
runs and the mean values of a, b, ¢ are reported as follows: a= 0.37464, b=0.28705,
and ¢=0.33817. Figure|3.6[shows that our proposed approach performs better than
the MM policy and the RAM policy with the increase in the number of virtual

machines.

3.6 Summary

A data center is equipped with several thousands of physical machines, each of
them handling several requests for virtual machines. An optimal resource alloca-
tion strategy for a data center helps achieving improved utilization of the data cen-
ter. In this chapter, we presented three optimization approaches for VM placement
and they achieved high utilization of physical machines by decreasing the number

of active physical machines. We have also described a VM selection method for ef-
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Figure 3.6: Comparison of VM selection algorithms

ficiently choosing virtual machines when a physical machine is either over-utilized
or under-utilized. The experimental results illustrated that the combination of
proposed placement and selection algorithms leads to significant reduction in en-
ergy consumption in a cloud data center up to 32%. Among our approaches, IBO

has shown significant consistency in finding optimal solutions and achieved lowest
convergence.
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Chapter 4

Machine Learning Approaches for
Forecasting Data Center Energy

Demand

Energy costs are the fastest rising expense for today’s data centers. The energy
efficiency of a data center is influenced by many factors, such as data center layout
design and characteristics, ambient weather conditions, rack density, the opera-
tion of HVAC systems and their behavior. This complex connection makes it hard
to predict data center energy consumption. With sensor data and information
about devices operations, forecasting energy consumption for data centers helps
in planning and operations. Well-planned power consumption makes good Return
on Investment (ROI) and elasticity of computing infrastructures. In this chap-
ter, we forecast chiller energy consumption of a data center using Multi-Layer
Feed Forward Neural Networks and Deep learning with Parallel Stochastic Gra-
dient Descent. We evaluate the efficiency of proposed approaches using a power

consumption data set collected over a period of 5 years from a data center.

4.1 Machine Learning Approaches for Data Cen-

ter Chiller Energy Consumption Prediction

Flexibility of model in multiple mechanisms, capability to work with high-dimensional

data, and level of accuracy in prediction are needed for an applicable model. Neu-

63



4.1 Machine Learning Approaches for Data Center Chiller Energy
Consumption Prediction

ral networks are considered as more suitable tools for prediction of properties
compared to usual correlations. Neural networks do not require a pre-assumption
on the relationship between the input and output parameters and they are able to
correlate parameters with any possible complexity [230], 231].

Deep learning changes its internal parameters to compute the intricate struc-
ture in each layer from the representation of the previous layer. Deep learning is
an emerging area of machine learning, that learns from multiple levels of repre-
sentations [232, 233]. Deep learning methods are representation-learning methods
with multiple levels of abstraction, obtained by a deeper stack of coupling layers.
Deep learning is making major advances discovering intricate structures in high-
dimensional data. It has produced extremely promising results for solving complex
problems in many domains such as signal processing, natural language understand-
ing, etc. We see Deep learning as another possibly attainable strategy to forecast
data center energy consumption. We describe two machine learning approaches
for forecasting data center energy consumption: Multi-layer Feed Forward Neural

Networks and Deep learning with Parallel Stochastic Gradient Descent.

4.1.1 Approach 1: Multi-layer Feed Forward Neural Net-
works (MFNN)

Multi-layer neural networks are composed of multiple levels of linear and non-
linear operations which create accurate models of hierarchical feature extraction
to learn from large-scale unlabeled representations of data. These models learn
useful information of raw data and exhibits high performance. The basic unit
of this architecture is the neuron. The weighted combination of inputs («) is
accumulated and passed through an activation function which generates an output
signal (f(«)), that is transmitted to connected neurons multiplied with the specific

weight. Fig. illustrates how information is processed through a single node.

a = Zwixi +5b (4.1)
i=1

In Fig. f represents a linear (OR) non linear activation function and bias b is
the activation threshold.
We propose a Multi-layer Feed Forward Neural Networks (MFNN) for perform-
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Figure 4.2: Basic structure of a four-layer feed forward network.

ing a forecasting task. The proposed MFNN comprises an input layer, two hidden
layers, and an output layer as shown in Fig. 1.2l The width of each hidden layer
is varied from 1 to 15 for finding the optimal configuration. A layer declaration
for a trainable layer (the hidden or output layers) includes an activation function.
Tanh, rectified linear, sigmoid and linear are the four different activation functions
that can be used by the models. Definitions of the said activation functions are
described as follows.

The hyperbolic tangent (Tanh) activation function is represented by:

fla) = tanh(a) = =" (4.2)

60& — 6—0[

Rectified linear activation function is represented by:
fla) = mazx(0, a) (4.3)

Sigmoid activation function refers to a special case of the logistic function and is

defined by :
1 e*
= = 4.4
fla) =t = = (1.4

Linear activation function is a line of positive slope used to reflect the increase

in firing rate that occurs as the input current increases. This gives a range of
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activations. Thus, the linear activation function is defined as:

fla) =ca (4.5)

f becomes a straight line function where activation is proportional to input which
is the weighted sum from neuron.

Our proposed model consists of a stack of interconnected neuron units. All
intermediate layers of the network include biases. These biases and weights of
linking neurons determine the output of the model. In this process, weights are
fine-tuned to minimize the error on the labeled training data that in turn minimizes
the loss function Loss(W;, B;). Here, W is the weight matrix connecting two
adjacent layers and B is the column vector of biases.

In our proposed model, we use a purely supervised training protocol for re-
gression with MFNN for estimating the chiller consumption of a data center. We
consider the Gaussian distribution for the response variable and the Mean Squared
Error (MSE) for the loss functions. Equation 4.6/ shows the calculation of the loss

functions.
N

Loss(W;, B;) = % ;(p(j) — a))? (4.6)
where a?) and pY¥) are actual and predicted outputs respectively.

To minimize the loss function Loss(W;, B;), we use the back-propagation (BP)
training algorithm [234] where the weights connecting the layers are updated in
an iterative manner. We initialize the weights of the network randomly. Then
these weights are adjusted using the back-propagation algorithm, which follows

the following four steps:

e Feed-forward computation : The input vector is presented to the network.
We calculate and store the outputs of each node in the hidden layers. Then,
we calculate the derivatives of the activation functions and store them at
each node.

e Back-propagation to the output layer : By inspection, we collect all the mul-
tiplicative terms in the back propagation path from the output layer of the
network to an intermediate output unit. Then we calculate the back propa-

gated error. For calculating gradients for weight, we consider the following
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3 values: node value feeding into weight, slope of the loss function with re-
spect to node it fed into, and slope of the activation function with respect
to output node [235].

e Back-propagation to the hidden layer : Back-propagation takes error from
the output layer and propagates it back to the input layer. It calculates
the necessary slope sequentially from the weights closest to the prediction
through the hidden layers eventually back to the weights coming from the

inputs.

e Weight updates : After calculating the partial derivative for each weight,
we minimize the error function by performing a simple gradient descent as

follows:
dLoss

(SU)M

wij(t+1) = wy;(t) — e

(t)

where w;; is the weight from the neuron j to the neuron i, and € is the
learning rate used to scale the derivative. We adjust the network weights
iteratively to find a minimum of the error function, where the gradient of

error function is sufficiently small. The training procedure of our proposed

MFNN is described in Algorithm [4.1]

4.1.2 Approach 2: Deep Learning with Parallel Stochastic
Gradient Descent (DPSGD)

Multi-layer feed forward neural networks are capable of performing just about any
linear or nonlinear computation, and can approximate any reasonable function ar-
bitrarily well. Such networks overcome the problems associated with perceptrons
and linear networks. However, while the network being trained may be theoreti-
cally capable of performing correctly, backpropagation and its variations may not
always find a optimal solution. Settling in a local minimum may be good or bad
depending on how close the local minimum is to the global minimum and how low
an error is required. In any case, we need to be cautioned that although a mul-
tilayer backpropagation network with enough neurons can implement just about

any function, backpropagation will not always find the correct weights for the op-
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Algorithm 4.1: Training a Multi-layer Feed Forward Neural Network

1 Clean the missing values in the dataset.

2 Normalize the input data.

3 Divide the dataset into training and test sets.

4 Set up the network with three input units and fully connected to non-linear
hidden units in hidden layer 1 and hidden layer 2 via connections with

(n) ) respectively. Hidden units in layer 2 are in turn fully

ij
connected to output unit via connections with weights w,(j).

weights w;;” and wj(z
5 Generate random initial weights.
6 Select an appropriate error function and learning rate.

7 repeat

Apply the weight update equation Aw](.z) = — L9535 (1) to each weight

sw(™
)
(n) .
(G for each training sample.

9 until the network loss function is small enough ;

timum solution. We need to reinitialize the network and retrain several times to
guarantee that we have the best solution.

To overcome the said problems and to improve the accuracy of the predictions,
we propose Deep Learning with Parallel Stochastic Gradient Descent (DPSGD), a
purely supervised training protocol for regression, based on columnar compression
and Map/Reduce with memory efficient java implementations. Multi-threaded
and parallel computation is used on a single node where each core handles separate
subsets or all of the training data.

The standard Stochastic Gradient Descent (SGD) computes the gradient
7/ Loss(W;, B;) using backpropagation [236]. It is fast and memory-efficient but it
is not parallelizable. The HOGWILD! approach proposed by Niu et al [237] is the
lock-free parallelized version of SGD. In our proposed approach, to minimize the
loss function Loss(W;, B;), we used the lock free parallelized version of stochastic
Gradient Descent. This algorithm follows a shared memory with multiple cores,
each handling separate set of training data. Each core asynchronously contributes
to the gradient update (7 Loss(W;, B;)) and is described in Algorithm [4.2]

For each iteration, we select an active subset (7},,) of training data. This subset

is further divided into n. (number of cores) partitions. For each core, the following
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Algorithm 4.2: Multi-threaded training with SGD

1 Initialize global model parameters W, B

2 Distribute training data T across nodes (can be disjoint or replicated)

3 repeat

4 For nodes n with training subset 7;, , do in parallel:

5 a. Obtain copy of the global model parameters W,,, B,

6 b. Select active subset T, C T, (user-given number of samples per
iteration)

7 c. Partition T,,, into T},,. by cores n.

8 d. For cores n. on node n, do in parallel:

9 i. Get training example 7 € T},

10 ii. Update all weights wj, € W, , biases b;, € B,

11 Wy, 1= wjka—vLosvsiZj’Bj)

12 bjr = bjrx

13 Set W, B .= Avg,W,,, Avg, B,

14 Optionally score the model on (potentially sampled) train/validation
scoring sets

15 until convergence criterion reached ;

operations are performed in parallel in the inner for loop: (i) Read a training
sample, (ii) Evaluate the equations in line 11 and 12 in Algorithm and (iii)
Update the weight and the bias.

The second operation does not change shared variables because it involves a se-
ries of arithmetic operations. However, for the first and the last operations, we use
atomic instructions that are executed without considering the situation of other
cores. Here, the weights and bias updates follow the asynchronous procedure to in-
crementally adjust the parameters W,,, B,, of each nodes after seeing each training
sample. The final average of these local parameters across all cores is calculated
to obtain the global model parameters. All available threads continuously execute
the said procedure until the maximum number of iterations or the convergence
criterion is reached.

The proposed deep learning framework supports regularization to prevent over-

fitting by modifying the loss function to minimize the loss according to Equation
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4.7
Loss'(W;, B;) = Loss(Wj, Bj) + M Ri(W;, B;) + AaRo(W;, B;) (4.7)

where Ry (W;, B;) is the sum of all [; norms for the weights and biases in the
network and Ry(W;, B;) is used to perform [, regularization which is the sum of

squares of all the weights and biases in the network.

4.2 Description of Data Set and Preprocessing

For training the network, we used adequate data on measurements of a data center
power consumption with a one-day sampling rate over a period of almost 5 years
from January 2013 to October 2017. This data set has power consumptions of
chillers, lighting, Air Handling Units (AHU), UPS, rack and loss incurred during
the transformations. The dataset contains some missing values in the measure-
ments. To handle the missing data, we used the mean substitution method where
the mean is calculated for each variable over all examples in the data set.

Some inputs to neural network might not have a ‘naturally defined’ range
of values. So, feeding the raw value to the neural network will not work very
well. Hence, it is useful to normalize all the input and output data before this
stage. Normalizing the input data avoids stucking in local optima and training
becomes faster. For normalization of the input data, Min-Max normalizer, Binning
normalizer, and Gaussian normalizer are generally considered [23§].

Min-Max normalizer linearly transforms real data values such that the mini-
mum and the maximum of the transformed data take certain values frequently 0

and 1 or -1 and 1. It is calculated as follows:
Y= (Xz - szn)/(Xmam - szn) (48)

where X,,., and X,,;, are the maximum and minimum values of variable X; in
the training and testing data sets.

Gaussian normalization rescales the values of each feature to have mean 0 and
variance 1. This normalizer calculates the mean and the standard deviation of
a data set and normalizes by taking each data value, subtracting the mean, and

then dividing by the standard deviation as follows :

Y; = (X; — mean)/Standard Deviation. (4.9)
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Normalizer | MAE RMSE RAE RSE COD

Binning 10.811613 | 13.148259 | 0.788843 | 0.553419 | 0.446581
Min-Max | 7.381487 | 9.83771 | 0.538572 | 0.309817 | 0.690183
Gaussian 8217084 | 11.418274 | 0.599539 | 0.417367 | 0.582633
Noqu;iz:ttion 15.313279 | 18.069382 | 1.117296 | 1.045212 | -0.045212

Table 4.1: Comparison of different normalization functions

Binning normalizer creates the groups of equal size for the given input data
and discovers a set of patterns in continuous variables. Once the bins are created,
the information gets compressed into groups and then normalizes every value in
each group to be divided by the total number of groups.

We performed experiments to find the best normalization method using a net-
work with two hidden layers (with 2 and 4 nodes) varying the normalizers and the
results are illustrated in Table[d.1]together with Mean Absolute Error (MAE), Root
Mean Squared Error (RMSE), Relative Absolute Error (RAE), Relative Squared
Error (RSE), and Coefficient Of Determination (COD). From the results, we found
that the developed network with Min-Max normalization has better performance
compared to other normalization methods. Hence, we selected Min-Max normal-

ization for designing our proposed methods.

4.3 Experimental Analysis

We train our models using 4 years data (2013-2016) and we forecast the energy
consumption of chiller for the year 2017. We feed the network with last three
days values of the chillers energy consumption to predict the next day value. Let
a time series be Y = {y1,92,....,yn}. Then, the prediction can be obtained as
Y = f(Yk—1,Yk—2,Yr—3) where f(.) is a nonlinear function that maps previous
three days values to current day value.

We perform experiments based on trial and error to determine the optimal
arrangement of the feed forward network. We created, trained, and tested on
a number of networks by varying number of neurons in each hidden layer, the

activation function(s), and even the number of hidden layers. We designed the

71



4.3 Experimental Analysis

MFNN and DPSGD network proposed in Section using Python running on an
Intel Core i7, 2 x 16GB DDR4, 1 TB SATA, and 2.60GHz Tyrone system with two
cores. We have developed the MFNN and DPSGD models using the Tensorflow
software (wwww.tensorflow.org).

Regression analysis is used to evaluate the network capability for chiller energy
consumption prediction in a data center. The Root Mean Square Error (RMSE)
is used as a measure to evaluate how the trained network estimation is correlated
to the experimental data. We conducted several experiments to choose the best
activation function for our data by changing the activation functions for a network
containing 2 and 4 neurons in the first and second hidden layers respectively for
both the proposed approaches. The results with various activation functions for
the two proposed approaches are presented in Table and Table[1.3] We observe
that the softmax and tanh activation functions give better performance over other

activation functions for the proposed MFNN and DPSGD approaches respectively.

Activation functiom | RMSE COD
Tanh 9.3783 0.7184
sigmoid 9.03220 | 0.7388
linear 9.03220 | 0.7388
Rlinear 17.8983 | 0.02551
Softmax 8.14034 | 0.78787

Table 4.2: Comparison of different activation functions for MFNN

Activation function | RMSE | COD
Tanh 2.7923 | 0.9797
sigmoid 3.4652 | 0.9654

linear 4.2145 | 0.9543

Rlinear 3.0542 | 0.9878
Softmax 4.1939 | 0.9692

Table 4.3: Comparison of different activation functions for DPSGD

We choose the optimum performance for the network by changing the number

72



4.3 Experimental Analysis

of neurons in the hidden layers iteratively for both approaches. The number of
neurons are changed from 1 to 15 in the first and second hidden layers. The results
of these networks are presented in Table and Table together with RMSE
and COD where H1 and H2 indicate the number of neurons in the first and second

hidden layer respectively. During this procedure, we selected the network with the

least RMSE and the highest COD.

4.3.1 Performance Evaluation

Based on the experimental results, we observe that a neural network with two
hidden layers gives better results compared to a network with one hidden-layer
with the same number of neurons. We worked on deep networks with different
structures and found better performance with a four-layer network that has two
hidden layers. For the MFNN approach, the results of developed network with two
hidden layers, containing 15 and 5 neurons, are better than the results of other
neural networks, as presented in Table[4.4] For the DPSGD approach, the network
with 7 and 6 neurons in hidden layers has shown better performance compared to
other networks.

We compared the performance of our proposed MFNN and DPSGD models
with boosted decision tree (BDT) regression, neural network, and linear regression
approaches. DPSGD and MEFNN are relatively advanced models and show better
performance over other methods. The performance of the said models are given
in Table 4.6, From Table [4.6] we can see that our proposed models have low
Root Mean Square Error (RMSE) and high COD. This prediction accuracy is
promising and comparable with the reported results. Fig. and Fig. present
the prediction results of the said models for the test data and the training data
respectively. These figures present the predicted versus the observed chiller energy
consumption with varying loads. In Fig. and Fig. [£.4] we see that the predicted
values of the DPSGD approach has a similar pattern with the observed chiller
energy consumption. Further, the proposed models have shown high accuracy in
high and low power consumption conditions.

Statistical significance testing is an essential procedure to evaluate which model
is best supported by the sample data [239]. Tests for statistical significance are

used to check whether the prediction of the model is due only to random chance.
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Figure 4.3: Experimental data vs predictions for test data
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Figure 4.4: Experimental data vs predictions for training data

These tests tell us the probability of making an error if we use the said model. As

our data is interval based and we work with more than one sample with a repeated-

measures (within-subjects) design, we performed T-test [239] and Wilcoxon signed
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4.4 Summary

Root Mean Squared Error | Coefficient of Determination
NN 7.641626 0.813066
LR 10.329192 0.658453
BDT 7.458507 0.821917
MFNN | 4.874361 0.923941
DPSGD | 2.322854 0.993756

Table 4.6: Performance comparison of various prediction models

MFNN | DPSGD | BDT |NN |LR
MFNN | * * * * *
1.9127 * * * *
DPSGD 0.030364
2.124239 2.827 * * *
BDT 0.0423 0.003219
NN 5.453751 5.268 —0.866085 | * *
<0.00001 <0.00001 0.393552
LR 3.925519 4.587 —0.047383 1.470144 | %
0.00049 0.000012 0.962532 0.15229

Table 4.7: Values for T and P for significance level of 0.05

rank test [240] for our data. We compared our methods with each of other methods
by performing these statistical tests. The results obtained by T-test justify whether
the predicted mean values of all approaches have a distinguished difference with
58 degrees of freedom at 0.05% level of significance. The statistical test values for
all approaches are presented in Table . Each cell in the table represents %.
Based on Table , the prediction values are statistically significant (all P-values
are less than 0.00001). Similarly, we performed Wilcoxon Signed-Rank test and
the results are presented in Table [4.8] Based on Table [4.8] the obtained values are
statistically significant (all Z-values are obtained by positive ranks and P values
are mostly 0.000).

4.4 Summary

Minimizing the energy consumptions is inevitable with the increasing of CO5 emis-
sions and rising energy prices in recent years. It became very important to predict

the energy demands of the data centers. But the prediction task for data centers
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4.4 Summary

LR NN BDT MFNN DPSGD
LR * * S * *
N 7 =47821 |, i} . .
P=0
opp | 2= 23139 | Z=4.6587 | . .
P =0.02088 | P =0
VENN | 2= 47821 | Z = 47821 7 = 2.189 i} i}
P =0. P=0 P = 0.02859
7 =520621 |7 =4.9621|7=42134 | Z = 3.564
DPSCD 5.26 96 3 3.564 |,
P =0. P=0 P=0 P=0

Table 4.8: Statistical analysis using Wilcoxon Signed Rank test (Z and P values)

involves complex numerical applications. In this chapter, two machine learning

approaches are described for predicting the chiller energy consumption of a data

center. The proposed methods have shown a real significance because of their relia-

bility and accuracy in prediction of chiller energy. Among the proposed approaches,

DPSGD has shown consistency in forecasting the chillers energy consumption and

also achieved high accuracy.
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Chapter 5

Metrics for Sustainable Data

Centers

Most of us are familiar with the quote that if you cannot measure you cannot
manage. In all fields, spanning technology and management, a set of metrics are
established for measuring the stated objectives. There is a multitude of metrics
available to analyze individual key performance indicators of data centers. In
order to predict growth or set effective goals it is important to choose the correct
metric and be aware of its expressivity and limitations. Continuous monitoring and
measuring helps data center operators pro-actively identify and resolve potential
issues, serve the growing business demands and thus improve the financial growth
of an organization. This chapter describes a taxonomy of metrics for sustainable

data centers and analyzes interrelationships among the metrics for data centers.

5.1 A Taxonomy of Data Center Metrics

Measuring how resources are used in a data center is crucial to understand the
efficiency, reduce the costs of operations and achieve sustainability goals. Organi-
zations are continuously searching for information and insights that offer control
over their data centers. To remain competitive with their peers in the industry,
they must ensure optimal utilization of resources in order to increase efficiency
while minimizing environmental impact. This is only possible if there is informa-

tion available that is meaningful and actionable. Organizations have to collate
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5.1 A Taxonomy of Data Center Metrics

and analyze the information in order to evaluate themselves according standards
and metrics. Properly defined and organized metrics will increase the organization
productivity and assist in making the correct management decisions.

Data center design is at an evolutionary crossroad. Massive use of cloud ser-
vices and challenging the physical limitations of power, cooling, and space are
exerting pressure on the data center operators. Some of the challenges faced by
the operators are as follows: enhancing resource usage, maintaining information
assurance and providing high availability of service. Other challenges include re-
ducing thermal inefficiencies and cooling utilization, decreasing the deployment
time for new and existing services, enabling innovation through new cooling and
consumption models, adopting on-site power generation and the proliferation of

recycling in the architecture of data centers.

Facility

Support IT
Offices Lighting PDU UPS
Security Other IT Equipment (IT Load)

Rack
HVAC

Server
(application, storage, network)

Figure 5.1: Categories of Components of Data Centers

In recent years data centers are experiencing a steady growth [241]. These data
center require high availability and reliability for their daily operations, which in
turn has an impact on the required resources. The next generation of data centers
demand solutions that can lower the total cost of ownership and decrease the
complexity of management. There are several techniques and tools to better utilize
always-on data center infrastructure and reduce the recurring cost of Information
Technology (IT) and facility management [242]. The operational costs of data
centers are vastly different from those of other enterprises as less than 5% of the
costs are personnel related. Servers are responsible for 45% of the amortized costs,
followed by infrastructure (25%), power draw (15%) and networking (15%) [243].

81



5.1 A Taxonomy of Data Center Metrics

Understanding and analyzing data center metrics allows the operators to have
a better view on how efficiency can be achieved in a data center by choosing
the appropriate metrics for a given situation. Metrics also allow architects and
operators to measure the performance and effect of changes made to subsystems
in order to improve the efficiency of data center. A metric is generally defined as
the empirical, objective assignment of numbers, according to a rule derived from
a model or theory, to attributes of objects or events with the intent of describing
them [244]. Poorly defined metrics could impede business innovation while still
failing to meet environmental sustainability goals.

During last few years, significant research efforts and technological develop-
ments have been devoted to data centers targeting energy efficiency and eco-
friendliness. The primary step in developing a model to capture the effects of
data center management is to decide which dimensions are relevant, define the
metrics, and populate the the metrics [245]. The Green Grid consortium proposed
the Power Usage Effectiveness (PUE) [7], which currently is the most prevailing
metric. The Green Grid consortium also proposed the Partial Power Usage Ef-
fectiveness (pPUE) which is based on PUE, and the Data Center Infrastructure
Efficiency (DCiE) [246] which measures the efficiency of data centers by relating
power consumption of data center and IT equipment. PUE and DCiE metrics
help data center operators to know the efficiency of the data center where pPUE
measures the energy efficiency of a zone in a data center. The consortium also
proposed the metrics such as Carbon Usage Effectiveness (CUE) [247], Water Us-
age Effectiveness (WUE) [248], and Electronics Disposal Efficiency (EDE) [249]
to measure the COy footprint, the water consumption per year, and the disposal
efficiency of the data centers respectively. Air flow performance in a data center
plays an important role in improving cooling efficiency and space utilization and
the metrics to monitor and control the air flow in a data center are discussed in
[250], 251]. Munteanu et al. [252] proposed two different metrics based on en-
ergy consumption and Central Processing Unit (CPU) usage for calculating useful
work done by Internet Data Centers (IDC). They proposed EnergeTIC Usage
Effectiveness (EUE) considering total IDC power, IT power and load levels. They
also proposed EUE(CPU), EUE(kWh) and EUE(kWh)-IT. Schaeppi et al.[253]
explored energy related metrics for I'T equipment, data storage and network equip-

ment. Fiandrino et al.[254] proposed new metrics for computing energy efficiency
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of the data center communication systems, processes and protocols which includes
communication network energy efficiency, network power usage effectiveness and
network performance related metrics.

The European Union created an 8-project cluster of over 50 different partners
in order to develop new environmental efficiency metrics and methodologies. The
projects included are All4Green, CoolEmAIll, GreenDataNet, RenewIT, GENiC,
GEYSER, Dolfin and DC4Cities. The cluster has published multiple works [255]
250] in which they analyze existing metrics and also propose novel metrics to assess
the performance of data centers. Capozzoli et al. [257] reviewed thermal, power
and energy consumption metrics. Aravanis et al. [256] introduced new metrics for
the assessment of flexibility and sustainability of data centers. Siso et al. [25§]
propose and evaluate several metrics for the CoolEmAIl project.

Daim et al. [245] explored measurable components of a data center and pro-
posed a new metric that fills the gap in measuring the data center equipment
power and uses a credit-based system for data centers that do not meet the stan-
dard. Chen et al. [259] identified and presented usage-centric green performance
indicators at various levels such as server and storage. Wang et al. [260] presented
a set of performance metrics for a green data center. They focused on available
benchmarks and how performance metrics can be used to measure the greenness
of a data center.

Wiboonrat [261] discussed the effect of a data center outage and provided
the solutions to minimize the data center downtime. He proposed improvements
on the data center topologies to reduce the failure rate. American Society of
Heating Refrigeration and Air Conditioning Engineers (ASHRAE) [262] 263] pro-
vides a common set of environmental guidelines for data processing environments,
equipment and guidance on server metrics which enables data center operators to
develop their own envelop that matches their business values.

To the best of our knowledge there is no such classification available which
presents the dimensions of a data center from efficiency to security from the metrics
perspective. Furthermore, we derive relationships between metrics, and discuss the
advantages and disadvantages of each, in order to expose the research gaps and
illustrate the latest research trends in computing the efficiency of a data center.
We present a taxonomy of state of the art metrics used in the data center industry

which is useful for the researchers and practitioners working on monitoring and
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improving the energy efficiency of data centers.

For efficient and eco-friendly operation of data centers, we need to monitor and
measure all the components of a data center. These components are visualized in
Figure[5.1] At the top level, we define the entire facility, which encompasses energy
and other resources going into IT related components and into support components
such as lighting, HVAC, and offices. The IT power flows to the Power Distribution
System (PDS) and Uninterruptible Power Supply (UPS), which further distributes
the power among IT equipments. The IT equipment consists of servers which are
organized into racks. Servers can include application servers, networking equip-
ment such as switches, routers, and storage servers. This division allows us to
assign categories to each metric and group them based on these categories.

We propose a categorization of metrics based on the following dimensions (see
Table : Energy Efficiency, Cooling, Greenness, Performance, Thermal and
Air management, Network, Storage, Security and Financial Impact. There exists
different metrics, each with their own approaches to measuring the efficiency of
the data center, each with their own advantages, drawbacks and limitations. We
describe the unit of each metric, objective, optimal value as well as the scale at
which the metric operates. Objective specifies the optimization that should be
done for the considered metrics (ex: minimize, maximize). Optimal value is a
ideal or target value for the metric. Furthermore, there are interdependencies
between different metrics as some are based on, or have a strong relationship with,
other metrics. We provide an overview of the metrics collection for data centers.
We also describe the challenges which are associated with certain metrics. We take
a look at the relationships that exist between different metrics. The relationships
between metrics can be defined as ‘uses -relationship and ‘based on ’-relationship.
The ‘uses’-relationship exists when a metric uses another metric directly as input
for the calculation. The ‘based on’-relationship indicates that a metric is based on

the principles of another metric.

5.1.1 Energy Efficiency Metrics

Efficiency is defined as the ratio of useful work done by a system to the total energy
delivered to the system. For data centers the energy efficiency translates to the

useful work performed by different subsystems. This can be measured using energy
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efficiency metrics. An overview of available energy efficiency metrics is presented in
Table 5.2l The unit of each metric is listed, including the objective, optimal value
and the category to which it belongs. We analyze the relationship between these
metrics and present them in Figure [5.2l We organize the metrics horizontally
based on their category in Figure [5.2] and visualize the relationships that exist
among them. Figure shows that the most popular energy efficiency metric,
PUE;, is used by a large number of other metrics either directly or as a derivation,
e.g., Server Power Usage Efficiency (SPUE) and pPUE metrics are based on same
principles as the PUE metric. The Data Center Performance Per Energy (DPPE)
metric is also interesting as the metric is based on combining four other metrics
namely DCiE, Green Energy Coefficient (GEC), IT Equipment Energy (ITEE),
and IT Equipment Utilization (ITEU). Details and definitions of these metrics
are given in Appendix [B.1l To calculate the ITEU, one needs to know the exact
power used by fans, voltage regulators and other components inside I'T equipment.
It is not clear how to measure the total energy that goes into I'T equipment accu-
rately. Defining coefficients for different types of I'T equipment is also challenging
especially in the heterogeneous environments of co-location data centers. To ac-
curately calculate the Operating System Workload Efficiency (OSWE) metric the
numbers of operating systems needs to be known, including operating systems in
virtual machines. Thus, some of these metrics require accurate and very hardware

specific data in order to be useful.

5.1.2 Cooling Metrics

The heat generated by the I'T equipment in a data center must be controlled to
maintain high levels of operational performance. Therefore, cooling plays a vital
role in any data center. The complex interconnection of HVAC systems ensures
optimal conditions for the computing environment in a data center, guaranteeing
the life span, scalability and flexibility of the servers [264]. An overview of the
available cooling metrics that can be applied in the context of data centers can be

found in Table [5.3] Details and definitions of these metrics are given in Appendix

B.2
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Figure 5.2: Relationships between Energy Efficiency Metrics

5.1.3 Greenness Metrics

Green Data centers are emerging, based on the design and operations of data cen-
ters in a more efficient and eco-friendly manner. Green initiatives and practices
not only reduces GHG emission but also achieves measurable benefits. The carbon
footprint and greenhouse gases are becoming subject to governmental regulations
and taxes. As a result, the greenness of a data center is becoming increasingly
important. A green data center is “a system in which the mechanical, lighting,
electrical and I'T equipment are designed for maximum energy efficiency and min-
imum environmental impact” [265, 2606, 267]. Table presents various green
metrics which reflect the greenness of the data center in terms of reducing carbon
footprint, reusing heat, the efficiency of water consumption and use of renewable
resources. Figure illustrates the relationships between these metrics consider-
ing four concepts: Reduce (reducing resources), Reuse (reusing resources), Recycle
(recycling resources) and Renewable (use of renewable resources). In Figure [5.3
we organize the green metrics horizontally according to the these four concepts and

vertically based on the category in which they operate. Details and definitions of
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these metrics are given in Appendix [B.3]

| Reduce | Reuse | Recycle | Renewable |

ITEE

TCE

T
Equipment

PUE

Facility
™
o

MRR |

Legend
—  uses — >
*

------------- based on---------2s-

Figure 5.3: Relationship between Green Metrics

5.1.4 Performance / Productivity Metrics

The performance of a data center is the total effectiveness of the system, includ-
ing throughput, response time, and availability [260]. Measuring performance and
productivity is crucial as sub-optimal performance has operational and financial
implications for a data center. When determining the performance of a data center
one can encounter several difficulties, such as distinguishing significant workloads,
overhead of performance measurements, energy distribution losses, and measur-
ing the energy consumption at various levels of the data center. However, with
the ability to measure performance and productivity, data center operators can
determine how to improve the performance and plan for future work loads. An
overview of the metrics which measure the performance of various components in
data centers is presented in Table [5.5] Details and definitions of these metrics are

given in Appendix [B.4]
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5.1.5 Thermal and Air Management Metrics

Cooling has been the major issue consuming nearly one third of the data centers
energy consumption. High performance computing servers are bringing in new
thermal and power challenges for data center operators. Data center operators
must ensure minimum amount of energy for cooling which can be done through

efficient air movement and using free cooling.
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Figure 5.4: Relationship between Thermal and Air Management Metrics

Thermal and air management metrics are metrics which measure environmental
conditions of the data center and also determine how air flows within a data center,
from cooling units to the vents. These metrics assist with the diagnostic analysis
to determine, for example, the amount of recirculation by-pass air. In general
these metrics are based on the relationship between air flow rate and ambient
temperature. They can be influenced by internal parameters and location [2].
Metrics like temperature, humidity, dew point and heat flux are used to prevent
the over-heating, maintain the humidity levels, capture the current condition of the
cooling system and to assist with making the correct decisions. The dimension,
objective, optimal value of the outcomes, and the scale at which these metrics
operate are presented in Table [5.0f Details and definitions of these metrics are
given in Appendix [B.5

Air management metrics address air flow efficiency and separation of hot and
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cold air streams. We observed that most of the air management metrics depend on
common inputs. We analyzed these metrics considering the inputs, airflow path,
and purpose of the metric and presented in Figure . Return Heat Index (RHI)
and Supply Heat Index (SHI) differs in the way they have chosen the airflow path.
Recirculation Ratio (RR) and SHI coincides with each other. Balance Ratio (BR)
can be developed as a function of RR and Bypass Ratio (BPR).

5.1.6 Network Metrics

The data center network acts as a core component for providing numerous services.
Networking equipment is responsible for up to 15% of a data center’s amortized
cost [243]. To increase the efficiency of data centers, operators should improve
the energy efficiency of the network of data centers. The performance variability
in network harms the application performance and causes the revenue loss. Data
center network performance can typically be characterized using well known met-
rics such as bandwidth, NPUE, CNEE, reliability and throughput [268]. Some of
these metrics are interrelated. An overview of the network metrics with the unit of
each metric, objective, optimal value and the scale at which these metrics operate

are presented in Table [5.7 Details and definitions of these metrics are given in
Appendix

5.1.7 Storage Metrics

It is important to monitor and notify the measurements that boost efficiency to
meet storage requirements of a data center. Conveying productive and enhanced
storage execution for cloud data centers can be troublesome as it requires inter-
action with many components in the infrastructure such as application servers,
storage devices, and network equipment. With a set of metrics for storage oper-
ations in the data centers, storage performance can be increased with continuous
monitoring of these metrics [269]. Metrics such as OSE and slot utilization pro-
vide for better visibility into how proficiently our capacity is being utilized to store
client information. Traditional metrics are unable to capture the improved effi-
ciency achieved using new tools and methods such as trim storage and just-in-time
allocations. We perceive the requirement for a single set of metrics that reflects

storage utilization across changing technology base. We analyze and present the
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storage metrics along with their units as well as the objective, optimal value of the
outcomes and the scale at which these metrics operate in Table Details and
definitions of these metrics are given in Appendix

5.1.8 Security Metrics

Security is one of the major concerns for business operations. As the data center
houses the core assets of owners and data of clients, they must be safeguarded
against physical as well as software threats. A firewall must have the capacity to
handle the quickly advancing, network intensive service environment of the data
center. Quality of the firewall policy is the key to any cyber defense perimeters. For
security metrics, number of blocked attacks or intrusions detected will become the
logical starting points. Table lists the metrics for complexity and performance
of firewalls, intrusion detection and prevention systems. Details and definitions of

these metrics are given in Appendix [B.§

5.1.9 Financial Impact Metrics

Financial impact metrics describe the costs associated with designing and op-
eration of a data center, financial impact of data center outage and return on
investments on management tools and technologies for sustainable data center.
Employing financial metrics into the data center provides many improvements in
the I'T part of the business. Employing financial metrics in the balanced score card
will help the operators put other key metrics such as outage reports and service
quality metrics. An overview of the financial impact metrics are presented in Ta-
ble in which the unit of each metric is listed including the objective, optimal
value, and the category to which it belongs. Definition and detailed description of
these metrics are given in Appendix [B.9

We analyze the relationship between these metrics and present them in Figure
6.5l Figure shows that the Total Cost of Ownership (TCO), is calculated as a
sum of Capital Expenditure (CapEx) and Operational Expenditure (OpEx) of the
data center either directly or indirectly. Component failure rate (\) and component
repair rate (u) are calculated using Mean Time Between Failures (MTBF) and
Mean Time To Repair (MTTR) respectively.
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Availabilty Capital Mean Time Mean Time Operational Reliability Total Cost of
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Figure 5.5: Relationship between Financial Metrics

5.2 Analysis of Metrics

There are a multitude of metrics to measure and monitor different aspects of data
centers. When looking at the relationship between the metrics and challenges as-
sociated with using them, it becomes apparent that there is no single metric which
covers all dimensions of the data center’s performance. Even per dimension, there
are several metrics promising to provide insight into the same area, through simi-
lar or different methods. However, none of the metrics are designed for comparing
data centers amongst each other. Although the PUE metric is currently used for
this purpose, it was never intended to be used as a comparison metric [7]. Instead
the metric was envisioned to be an internal measurement to steer the data center
towards higher levels of efficiency, by knowing which areas have a low efficiency in
terms of energy consumption. For example, the I'T load of a data center influences
the PUE significantly. Furthermore, the PUE is also influenced by the weather
and the location of the data center. Therefore, comparisons between data centers
using PUE are most often not representative of the actual situation.

It is not possible for a single metric to represent the energy efficiency for all
of the possible combinations of an I'T environment. The Corporate Average Data
Center Efficiency (CADE) metric can be extended by considering how efficiently
servers, storage, and network equipment are utilized. Data Center Infrastructure
Efficiency (DCIiE) metric is effective at discovering the initial problem and helps
justify the need to implement energy saving changes. However, the DCiE metric
varies for each data center as it depends on the IT electrical load, which is a
variable and site specific function of the I'T software, architecture, hardware, load

and efficiency. Due to this variability, we can not predict the impact of changes to
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the data center using DCiE. The Green Index (TGI) metric allows for flexibility in
green benchmarking as it can be used and viewed in different ways by its end-users.
Even though we have specified the performance-per-watt metric for computing
TGI, it can be computed with any other energy-efficient metric. TGI does not
consider the power consumed outside of the IT equipment context. Therefore it
can be extended by including components such as the cooling infrastructure.

Overhead metrics such as I'T Hardware Power Overhead Multiplier (H-POM),
Site Infrastructure Power Overhead Multiplier (SI-POM) give an understanding
of a data center’s energy use considering variations in I'T equipment energy and
the committed power to a facility. These metrics provide useful insights to the
operators where modular provisioning is used. Because of the complexity and the
unpredictable nature of data centers, a credible quantitative measure of security
risk is not currently feasible. Security managers should chose a set of metrics which
allows for better decision making and actual security improvements. The specific
metrics discussed in this work can be refined and expanded to reduce the risk of
a successful cyber-attack. The study of the given metrics has identified the need
for improved measurement tools.

The number of inter-dependencies between different metrics on the facility
level is large. It is important to be aware of these relationships, as metrics can
have certain limitations that affect other metrics associated with them. When
combining existing metrics into new ones, or basing new metrics on existing ones,
the flaws of the existing metrics are usually not overcome, and sometimes even
increased. Therefore, it is useful to understand these shortcomings and know
what a metric can and cannot measure. Applying metrics is even more difficult
for co-location data centers as the equipment, space and bandwidth are available
for rental in these types of data centers.

Furthermore, there is a need for a metric which is designed with comparison
in mind from its inception. Ideally, this metric should attempt to normalize the
data in such a way that a fair comparison between data centers can be performed.
The metric should take into account the utilization of data centers, as well as
the location and weather. A metric which is highly dependent on those factors
is PUE: a change in the utilization efficiency of the data center is immediately
reflected in the value variations of the PUE. The location of the data center also

has an influence on the outcome of this metric, as does the weather.
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By applying a well-defined set of metrics which measure energy consumption
and environmental impact during data center operation, and while making choices
at various levels, it is possible for data centers to be planned, designed, imple-
mented and operated in an energy-aware and more eco-friendly manner. Energy
efficiency metrics measure the computing and non-computing energy used in a
data center. These metrics measure the efficiency at various levels of granularity
starting from operating system to data center. But it is difficult to measure the
energy consumption at operating system level. Also, it is challenging to measure
the energy consumption at sub-component level of a data center, as these low level
measurements are often not available. Cooling metrics are used to specify the per-
formance of the Computer Room Air Conditioning (CRAC) / Heating, Ventilation
and Air Conditioning (HVAC) units and proper sizing of the cooling units. These
metrics also measure the efficiency of the cooling systems. Estimating power and
cooling capacity requirements using the ratings found on nameplates of I'T equip-
ment may not be accurate. Another issue is that heat densities change within
racks, and also differ from one rack to the next.

Green metrics measure the environmental impact of a data center and its com-
ponents. They highlight the importance of green energy and measure the efficiency
of recycling and reuse in a data center. Efficient measurement of these metrics re-
quire capturing regional and seasonal changes to enable comparison of different
data centers. A data center can increase its productivity by clearly defining per-
formance metrics. These metrics help to measure I'T performance and productivity
of the data center and also identify problem areas. Metrics can range from low
level UPS performance to high level data center utilization. Across all the com-
ponents, a single fault may affect many other systems and ultimately decrease the
overall performance of the data center. Operators rely on nameplate capacities and
modelled load which do not accurately represent the actual capacity requirements.
It is challenging to understand the impact of changes that are made in real-time.

Thermal and Air Management metrics monitor environmental conditions inside
the data center. These metrics give an overview of how efficiently air flows within
a data center and also quantify the extent of cold and hot air mixing. Continuous
monitoring of these metrics allows the operators to reduce fan speed and increase
cooling set points in real-time, which increases cooling efficiency and energy sav-

ings. It is difficult to determine the correct values for temperature and humidity
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in the data center, as the environment is dynamic and constantly changing. Net-
work metrics cover the network energy efficiency, network utilization and traffic
demands of a data center. Networking equipment is responsible for a large portion
of a data center’s energy consumption, therefore it is important to optimize the
efficiency of the equipment.

Storage metrics capture the performance of storage operations. These metrics
assist the operators in reducing storage cost, improving storage utilization and
increasing the overall storage performance. The distributed nature of cloud com-
puting makes it critical to learn what workloads customers are accessing and the
level of importance of the accessed data. Security metrics cover aspects such as the
firewall performance. These metrics are highly dependent on internal governance,
compliance standards and service level agreements of the data center in question.
Another issue is authorization: the visibility of and control over resources in a
data center. Financial Impact metrics help achieve a data center’s financial and
strategic objectives. These metrics range from total cost of ownership to return on
investments. Measuring business value may vary from one organization to another
due to different definitions, and Carbon Credit may vary based on a country’s

policies.

5.3 Summary

Metrics are important for planning, designing, building and operating a data center
in an efficient manner. Our classification of metrics provides deep insights into the
state-of-the-art of measuring different data center components and allows for quick
access to the right subset of metrics from a huge collection that fits the desired
context.

We observed that existing metrics are mainly focused on measuring the energy
efficiency of I'T equipment or facilities. Older facilities may not be able to capture
the raw data that feeds today’s more sophisticated metrics. There are very few
metrics defined which can integrate different components of a data center that
have a single numerical value to report the efficiency of the data center in all
perspectives. Also, there is no metric which reflects the changes made to a data
center and its sub-components. Furthermore, there is a need for new metrics that

consider different factors such as the location and age of the data center, in order
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to allow comparison across different data centers.
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Chapter 6

Best Practices for Sustainable

Data Centers

Data centers are an essential utility of modern societal infrastructures. Data cen-
ters are responsible for an important share of global energy consumptions, which
could be up to 2% according to some studies. It is thus important to consider
any opportunity to reduce the energy consumption of the data centers, both in de-
sign and operations. In this chapter, we analyzed seven data centers in India and
the Netherlands and, based on our findings and industry standards, we propose
a set of best practices to improve the energy efficiency of the data centers which
spans the categories of Energy Efficiency, Cooling, Thermal, and Air management,
Greenness, Storage and Networks. Following some of these best practices, data
centers surveyed in our study have achieved 10-20% improvements on their energy
consumption. The present study targets I'T professionals, operators, and man-
agers, providing efficient alternatives in daily operations of the data centers and

identifying cost saving opportunities.

6.1 Research Methodology

Data centers constitute the core of an organization’s information system by cen-
tralizing IT operations and equipment. Data centers experiencing steady growth
in last decade. It demands high availability and reliability, straining the resources

which may lead to the poor performance. The growth in hyper-scale cloud data
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centers is one of the major contributors for the increase in electricity consumption
across the globe. Next generation data centers demand solutions with lower Total
Cost of Ownership (TCO) and take down complexity of management. There are
several techniques and tools to make better utilization of ”always-on” data center
infrastructure and reduce the recurring cost of I'T and facility management.

This chapter is based on the multiple case research approach [270), 271]. The
features and infrastructure details of the data centers used for the study are pre-
sented in Table[6.1] Among the seven data centers, two are colocation data centers
and provide various services including public cloud services. Three data centers
are privately owned by companies and used in the financial services sector running
banking, financial and insurance applications. The remaining two data centers
are data centers of academic institutions. A uniform and standard data collection
methodology was adopted in each case which included a standard questionnaire,
review of procedures, benchmarks (to confirm gaps) and key staff interviews (5-
8 key personnel having different designations in each data center). The standard
questionnaire was based on the assessment of the following key dimensions: Energy
Efficiency, Cooling, Thermal and Air management, Greenness, and Network and
Storage. For each dimension, issues and practices were monitored directly in the
data center for the purpose of the present study. Based on interview transcripts,
we developed an ad-hoc case study report. The study report was then distributed
and discussed with the interviewees and other staff to gain insights and tailored

feedback for the correct understanding of the status of the center.

6.2 Data Center Management Best Practices

We consider the whole chain of operations of a data center and study the best prac-
tices for sustainability followed in the data center across the following dimensions:
Energy efficiency, Cooling, Air and Thermal management, Greenness, Storage and
Network. Data center users are interested in the performance of their applications
at different scales of utilization, whereas data center operators are interested in

efficiency of the resources.
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Table 6.1: Data centers configurations

Rack Data Center p Security
acC ower
S Space C W " level TIER | PUE
ace apacil
PAC€ 1 (in SFT) PACIY | (Zones)
Dat
aa 5,000 | 230,000 30 MW |8 4 1.6
Center 1
Data
1,400 | 40,000 10MW | 6 4 1.7
Center 2
Dat
aa 800 | 20,000 6 MW 6 3 1.6
Center 3
Dat
ata 3,000 | 125,000 20 MW | 6 3 1.6
Center 4
Data
1,000 | 30,000 10 MW | 6 3 1.7
Center 5
Dat
ata 160 | 3,500 450 KW | Redacted | 2 1.25
Center 6
Dat
ata 100 | 3,000 300 kW | Redacted | 2 1.25
Center 7

6.2.1 Energy Efficiency Practices

Efficiency is defined as the ratio of the useful work done by a system to the total
energy delivered to it. For data centers, energy efficiency translates to the useful
work performed by different subsystems. Following are some of the key steps to

achieve energy efficiency in a data center.

6.2.1.1 Employ Automation Tools

Data center automation tools help automating tasks such as provisioning, config-
uration, patching, release management and compliance. Most of the data centers
that we have studied rely on automation tools that enable real-time optimization,

reduce error rates and improve the performance of the applications.
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6.2.1.2 Use Virtualization and Consolidation

Virtualization enables abstracting physical servers in a data center facility along
with storage, networking and other infrastructure devices and equipment. Con-
solidation combines workloads from different machines into a smaller number of
systems when servers are under-utilized and consuming more energy [272, 273].
All the data centers in our study are virtualized and use different virtual machine
consolidation and placement techniques to reduce power consumption and improve

server utilization.

6.2.1.3 Dynamic Voltage and Frequency Scaling (DVFS)

DVEFES reduces the power consumption of a processor on the fly by adjusting clock
frequency according to current load indirectly showing the reduction in the supply
voltage [274]. Power-saving can be achieved either by scheduling schemes with the
capability of dynamic voltage and frequency or by consolidation techniques. De-
commission servers without any computing Comatose / Zombie servers are those
that run applications no longer required or unused, yet plugged in and operating
continuously. Data centers operators have to audit and root out comatose servers
and duplicate applications which account for up to 30% of the entire servers de-
ployed. Based on our study, we observed that decommissioning of servers results

in 50% energy savings.

6.2.1.4 Controlled Lighting

Installing a lighting control system in conjunction with more efficient fixtures and
occupancy sensors can help reduce energy usage. Only three of the data centers
in our study are using resource-friendly timers that dim or shut off lighting when

people are not present.

6.2.1.5 On-site Power Generation

The critical need for clean and economical sources of energy is transforming data
centers that are primarily energy consumers to also energy producers. On-site
renewable power generation is an economical and eco-friendly solution for regions

with high electricity and low natural gas prices and for campus-like facilities that
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can re-utilize excess heating and cooling [275], 276]. In these cases, one can utilize
the grid power as a backup in combination with on-site generation systems such
as solar panels and fuel cells as the primary source. However, none of the data

centers in our study use on-site power generation.

6.2.1.6 Integrated Monitoring

Energy monitoring allows greater visibility into overall data center energy usage
while providing solutions to maximize server and infrastructure equipment oper-
ating efficiency. Many data centers use Data Center Infrastructure Management
(DCIM) tools to monitor energy and cooling efficiency and claim achieving 20%
savings in operational expenses [277].

Table summarizes the practices for energy efficiency followed by the seven
data centers (DC1, DC2, ..., DCT) in our study.

6.2.2 Cooling, Thermal, and Air Management Practices

The data center cooling system can be considered a giant air pump where the
cooled air flows finally reaching the server inlets [278]. Therefore, energy efficiency
of a data center can be improved by using better air-management practices in data
centers with raised floor designs as well as non-raised floor air-conditioning designs

as follows.

6.2.2.1 Using Central Air Handler

Efficient airflow can be achieved only by eliminating bypass and recirculation air
flows as this is where the air flow is wasted in data center. For efficient air-
management, some of the data centers under study make use of custom designed
central air handler systems using variable speed drives. Further, many of the data
centers in our study use loop design using median temperature of 10-15°C and

load monitoring sensors for chiller plants [279)].

6.2.2.2 Use Hot Aisle / Cold Aisle Containment

In the aisle containment approach (see Figure |6.1)), all the hardware in a row of

cabinets faces the same way, so hot air is expelled on one side while cold air blows
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Table 6.2: Energy efficiency practices for data centers

DC1 | DC2 | DC3 | DC4 | DC5 | DC6 | DCT7

A .
utomation v v v v v X X
tools

Virtualization

& consolidation

Dynamic Voltage
and v v v v v v v
Frequency Scaling

Handling Comatose
or Zombie servers
Raised

thermostat set point
Controlled lighting

with sensors or v v X v X X X
other technologies
On-Site X |[x Ix |x |x |x |x
power plant
DCIM

v v X v X v ve
tools

from the other side. All of the data centers in our study follow this containment
approach that allows proper flow of cold air to the destination, in turn reducing

energy consumption.

6.2.2.3 Implementing Liquid Cooling Solutions

Liquid cooling solutions provide effective cooling and isolate equipment from the
existing cooling system using a liquid in room-level and row-level systems. Only
one data center in our study is using liquid cooling as it is more expensive than

air based ones.
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Figure 6.1: Hot Aisle / Cold Aisle Containment in Data Centers

6.2.2.4 Server Inlet Temperature and Humidity Control

The control of humidity in data centers is essential to achieve high availability
and reduce maintenance costs. The level recommended is around 50% or higher.
However, data centers without large high-speed fans can safely operate at 40%
humidity levels, thus decreasing water and energy consumption [280]. Humid-
ity can be best controlled knowing both inside and outside environmental condi-
tions. Adiabatic humidification technology provides high efficiency than infrared

or isothermal technologies [281], 282].

6.2.2.5 Air-flow Management

All the data centers in our study use horizontal, vertical, under rack panels and
PVC curtains for isolation with the final goal of minimizing the recirculation of
hot air. All the data centers in our study also use high raised-floors, overhead
cabling, cable grouping, the placing of cable trays below the hot aisle, and cabling
within the cabinets and racks to avoid air blockages. The best practice is to
have dedicated horizontal airflows rather than a mixture of vertical and horizontal
airflows because dedicated horizontal airflows provide much more uniform airflow
distribution compared with the mixture. During the inspection of the return air
ducts for HVAC, we observed inadequate ceiling height or undersized hot air return
plenum in few data centers. Increasing the size of the return duct to match the

air handler avoids this problem. Use of high overhead plenum and several feet of
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Table 6.3: Cooling, Thermal, and Air management practices for data centers

DC1 | DC2 | DC3 | DC4 | DC5 | DC6 | DCT7

Central air handler

Liquid cooling

Sensors for chiller plant

Hot aisle /

Cold aisle containment

Loop design for chillers

Adjustable

speed drive chillers
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clearance under the raised-floor give better maintenance. Variable frequency fans
in the Computer Room Air Handler (CRAH) units would allow for self adjusting,
thus resulting in energy savings. Most of the data centers under study are operating
at baseline temperature but raising the baseline temperature would save 4% in
energy costs with each degree of increase in the set point [142]. Table presents
the practices for cooling, thermal, and air management followed in the data centers

under our study.

6.2.3 Green Practices

A Green data center is one for which design requirements include energy efficiency
non-functional ones and with precise and measurable power efficiency and sustain-
ability targets for its operation. This entails the incorporation of energy-efficient
design together with high efficiency power delivery, high efficiency cooling, and in-
creased utilization of renewable energy sources [267, 283]. Some of the approaches

and practices for greening data centers and IT are as follows.

6.2.3.1 Make Use of Economizers (Free Cooling)

Data centers can achieve significant energy savings either through water-side or air-
side economizers. Economizers have impact when wet bulb temperatures outside
the data center are less than 13°C for more than 3,000 hours/year. Some of the

data centers in our study claim up to a 20% and 7% decrease in energy costs and
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maintenance costs respectively since deploying economizers. However, the use of

economizers depends on the geography, site conditions and economizer design.

6.2.3.2 Using Reclaimed Water for Data Center Cooling

The use of reclaimed or “gray” water is neither harmful to the environment nor
to human health. Using gray water for cooling is considered eco-friendly because
it reduces demands for ground water and does not require energy for the recycling
process at waste water treatment sites. None of the data centers under this study

are using reclaimed water for data center cooling.

6.2.3.3 Cooling Water Recirculation

Using the same water for several cycles of cooling operations reduces the water con-
sumption. This improves data center energy efficiency and lowers environmental

impact.

6.2.3.4 Using Renewable Resources

Renewable energy comes from solar panels, wind turbines or hydroelectric instal-
lations. As renewable energy production is intermittent in nature and depends on
location, it is often combined with energy storage facilities. Nevertheless, these
are still expensive installations. Two data centers under this study are using green
energy.

Table presents the green practices followed in the data centers under our
study.

6.2.4 Storage and Network Practices

Generally, a data center is seen as a facility used to house computer systems and
associated components, such as telecommunications and storage systems. Some
of the best practices followed for storage and network communications of a data
center are the following ones. Most of the data centers surveyed have centralized
control over the servers, storage, and databases for storage optimization. Some
of the data centers in our study are using pooling storage, hybrid storage and

flash cache. Most of the data centers are using geo-replication for storage backup,
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Table 6.4: Green practices for data centers

DC1 | DC2 | DC3 | DC4 | DC5 | DC6 | DCT7

Economizers
(Free Cooling)

Reclaimed water

v X X v X v v

for cooling

Cooling water

recirculation

Using renewable

resources

e-discovery and data mapping for archiving whereas flash storage is used only for
specific applications in very few data centers of our study.

The data centers in our study use automation tools capable of predicting net-
work loads to avoid outages and make continuous adjustments according to their
requirements. All the data centers in our study have backbone connectivity to
the global and region providers. Some of them are using network virtualization
that allows each customer to have their own with different controller applications
and balance the performance, port utilization and traffic demands. As Software
Defined Networking (SDN) is the virtualization of networking and storage infras-
tructure, it offers resource flexibility, optimal resources usage, and scalability [284].
Some of our data centers are either adopted SDN or planning to adopt SDN in the
near future. It is suggested that a data center should have a network strategy with
the long-term view on network, servers, and storage to improve efficiency. Table
summarizes the storage and network practices followed in the data centers

under our study.

6.2.5 Security Practices

Next generation data centers need to come up with built in security to meet high
availability requirements of the business. Security must be planned to improve the
risk management capabilities and to achieve compliance objectives. It is suggested

to involve security team from design phase itself and they must develop controlled
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Table 6.5: Storage and Network practices for data centers

DC1 | DC2 | DC3 | DC4 | DC5 | DC6 | DCT7
Storage tiering v v v v v v v

Automation to waste

storage management

Centralized control &
Storage optimization
Software-defined
Flash storage

Storage pooling and

geo-replication

access mechanism for each and every component of the data center which must
agree on a standard policy environment. Data centers ought to be built utilizing
a strong configuration that gives compelling protection against storms and natu-
ral disasters. Some data centers in our study established fire compartments and
monitoring with the help of aspirating smoke detectors, to handle fire break out.

Most of the data centers in our study are using firewalls of different manufac-
turers to secure data. In case of component failure, stability is maintained in most
of the data centers by re-directing the load to the redundant components. Most
of the data centers in our study follow the security policies which are scalable and
flexible with different kinds of applications and environments considering future
as well as current needs. These data centers implement secure trust zones [285] in
place of physical trust zones to make applications accessible from any device and
at any time. All the studied data centers have single-person access and mantrap
systems that avoid tailgating. Outside individuals are authenticated by means of
biometric scans, configured ID cards, etc. They have continuous monitoring of
physical and virtual assets either active or passive. Data centers should monitor
for the changes which may introduce vulnerabilities that can be exploited using
logs and configurations. Centralized management will provide the data center
detailed reports across all controls necessary for risk management. In the case
of multi-tenant environments, policies must be able to segment across different

tenants.
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Professionals

Table 6.6: Security practices for data centers

DC1 | DC2 | DC3 | DC4 | DC5 | DC6 | DC7

Security zones eight | six six six six Reda- | Reda-
-cted | -cted

Seismic zone 2 3 2 2 2 0 0
Redundancy N+N | N+N | N+1 | N+1 | N+1 [N N
Single-person
access and v v v v v v v
mantrap systems
Monitoring inside
and outside v v v v v v v
individuals
Smoke detectors
and v v v v v v v
alarming systems

Table [6.6] summarizes the security practices followed in the data centers under

our study.

6.3 Recommendations for Data Center Opera-

tors and I'T Professionals

Data center life cycle management help owners to understand the key management
tasks, connection between different phases and the pitfalls that exist in each phase.
Generally, the data center life cycle comprises five phases: Plan & Analyze, Design,
Build, Operate, and Continuous Evaluation. For initial phases, it is better to use
reference designs to validate the early project choices and develop system concepts.
Considering the whole chain of operations, data center operations become the
base layer that has the goal of optimizing not only energy and cost, but also
help the long-term planning and provisioning of equipment and resources. Table
summarizes various implementation issues in the said categories that lead to

inefficiencies in data centers we studied.
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Professionals

Table 6.7: Implementation issues and challenges in data centers

Area Implementation Issues

e Some virtual machines are allocated more resources than
requested to achieve high performance, leaving fewer resources
available for other virtual machines. This may lead to inefficient
use of resources.

e There are several power conversion steps while delivering power
Energy Efficiency to the IT equipment. This leads to losses in power distribution.
o Most data centers do not monitor the detailed energy use. But
detailed energy use will help the operators to know actual point
of losses and inefficiencies.

e Power savings and performance requirements may lead to
service level agreement violations.

e High density racks may result in one or more areas of excess
temperature known as Hot spots which result in equipment damage.
e Poor air management in data centers may lead to bypass and

X recirculation air flow which reduces the cooling efficiency.

Cooling, Thermal, and . . .
. e Air blockages lead to poor flow of cool air to the server inlets.
Air management K K .
e High heat loads from racks restrict the space utilization.

e Improper configurations lead to inefficient use of chillers.

e Oversized cooling infrastructure limit the operating capacity.

e Inadequate duct size results in poor air flow.

eData centers consume a lot of water but they fail to recycle and
use it in an efficient manner.

Greenness . . . s

e Recycling of electronic equipment and other materials are not

in place.

e Storage over-provisioning and massive volumes of redundant data

lead to inefficient use of storage and consume more energy.

e Increasing virtual machines makes more snapshots that consume
Network and Storage more storage.

e High throughput and performance requirements limit the efficient

use of storage and network.

eConnectivity issues may lead to outages.

e Network attacks are able to compromise conventional security

devices.

eMost traffic vulnerabilities are not visible in virtual data center

which are known as blind spots that lead to security issues and
Security chances of inter-virtual machine attacks.

e It is difficult to handle the mixed trust level virtual machines
deployed in a server.

e Security and isolation should be maintained in shared

multi-tenant environments of the public cloud.
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6.3 Recommendations for Data Center Operators and IT
Professionals

Nowadays, cloud computing is of strategic importance benefiting both providers
and their customers. If a new data center is under-utilized, with the acceptance
and popularity of cloud computing, it can act as a cloud provider for other data
centers and customers. To accommodate the growing demands of users and other
background processes using the same physical resources, data centers are required
to make optimal use of all the resources by increasing utilization and visibility.
Proper selection of virtual machines for migration minimizes the number of power-
on nodes. Designing and implementing fast energy-efficient virtual machine allo-
cation and selection algorithms considering multiple resources can build energy
efficient data centers as discussed in Chapter [3] Maintaining a separate direct
current feed to power the telecommunications and storage systems will reduce the
energy consumption, real estate cost, and conversion losses. DCIM or automation
tools are able to achieve considerable energy savings ranging from 5-20% [277].
Centralized cooling system in a large scale data center can be optimized by main-
taining median temperature of 10°C to 15°C, using adjustable-speed drive chillers,
storing excess thermal energy and installing energy and load monitoring sensors.
Following these recommendations for chiller plants will have quick return of invest-
ments in the order of 2-3 years in terms of energy savings and diagnosis. Hot and
cold aisles containment, increasing the data center supply air temperatures, using
waterside economizer, and increasing the room temperature reduces the need for
cooling provided by CRAH units. Further, using higher temperature-chilled water
supply can provide sufficient cooling for a data center that reduces the number of
hours of compressor-based cooling.

To improve the Power Usage Effectiveness (PUE) [286], it is important to un-
derstand normal power consumption and scrabble out unusual conditions, across
the data centers. Further, it is important to develop compute efficiencies by server
type, adjust operations according to peak power utilization and shift resource
usage based on known use profiles. Operators need to correlate infrastructure in-
vestments more closely to actual application requirements. In short, optimizing
cooling plant, operational parameters of data center, UPS load, and zombie servers
along with controlled lighting, continuous monitoring, and proper air-flow man-
agement improve the energy-efficiency of a data center. Placing archived data on
slower and larger drives that use less power saves some of the associated energy

costs.
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6.4 Summary

In our study, DC3 claims a reduction of 20% in their PUE score by following the
best practices in cooling, thermal and air management and storage and network
practices. DC1 claims a PUE reduction of 20% by strictly adhering to energy
efficiency practices such as virtualization, consolidation, and automation tools.
DC2 and DC4 claim a PUE reduction of 10% by effectively following the best
practices of energy efficiency and cooling, thermal and air management.

Based on the metrics and best practices, we develop a checklist of recommended
actions to increase energy efficiency of data centers, described in Appendix [C]
Designed for data center owners and operators, this checklist provides actionable

guidance to prioritize and implement energy saving measures in data centers.

6.4 Summary

This chapter describes the best practices to improve operational efficiency and the
ways to create a sustainable data center. We studied the issues in the current
environment of the seven data centers in India and the Netherlands and described
the best practices to deal with these issues. Implementing these practices in new
and existing facilities will improve the efficiency of the data centers. These prac-
tices should be suitably adapted and fine-tuned for implementation in other data
centers. Further, we provided a set of recommendations for data center operators

and IT professionals to improve the efficiency of the data centers.
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Chapter 7

Conclusions and Future

Directions

The number of data centers has been increasing over the last decade to meet the
rapidly exploding computation demand. This high demand, in turn, translates
into elevated electricity bills, which have become one of the largest components of
data center operational expenses. As a result, it has become extremely important
to manage the data center resources in an energy efficient manner to reduce the
operating costs and CO, emissions.

An energy efficient data center needs to optimize all the resources in the data
center in terms of its energy consumption. This thesis addresses the problem of
energy efficient resource management in cloud data centers. It focuses on the
techniques for energy aware VM placement and selection, investigates prediction
of energy demand for better capacity planning and improving resource utiliza-
tion, and analyzes metrics and best practices for sustainable data centers. In this
context, this thesis presents the following contributions:

In Chapter 3, we presented three VM placement algorithms and a selection
algorithm to minimize energy consumption, number of VM migrations, and SLA
violations. The first approach is Modified Discrete Particle Swarm Optimization
(MDPSO) based on DPSO with new operators for updating velocity and par-
ticle positions. The second approach is based on Particle Swarm Optimization
and Genetic Algorithm. We proposed a parallelized optimization algorithm called
Interactive PSO-GA (IPSOGA), using multi-threading and shared memory for
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information exchange to enhance convergence time and global exploration. The
third approach is based on the imitating behavior of humans. We developed an Im-
itation Based Optimization (IBO) algorithm for virtual machine placement. This
technique generates an optimal solution that tend to satisfy the structural infor-
mation and provides consistency. Further, we presented a novel virtual machine
selection method considering the factors such as memory, bandwidth and size of
the VM (MBS-VM). This method optimally selects the virtual machines from a
under/over utilized server and performs migration to further improve the energy
efficiency in a data center. The experimental results of our proposed approaches
revealed significantly improved performance as compared to the state-of-art meth-
ods.

Considering the estimated power requirements, keeping energy costs within
budget and operating within the available capacities of power distribution are be-
coming important requirements for data centers. In Chapter [}, we developed two
machine learning approaches capable of predicting the chiller energy consump-
tion of a data center. We developed a Multi layer Feed Forward Neural Networks
(MFNN) with the popular back-propagation training. We found that backpropa-
gation may not always find the correct weights for the optimum solution. Thus, to
improve the accuracy of the predictions, we developed a Deep learning approach
with Parallel Stochastic Gradient Descent (DPSGD) training for forecasting the
energy demand of chillers in a data center.

By clearly defining metrics, any business can increase its productivity. Whether
the goal is to make a data center energy efficient, green, or more resilient, metrics
and standards shape the action plan and provide insights into improvements. In
Chapter [5, we presented an analysis of metrics that are commonly used in data
centers, starting from the power grid and going all the way up to the service
delivery. Furthermore, we derive relationships between metrics, and discuss the
advantages and disadvantages of each metric in order to expose the research gaps.
In Chapter [6], we described a set of best practices to improve the energy efficiency of
the data centers which spans the categories of energy efficiency, cooling, thermal
and air management, greenness, storage, and networks. We presented efficient
alternatives in daily operations of the data centers and costs saving opportunities.

There are several open research challenges that need to be addressed to further

advance the area of energy efficiency (sustainability) in data centers.
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Virtual machines communicate with one another in a network of different
topologies. If the allocation of resources is not done in an optimized way, then sev-
eral migrations of processes will occur. To eliminate delays in data transfer and
reduce power consumption, observing the communication pattern among CPUs
is important. More efforts are needed to study the relationships among virtual
machines and their communication patterns.

Another important future direction is to take advantage of modern sensing and
communicating devices, referred to as Internet of Things (IoT), in order to acquire
data from operations. All software aspects, such as scheduling, load balancing,
and all the computations performed by the devices can be considered as cyber
components. The supported infrastructure, such as servers and switches are can
be modeled as physical components. In this context of cyberphysical systems, the
collected data can be processed with pattern matching / machine learning ap-
proaches in order to deduce facts about the operations. These facts are useful to
control the future operations with the precise goal of reducing resource consump-
tion to the strictly necessary, thus identifying optimal processes of operation in
terms of performance/resource consumption.

Fog computing is an extension to the cloud computing model that enables
general purpose computing on traffic routing nodes so as to process data as it is
transmitted between user devices and a data center. Researchers can identify the
scenarios where running an application from nano servers are more energy-efficient
than running the same applications from a data center. Another research direction
is to reduce the delay in provisioning resources for resource limited fog nodes by
designing scheduling algorithms considering priority and mobility model.

Researchers can model the problem of VM placement with various other soft
computing approaches considering different objectives such as real-time schedul-
ing, network congestion, access latency, turn around time etc. in addition to energy
consumption. Further, it is required to develop VM placement and selection algo-
rithms for private or hybrid cloud data centers considering the given objectives.

Data centers can benefit from machine/deep learning in order to have more op-
timized resource management. The potential of powerful Artificial Neural Network
architectures such as extreme learning machine, spiking neural network, functional-
link network, higher order neural networks, etc. is to be investigated for forecasting

resource and energy demand of data centers.
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Appendix A

Overview of Techniques Used

A.1 Particle Swarm Optimization (PSO)

PSO is a stochastic optimization algorithm based on social simulation models [287,
288]. PSO is a popular method to find optimum of a numerical function defined on
a continuous domain. PSO is a collective, anarchic, iterative method with emphasis
on cooperation. Each particle in the swarm is able to communicate to some other
in the position and quality of the best site it knows. The algorithm is initialized
with a population of search points (particle (X;) that moves stochastically in the
search space. Each particle moves in a multi dimensional space according to its
own velocity, particle’s best performance, and the best performance of its best
informant. For each iteration, PSO updates velocity and position of each particle
according to Equation and Equation After updation PSO calculates the
fitness of the particles and flies in the search space towards the local and global

best solutions in a navigated way.

Vig1 = wv; + $181(pi — ) + P2B2(pg — ;) (A1)

Tiyr1 = X5 + Vi+1 (A2)

PSO has stochastic mechanism that makes the particles to exploit some specific
areas and rise up from the local optima [289]. PSO has ability to keep track the
particle that has best value in the population ((L;)) and this is global best. When
a particle takes part of the population, best experience or position of the one

particle is called local best (L;). The particle velocity is updated using these best
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A.2 Discrete Binary Version of PSO
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Figure A.1: Flow of Particle Swarm Optimization

values according to the Equation [A.3] Further, each particle updates its position
using the updated velocity, and its current position as shown in Equation [A.4]

~

Vit + 1) = wVi(t) + kir1(8) (L () — Xi(t)) + kara(t)(L;(t) — Xi(2))  (A.3)
Xi(t+1) = X;(t) + Vit + 1) (A.4)

Where k; and ky are the learning factors which determines the convergence prop-
erties of the algorithm, w is the inertia weight coefficient that determines how the
previous velocity of the particle influences the velocity in the next iteration, and

rl, r2 are the random number between (0,1).

A.2 Discrete Binary Version of PSO

The particle swarm works by adjusting trajectories through manipulation of each
coordinate of a particle. However, many optimization problems are set in a space
featuring discrete, qualitative distinctions between variables and between levels of
variables. In the binary version of the PSO, the trajectories are changes in the

probability that a coordinate will take on binary value (0 or 1).

A.3 Genetic Algorithm (GA)

A genetic algorithm is an adaptive heuristic search algorithm which can be ap-

plied to both constrained and unconstrained optimization problems [290], 291].
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A.3 Genetic Algorithm (GA)

Genetic algorithms are built based on the transformative process of natural selec-
tion, mating, and reproduction that mimics biological evolution. A GA simulates
this process with natural populations of individuals that evolve according to the
principles of natural selection and survival of the fittest. Each individual of the
population is coded to make a chromosome that represents a candidate solution

for the given optimization problem.

Initialize the

] Stop and report the
:Population and :

Solution
‘Pararmeters of GA

___________________

Selection: one point
L\ 2 . i
based on cumilative Crossover 3 Mutation 3 I\G/I:ﬁg!::tri’gns 2
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5: No

Figure A.2: Flow of Genetic Algorithm

Individuals who are more successful in adapting to their environment are se-
lected based on their cumulative probability calculated based on fitness. The
selected individuals reproduce the off-springs by exchanging pieces of their genetic
information (characteristics of parents) depending on the cross over rate, whilst
individuals who are less fit will be eliminated. This phase is known as crossover.
Mutation rate is basically a measure of the likeness that random elements of a
candidate solution are flipped to get a new solution.

To improve the offspring solutions Mutation operator is applied by altering
some genes in the strings depending on the mutation rate. We made swap mutation
where we randomly select the two positions on the chromosome and swap those
values. This selection-crossover-mutation cycle repeats until a satisfactory solution
is found as shown in Figure
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A.4 Coordination of the particles for Modified Discrete Particle
Swarm Optimization (MDPSO) approach

A.4 Coordination of the particles for Modified
Discrete Particle Swarm Optimization (MDPSO)
approach

This section present the change in the fitness values of particles for each iteration
using MDPSO. We simulated a data center comprising 100 heterogeneous physical
machines and 300 virtual machines in the said experimental environment with the
following initial parameters:
Population size = 40,
Inertia weight coefficients: k; = 3 and ko = 2.

These values are chosen after several experiments and the way these weights co-
ordinate the searching process after each iteration is presented here. We presented
the change in the fitness value of each particle, starting from the first iteration to

termination with an interval of 20 in Figure [A.3]

B Iteration=0

B Iteration=20
= Iteration=40
u Iteration=60
u Iteration=80

¥ Termination

8300 - e _

- —— —
13 15 17 T
19 21 3 T J
27 39 31 a3 —:T Iteration=0
3

Figure A.3: Particle coordination

174



Appendix B

Data Center Metrics Definitions

This appendix presents the definitions and details of data center metrics in all
dimensions of operations such as energy efficiency, cooling, greenness, performance,

thermal and air management, network, security, storage, and financial impact.

B.1 Energy Efficiency Metrics

1. Adaptability Power Curve (APC) : The Adaptability Power Curve
(APC) metric measures the data center’s adaptability with regards to the
existing energy usage pattern [256]. The APC is defined as follows:

Yo |KapcEpi — Epcil

APC =1 — F
> ie1 Epci

" Epci
Kapc = —%;1 =
i=1Pi

Where Epe; is the DC energy consumption in kWh, Ep; is the planned

energy in kWh, ¢ indicates the time period, n indicates the sample size, and

K Apc is the adjustment factor for normalizing Fpc; and Ep;.

2. Corporate Average Data Center Efficiency (CADE) : CADE mea-
sures the performance of both the IT equipment and Facilities as a per-
centage [292]. CADE compares the performance (in terms of overall energy

efficiency) of set of data centers of an organization. It measures the return
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on investment (ROI) on a green computing initiative. The higher CADE
value, the more energy efficient the data center. It accounts aggregate IT
load, facility capacity, CPU usage and the aggregate energy devoured by the
facility. However, it cannot be useful when basic measurement have not been
calculated by the site operators. Also it does not consider how well servers,

storage, and communication equipment are utilized.
CADE = Facility Efficiency x Asset Efficiency

where Facility Efficiency and Asset Efficiency are calculated as follows.
Facility Efficiency (FE)

FE = Facility Energy Ef ficiency x Facility Utilization where Facility
energy efficiency is the ratio of IT load to total power consumed by data
center and Facility Utilization is the ratio of Actual IT load over data center

capacity.

Asset Efficiency (AE)
AFE = IT Utilization x IT Energy Ef ficiency

where I'T Asset utilization is measured as average CPU utilization.

. Compute Power Efficiency (CPE) : CPE evaluates the overall efficiency
of the data center considering the distribution losses, idle equipment power
consumption and other overheads involved [293]. CPE estimates the pro-
ductivity of a data center as a function of power used and is calculated as

follows :
ITEU  ITEU % IT Equipment Power

PUFE Total Facility Power
where ITEU is I'T Equipment Utilization.

CPE =

. DCAdapt (DCA) : The DCA metric determines the shift of the energy
curve after the data center has adapted its operation to a predefined opera-
tional mode. It compares the energy profiles before and after the modification
of the data center operation mode [256]. DCA is defined as follows:

n
_ Y il KpcaEpcrea i — EpcBaseline il
DCA=1- 2
Zi:l DC Baseline i
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n
Zizl EDCBaseline i
n
Zi:l EDCReal 3

Where Epcrea i i the energy consumption in kWh after changing opera-

Kpca =

tional modes, EpcBaseiine i 18 the energy consumption in kWh before chang-
ing operation modes, 7 indicates the time period, n indicates the sample
size and Kpga is the adjustment factor for normalizing the Epcgeq i and

EDC Baseline i energy curves.

. DCcE and ScE : Server compute efficiency (ScE) determines the proportion
of work done by server to provide primary services which does not include the
services like anti-virus, network management, virtualization management,
disk defragmentation etc. Aggregation of ScE of all servers with in the data
center gives the compute efficiency of the entire data center (known as data
center compute efficiency (DCcE)) [294].

ScE and DCcE are time-based metrics. ScE measures the time server used
for primary services. The ScE is measured over frequent time periods and
calculated as the ratio of sum of the samples where the server used for pri-
mary services (p) over total number of measured samples in the same time
period (n).

n

> Di

ScE = i:; x 100

DCcE is the average of ScE’s of all servers during the same time period.

k
Z SCEj
DCcE ="

n

where k is the total number of servers in the data center. ScE helps data
center managers to improve overall energy use by monitoring the servers
which are not running live applications for long stretches. DCcE is used to
find inefficiencies lie within a specific data center so that site operators can
address these issues there by increasing efficiency over time by right sizing

server population.
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6. Data Center Energy Productivity (DCeP) : DCeP measures to what
extent the energy consumed by the data center is used to perform the useful
work [295]. DCeP quantifies the work performed (W) which is either useful
to the end customer or owner of the data center over the resources consumed
by the data center to produce this work (E7u). This can be expressed as

follows :

Useful Work per formed (W)

DCeP =
‘ Energy Consumption by Data Center (Erotar)

To calculate the said useful work and energy consumption we have a user de-
fined “assessment window” (time limit). Useful Computational Unit (UCU)
is a measure of useful work done. W is counted as a weighted sum of UCUs

derived by different applications during the user defined assessment window.

The work of a data center is unique to its operator. For example, useful
work for a search engine may be number of on-line searches performed, while
an on line store may use number of sales. This factor makes it very difficult
to define a universal productivity metric [296, 297]. The work produced by
different applications(W) is defined as

No M;
W= ViUj(ty, Ty)Cy

j=1 i=1
where
N, - Total number of applications,
M;- UCUs produced by j* application during user defined time limit,
V; - the relative value of a UCU produced by the j* application and
if the i™" UCU of j*th application

finished within the time limit.

Cz‘j =

0 otherwise.

To account for the value of timely completion, defined a utility function
U;(tij, T;;) which is time-based. For application j, ¢;; is the elapsed time
from start to finish of the UCU, and Tj; is the exact time by when the UCU
of application must be finished [298].
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7.

10.

Data Center infrastructure Efficiency (DCiE) : DCIE is the inverse of
PUE and measures the extent of I'T power usage to the total power consumed
by the data center [7]. It is defined as the ratio of what IT uses versus the
total power available. The DCiIiE value will always be less than 1.The smaller
the number the less efficient our utilization is. DCiE can vary from one to
zero: O(worse) < DCIE < 1(better). DCIE is a performance improvement

metric gives better way to calculate output power to input power.

Both PUE and DCiE can be used to compare peer data centers and find
chances to enhance a data center’s operational effectiveness. Standard values
of PUE and DCIE are given in Table [299).

PUE | Utilization | DCIiE(%)
3.0 Very Poor 33
2.5 Poor 40
2.0 Average 50
1.5 High 67
1.2 Very High 83

Table B.1: Efficiency level of PUE and DCiE

Data Center Lighting Density (DCLD) : DCLD measures the data
center power consumption for lighting with respect to area. It is measured
in Watt/ft? and defined as

Power consumption

for data center lighting kW

DCLD =
Total data center space [ftQ]

Data Center Power Density (DCPD) : DCPD specifies variations of
density within a data center. The average power density per rack is 5.94kW
and the peak value is 7.7kW as reported by Data Center User’s Group [300].

Higher power density can be achieved using converged infrastructure.

Data Center Performance Efficiency (DCPE) : Data Center Perfor-
mance Efficiency (DCPE) metric [301] defines the performance efficiency as
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11.

12.

the output to input ratio. Inputs for a data center are power and data.

Outputs are heat,data and useful work done by the data center.

Useful Work

DCPE =
Total Facility Power

DCPE is the key focus for the industry as it is very difficult to define Useful
Work.

Data Center Fixed to Variable Energy Ratio metric (DC-FVER) :
DC-FVER is a way to measure useful work and makes data center operators
to focus on operating waste in the software, I'T and Mechanical & Electrical
infrastructure. DC-FVER measures what percentage of data center energy

consumption is variable. This gives us the picture of energy to useful work
and to a fixed burden. The DC-FVER is calculated as follows [302] :

DC-FVER — Variable energy + Fixed Energy

Variable energy

DC-FVER is useful in reducing fixed energy consumption. But measuring
the output will vary from operator to operator. DC-FVER can also be mea-
sured for the part of the data center allowing full control. For example
DC-FVER(IT) is for IT equipment and DC-FVER (Utility) for total data
center. For a data center DC-FVER value 10 indicates 90% energy consump-
tion is fixed. For an idle data center DC-FVER value 1 indicates 0% energy

consumption is fixed.

Deployed Hardware Utilization Efficiency (DH-UE) : DH-UE helps
increasing servers and storage energy efficiency by knowing the actual num-
ber of servers needed to run the peak load considering overhead in virtual-
ization [303].

M

"~ Total number of servers deployed

DH — UE(servers)

where M is the minimum number of servers required to compute peak load.
It is also ascertained as the sum of the most astounding of peak loads every

server encounters and any overhead incurred in virtualization.
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13.

14.

15.

Deployed Hardware Utilization Ratio (DH-UR) : Idle servers consume
energy as much as the servers at peak load. DH-UR estimates how much
fraction of deployed servers (or storage) are not in use [303]. But it is difficult
to find whether a box is running any useful work. It is defined for servers

and storage as follows :

Number of servers which are live

DH.UR executing some applications
T THservers) TN umber of servers actually deployed

Amount of frequently accessed
data within the last 90 days
Total storage deployed

DH’UR(stofrage) =

Datacentre Performance Per Energy (DPPE) : DPPE measures over-
all data center energy efficiency by computing data center throughput per
unit of non-green energy [304]. DPPE defined in the following equation is
an integrated metric expressed as a function of four sub metrics, which are
ITEU, ITEE, PUE, and GEC.

1 1
PUE “ 1-GEC
Actual usage of I'T equipment

DPPE =ITEU x ITEE %

DPPE = .
grid enerqgy usage

DPPE gives the energy savings of different elements in data center. It iden-
tifies the each energy saving activity of the data center by considering tech-
nologies of cloud computing and source of energy. DPPE can be used for

data centers powered by renewable or other sources.

Data center Workload Power Efficiency (DWPE) : DWPE is a metric
to calculate energy efficiency of High-Performance Computing (HPC) system
including data centers [305]. DWPE defines the energy efficiency of running a
given workload on a specific HPC system in a specific data center. DWPE is
calculated by determining the energy efficiency of a specific workload (WPE)
and dividing it by the overhead for operating a given system in a certain data

center (sPUE).
WPE

DWPE =
W sPUE
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16.

17.

18.

It considers various aspects including influence of the system management
software, and the HPC workloads.

Energy ExpenseS (EES) : The Energy ExpenseS (EES) metric quantifies
the change in the data center expenses after upgrading equipment or the

introduction of flexibility mechanisms [256]. The metric is defined as follows:

Y [(Epci * Coste; + Eothpei * CoStotni )bas
> (Epci % Coste; + Eothpei * Costotni)pas

EES =

Z?:l[(EDC’i * COStei + EOthDCi * COStothi)cur
Y i (Epci * Coste; + Eothpe; * Costotni)pas

Where Ep¢; is the total electricity consumed by the data center in primary
energy terms, Cost,; is the electricity cost per kWh, FothDC% is the total
primary energy produced from other sources, C'osty; is the electricity cost
per kWh from other sources, 7 is the time period, bas is baseline and cur is

current.

Energy Wasted Ratio (EWR) : The Energy Wasted Ratio gives an in-
dication of the actual amount of energy that can be saved [255]. The wasted
energy is the integral of wasted power over a certain interval. The wasted
power is the difference between the actual power and the ideal power, pro-

portional to the load.

EDC—related to useless workload [Wh]
EWR =
Epc[Wh|

Where EDC—related to useless workload is defined as:

/ﬂ(P(t) — load(t) * Pey)dt = [Wh]

0

IT Hardware Power Overhead Multiplier (H-POM) : For a piece of
hardware, H-POM indicates the wasted power which is not used for comput-

ing due to conversion losses and other overheads [303]. For a data center, it

182



B.1 Energy Efficiency Metrics

19.

20.

21.

is defined as follows.

Total Hardware load of data center
at the plug(AC)
Total Hardware compute load(DC)

H-POM =

IT-Power Usage Effectiveness (ITUE) : ITUE describes the overhead
of internal infrastructure such as fans, voltage regulators and power supplies
for IT equipment [306]. PUE does not consider upgradation of IT equipment,
cooling or power conversion loss. ITUE looks similar to PUE but measure
for the IT equipment where PUE is for a site. ITUE is defined as total I'T
energy used for cooling, power distribution and computing components over

total computational energy.

ITUE — Total Energy into I'T Equipment

Total Energy delivered to Compute Components

where the compute components include CPU, memory, and storage etc.

Operating System Workload Efficiency (OSWE) : OSWE measures
the efficiency and elasticity of the data center. It is defined as the ratio of
count of all OS instances which includes OS inside virtual machines(Countog)

to the total facilities power (Pp¢) at the time of assessment [297].

OSWE — Countos

Ppc

This metric can be used to improve the capacity planning of a data center.

But the difficulty lies in counting the OS instances.

Power Density Efficiency (PDE) : PDE is a metric to link both the
thermal and energy efficiency of the data centers [307]. PDE evaluates the
impact on energy efficiency by the physical changes made in a rack. PDE

can be calculated as follows :

PDE = |1 +¢el —=
{ <PIT

where P, ; is the power draw of the supporting infrastructure, mainly the

cooling system, Pjr is the power consumed by the I'T equipment in the racks,
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22.

23.

v, is the total volume of the racks, v, is the total volume of the I'T equipment
inside the racks, and € is the ratio of rack volume to I'T equipment volume
(vr/vs). The PDE metric enables evaluation of the impact of physical changes
and improvements of IT equipment within the racks, but it does not reflect

thermal and air flow management inefficiencies within the room [308].

Primary Energy Savings (PEsavings) : The Primary Energy Sav-
ings (PEsavings) metric quantifies the change in the data center energy
profile after upgrading equipment or the introduction of flexibility mecha-
nisms and the energetic, economic and environmental upgrade of the data

center behaviour [256]. The metric is defined as follows:

PEsavingspc =

S (Epci + Eothpei)eas — (Epci + Eothpeq)cur]
> ((Epci + Eothpe:)bas

Where Epg; is the total electricity consumed by the data center in primary

energy terms, EothD(C' is the total primary energy produced from other

sources, ¢ is the time period, bas is baseline and cur is current.

Power Usage Effectiveness Level 1-4 (PUE;_,) : Power Usage Effec-
tiveness helps data center professionals to decide energy efficiency of their
facility and to screen the effect of their productivity endeavors [246]. PUE is
defined as a ratio of the amount of power entering a data center to the power
delivered to run the computing equipment which includes server, network

equipment, storage etc.

PUE, , = Total Facility Energy

I'T Equipment Energy

PUE is divided into multiple different levels. Level 1-3 use different sensor
inputs to determine the I'T Equipment Energy. Level 1 measures the energy
from Uninterruptible Power Supply (UPS) outputs. Level 2 measures the
Power Distribution Unit (PDU) outputs. Level 3 uses the energy measured

directly at the I'T equipment. The measurements intervals also differ for each
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24.

level: monthly / weekly for level 1, daily / hourly for level 2 and continuous

for level 3.

Total data center energy measures different types of energy purchased at util-
ity hand off to the data center [309]. For example Google uses the following

equation to calculate PUE considering all sources overhead.

ESIS+ EITS+ ETX + FEHV + ELV + EF
EITS — ECRAC — EUPS — ELV 4+ ENet

PUE =

Details of the above equation can be found in [310]. An additional level,
PUE, has been defined by Siso et. al [255].

Epc|Wh]

PUE, =
! EIT - Efanfrack - EPSU[Wh]

The PUE, focuses on the actual I'T work, as it excludes the consumption of

fans in the rack and also excludes the consumption of PSUs.

PUE will yield a factor of greater than one. A PUE close to 1 indicates
all of the data center source energy is used for computing. The large value
of PUE indicates inefficient utilization of energy. While comparing different
facilities PUE does not consider the location and climate changes, which is

a real drawback.

Power Usage Effectiveness Scalability (PUE;.ipiity) :

The Power Usage Effectiveness Scalability (PUEgcqapitity) is another metric
defined by the Green Grid Consortium [311]. The metric provides infor-
mation about the ability to scale the total facility power and whether the

infrastructure supports this. PUE;qapiity is defined as follows:

Mactual

PUEscalability -
mpyuE

Where mepua is determined by the linear relationship of IT power (Prr) to
facility power (Pp¢) such that

Ppc = mactuar Prr + b,

mpyg is the total facility energy usage divided by the I'T energy usage.
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25.

26.

27.

partial PUE (pPUE) : pPUE is a metric for monitoring and managing the
power for portion of the data center facility [246]. pPUE is the ratio of total
energy used by the components within a zone over the Total I'T equipment
energy inside that zone. In a mixed-use or co-location data centers, some
necessary information needed to calculate PUE may not be available. In
such cases pPUE metric will be useful to evaluate a zone of the facility, such
as IT infrastructure or HVAC system. pPUE is not an alternative to PUE.

It prevents the incorrect use of PUE.

Total energy delivered to a zone

PUE =
b Energy used by I'T equipment inside that zone

Zone can be either physical or logical. If a zone does not contain any IT
Equipment which generally treated as overhead, pPUE is undefined. If pPUE
of one zone is bad, we can improve the energy efficiency by working on that

zone’s components.

Performance per Watt (PpW) : PpW measures the energy efficiency
of the computer hardware used in a high performance computing system
for a specific workload [312]. High PpW indicates that the system is highly
energy efficient. The metric covers HPC system hardware (in most cases only
the compute-subsystems), software and HPC applications. A well known
example of this metric is the FLOPS/watt metric used by the Green500
List [313]. In case of the FLOPS/watt metric, PpW indirectly measures the

operations performed for each joule of energy consumed.

Per formance

PpW =
P Power

Site Infrastructure Power Overhead Multiplier (SI-POM) : SI-POM
estimates how much power consumed in overhead (distribution losses in-
curred from transformer to minor building loads) [303]. It is a dimensionless
ratio of data center power consumption at utility meter (PCUM) over Total

AC power consumption for hardware at the plug (IT-AC power).

PCUM
IT-AC power

We can increase SI-POM by increasing energy efficiency of the PDU, UPS

SI-POM =

and other components.
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28. SWaP: Space, Watts and Performance : SWaP gives performance of
rack-optimized server deployments considering together space, energy, and
performance [314]. It is used to compare the performance of different server
deployments. The SWaP is calculated as follows:

P
SV aP — er formance

Space x Power Consumption

where Performance is taken from industry-standard benchmarks, Space is the
height of the server in rack units, and Power consumption is watts consumed
by the system. The higher your SWaP numbers, the less data center space
and power need to do a computing job. It is used by data center operators
to choose among different servers which deliver the optimum performance
for their needs and works in both power constrained and unconstrained sit-

uations.

29. Total-Power Usage Effectiveness (TUE) : TUE combines PUE and
ITUE for a total efficiency picture. TUE is defined as the ratio of total
energy use and the specific energy used in the computational components
[315].

TUE = PUE x ITUE

TUE compares various HPC sites to describe the total energy use from the

utility to the silicon.

30. PAR* : PAR? measures IT equipment power consumption at different load
conditions such as idle, loaded, peak and switched off [316]. PAR? enables us
to compare IT equipment of different manufacturers, models and generations
in terms of energy efficiency. PAR* is used for forecasting the comparative
efficiency for each year using a variation of Moore’s Law. This metric allows
us to classify equipment based on its past and future energy efficiency as well

as by I'T equipment architecture.

B.2 Cooling Metrics

In this section we describe the metrics that measure the efficiency of different
cooling solutions such as chillers, CRAC, CRAH, Economizers.
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1. Air Economizer Utilization Factor (AEUF) : If the outside air is cold
enough,we can use this air to mix properly with the exhaust air in such
a way that mixed air will fall in ASHRAE recommended temperature and
humidity ranges for the equipment [317]. AEUF tells us how many hours
in a year air economizer provides "free” cooling (with out using compressor

based cooling). It is defined as follows :

free colling hours by Air Economizer

AEUF = x 100

24 X days in a year

But for effective use of air side economizers, we must filter the outside air
to avoid dust and particulate matter into data center and should do proper

mixing of outside and return air depending on the local climate.

2. Coefficient of Performance Ensemble (CoP) : CoP of the data center
is the ratio of total heat extracted by cooling infrastructure over the work
needed to cool the air [318]. To calculate the COP of the data center we
consider the heat produced by CRAC blowers and work input to humidify
and dehumidify air in data center. If COP is high it needs less work to cool
the air which indicates CRAC units are efficient.

Heat extracted by Air Conditioners

COP =
Net — Work Input of cooling System

Further, COP is used in analytical models to compute the total power
consumed (by the computing part and by the cooling part), predict the

cyber-physical phenomena, and to propose thermal aware mapping policies
[319, 1320]

3. Data Center Cooling System Efficiency (DCCSE) : DCCSE indicates
the efficiency of HVAC system in terms of power used per unit of cooling

output. It is defined as follows :

Average cooling system power usage kW

DCSE =

Average cooling load in the data center “tons

As per LBNL database, the accepted and better values for DCCSE are 0.8
kW /ton and 0.6 kW /ton respectively [321].
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4. Data center Cooling System Sizing Factor (DCSSF) : This is a di-
mensionless metric which is the ratio of the total cooling capacity (TC) in
tons not considering the back up to the peak chiller load (PL) over one year
in tons [32I]. This metrics depends on the site location.

TC(w/o backup)

PL
A high DCSSF indicates the necessity to rightsize the capacity of cooling

DCSSF =

plant and need to increase the partial load efficiency. Using a Variable Fre-
quency Drives in chillers and a flexible design may improve chiller efficiency

at part-load.

5. Energy Efficiency Ratio (EER) : To determine the energy efficiency of
the cooling system the Energy Efficiency Ratio (EER) is used [255]. The
EER is defined as follows:

— QeootingWin]

" Prooting[Wel

Where Qcopling is the heat removed by the cooling system, and Progping is the

EER

electrical power used by the cooling system.

6. HVAC System Effectiveness (HSE) : HVAC system of a data center
includes the CRAC, ventilation, a central air handling system, and minor
lighting load. The HSE metric is the ratio of the I'T equipment energy over
the total energy consumption of HVAC system. Higher HSE value indicates
that HVAC system is more effective to the IT load [322]. HSE of 0.7 indicates
standard value, 1.4 indicates efficient and 2.5 indicates more efficient.

IT Electrical Use
(HV AC + Fuel + Steam + Chilled Water)

Energy use

HSE =

7. Recirculation Index (RI) : Rl is indicative of an amount of recirculated
air to inlet airflow of at least one rack. It is used to compare the cooling
performance for raised floor and cold-aisle clusters. The Recirculation Index
represents extent of inlet airflow which is not directly from the perforated
tiles for a rack [323].

RI— Air flow not from the per forated tiles

~ Total inlet airflow of atleast one rack
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It is used to implement automated method for measuring the cooling perfor-
mance of a cluster of racks, where a cluster includes two rows separated by

a hot aisle.

8. Water Economizer Utilization Factor (WEUF) : Supply air of a cool-
ing system is cooled indirectly with water instead of mechanical cooling using
water economizer. WEUF characterizes the extent to which water econo-

mizer is used for full cooling over a year [324]. It is defined as follows :

Water Economizer Hours (full cooling)

WEUF = x 100

24 x days in a year

B.3 Greenness Metrics

Green Data centers are emerging, based on the design and operations of data
centers in a more efficient and eco-friendly manner. Green initiatives and practices
not only reduces GHG emission but also achieves measurable benefits. In this

section we explore the metrics which measures the greenness of a data center.

1. COsSavings : The COsSavings metric quantifies the change in the data
center CO4 profile after upgrading equipment or the introduction of flexibility

mechanisms [256]. The metric is defined as follows:

COySavings =

E:-L:l[(COQBi + CO2othi)bas — (00261 + COQothi)cUT’]
E?:l (COZG’L + COZothi)bas

Where CO2,; is the total COy emissions releaesd by the data center’s con-
sumed energy, CO2,; is the total COy emissions released by the energy
produced from other resources, i is the time period, bas is baseline and cur

1s current.

2. Carbon Usage Effectiveness (CUE) : CUE is a source based sustain-
ability metric to better manage the environmental aspects of data centers

which indicates CO, footprint in the daily operations of data centers. For
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data centers using the GRID power, CUE is defined as ratio of total CO,
emission for energy consumption of the data center annually over data center

IT equipment energy [247].

coy emission caused by

the Total data center energy

CUE = Annual EWh IT load (B.1)
KgCOQ
=CFEF x PUE
C x PU [ W ]

where CEF is corbon emission factor of the site. Unlike PUE, CUE is mea-
sured in KgCOy/kWh. If a data center using 100% Green Energy, it will
have a CUE of zero.

. Electronics Disposal Efficiency (EDE) : EDE measures to what extent
disposal of discarded IT electronics and electrical equipment (IT EEE) is
efficient and evaluates progress in disposal of e-waste over time. This metric

helps to know how well an organization responsibly manage e-waste that
reaches end of current use (EOCU) or end of life (EOL) [249).

EDE — Total weightresponsibly disposed

Total weightall decommissioned

where responsible disposed(numerator) is how I'T EEE at its EOCU or EOL
well managed through certified entities and all decommissioned(denominator)
is the sum of weights of whole system/component reused, recycled, and

wasted.

. Energy Reuse Effectiveness (ERE) : ERE measures the reused energy
outside the data center or in other locations of a site. If the energy is reused

it reduces the energy data center need to buy [325].

ERE — TotalEnergy — Reuse

1T Equipment Energy

Total Energy is the sum of energy consumed by the cooling system, lost
of energy during power distribution, energy utilized for data center lighting
and energy used by all the I'T equipment. ERE ranges from o to co. If ERE

reaches zero, then 100% of the energy is reused in other locations.
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5. Energy Reuse Factor (ERF) : ERF is the ratio of energy reused in the
site and total energy. ERF ranges from 0 (indicates no reuse) to 1 (indicates
100% reuse). ERF can be defined as follows [325] :

Energy Reused in a data center

ERF =
Total Energy

we can relate ERF, ERE and PUE in the following way :

ERE = (1 — ERF) x PUE

6. Green Energy Coefficient (GEC) : GEC quantifies the extent of renew-
able energy used in a data center. GEC is used to promote the use of Green
Energy. GEC calculates the fraction of renewable energy used by the data

center over the overall energy delivered to the data center [304].

CEC — Renewable energy used in kW h

Total power consumption in kW h

7. Grid Utilization Factor (GUF) : The Grid Utilization Factor (GUF)
metric indicates the percentage of time that a data center has to use energy

from the grid because the locally generated resources are not sufficient [256].
GUF is defined as:

_ 27]:;1 f(n)

Where f(t) is a step function indicating if the renewable resources can cover
the energy demand at time ¢, n is the measurement index, /N is the number
of measurements, ne(n) is the mean value of the net exported electricity at

samlping period At between measurements n and n — 1.

8. Material Recycling Ratio (MRR) : MRR evaluates how much material

is recycled or reclaimed or re-purposed producing a product or service [326].
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It is defined as follows :

total material :

(recycled + reclaimed + repurposed)

Total : Total : outbound

ibound material product or service

MRR =

In the said equation, both numerator and denominator are measured in Mass
(Ibs/kg). 100% MRR indicates that there is no wastage. MRR (lifecycle),
MRR (building), MRR (operations) and MRR (e-Waste) are used for detailed

reporting of recycled materials.

. Water Usage Energy (w) : Water and energy are interconnected in either

the way they are used or treated. Water Usage Energy captures the energy
impact of water usage which is the ratio of total energy consumption of
water treatment and distribution to the site over the power consumption of
IT equipment [327]. It is defined as follows :

BB
1T

where F,,, E; are embedded energy in indirect,direct water usage respectively
and Ejr is energy consumption of IT equipment.This metric helps us to
manage water efficiency which impact the energy efficiency of the data center
and also used to compare water efficiency across data centers. This metrics
needs seasonal benchmarking to capture the effect of regional and seasonal

water availability.

The Green Index (TGI) : Different benchmark suites uses different met-
rics. Choosing and Combining these performance outputs to formulate a
single numbered green metric that stresses different components of a data
center is a difficult task. TGI metric (Equation [B.2| or [B.3| or [B.4]) is one

of this kind which evaluates the energy efficiency of severs from the various

benchmark tests [328]. We can also use different weights such as time (¢;),
energy (e;) and power (p;) consumed by each benchmark respectively.
Z?z(] Wy, * EE;

TGI using Wy, = e
Ref;

(B.2)

Di
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Z?:O We, * EE;
EER.y,

TGI using W, =

1 (B.3)
m J—
€;
i x FE;
TGI using Wy, = ZZ%?Z i
| Refi (B.4)
“ —_—
i

where E'F; is the ratio of Performance to Power Consumed, when computing
i" standard of a benchmark suite on supercomputers and EFpg.;, is the
ratio of Performance to Power Consumption when executing i** standard of

a reference system on a supercomputers.

Technology Carbon Efficiency (TCE) : TCE measures the carbon im-
pact (in pounds) for every Kwh delivered to IT equipment. This carbon
footprint depends on the energy sources used to produce electricity [329]. It
is calculated as follows :

Total Facility Power

TCE x ECER

T Equipment Power

where ECER is Electricity Carbon Emission Rate. Less TCE indicates more
green the data center is. TCE is used to compare overall environmental
impact of facilities considering PUE rating and energy source. Placing 1
MW of additional IT load on a site having less TCE would save million

pounds of CO5 emission.

Water Usage Effectiveness (WUE) : WUE allows us to understand
the effect water consumption has on the local electric grid. WUE at high
level can be calculated as water usage of a data center per year over energy
consumption of IT equipment (Kwh) [327]. WUE is used to optimize the
water use of an operational data center. Water usage includes water used for

on-site for power generation, cooling system and water evaporated in a data
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center and its sub systems. Based on the usage of water at site and source,

The Green Grid consortium defined the following metrics [248] :

Annual Water Usage
ITEE

ASEWU + ASWU

ASWU
= [EWIF x PUE] +

where ASEWU is Source Energy Water Usage per Year, ASWU is Site Water
Usage per year, EWIF is energy water intensity factor and ITEE is I'T Equip-

WUE =

[Liters/kWh| (B.5)

WUEsource =

ment Energy. Using WUE, we can determine ways to increase a data center
efficiency and sustainability and can compare with similar data centers. By
using WUE in conjunction with PUE and CUE metrics, an organization can

reduce energy use.

B.4 Performance / Productivity Metrics

This section presents the metrics, which gives us infrastructure utilization, perfor-

mance, and productivity of a data center.

1. ACE Performance Score : ACE is a score calculated using three conflict-
ing indicators (Availability, Capacity, and Efficiency) to know the impact of
design, decisions and configurations on data center performance [330]. ACE
score measures the operational flexibility of a data center and how much a
data center compromised compared to its design intent. It is based on the
Computational Fluid Dynamics models of the site and integrations that can

be made to data center in future.

ACE is very useful for taking effective decisions during operation to improve
the performance to highest level. Even though it is a good metric we have
some challenges to calculate ACE. We may not get the correct base scores
without having a good model of the data center and integration to an existing

model may be challenging without the right tools.

195



B.4 Performance / Productivity Metrics

2. CPU Usage : CPU Usage measures to what extent the allocated CPU is

utilized, defined as

Used CPU
Allocated CPU

CPU Usage =

3. Data Center Productivity (DCP) : DCP is the ratio of the useful work
that a data center produces over the quantity of any resource that it consumes
to produce the work. DCP tallies the consumption of a data center-related

resource, against the data center’s output.

use ful computing work

DCP =

total facility power

But there is no uniquely agreed definition on ”useful computing work”, be-

cause each vendor tries to define it with their own preferences.

4. Data Center Energy Efficiency and Productivity Index (DEEPI)
: DEEPI is the result of multiplying IT Productivity per Embedded Watt
(IT-PEW) and Site Infrastructure Energy Efficiency Ratio (SI-EER) [296].
DEEPI indicates delivered IT Productivity per Watt of energy delivered
to site infrastructure. This metric can be compared with other peer IT
organizations. DEEPI helps us to find the improvements to be made and

best practices that can be used.
DEEPI = IT-PEW x SI-EER
where the details of [T-PEW and SI-EER are given as follows :

(a) IT Productivity Per Embedded Watt (IT-PEW) measures the electric-
ity consumption of the data centers in terms of productivity. I'T-PEW
is the composite metric which considers Data architecture, Reliabil-
ity, Hardware specifications, Technology refresh and Archiving inactive

data in different stages.

[Tproductivity

Embeded Watt

IT-PEW allows hardware manufacturer to compare their different model

IT-PEW =

using benchmarks, also it allows to compare the manufacturers of dif-

ferent products.
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(b) Site Infrastructure Energy Efficiency Ratio (SI-EER) measures to what
extent data center operators are managing the efficiency of site infras-
tructure systems. SI-EER is calculated as follows :

power-in

SI-EER =

conditioned power-out
where Power-in is measured at the utility electric meter and power-out
is the power used to run the IT equipment for computing. From the
data of 85 clients it is observed that SI-EER of 2.5 is Acceptable, 2.0 is
better and 1.6 is best achieved under some specific conditions [296].

5. Dynamic Range (DR) : This metric is commonly used in the literature
as an approximation for energy proportionality. It is calculated as the ratio
of difference between peak power and idle power to the peak power [331].

(Peak Power — Idle Power)

Peak Power
where Peak Power is the power consumption at 100% utilization and Idle

DR = * 100

Power is the power consumption at 0% utilization. An energy proportional
computing systems will have DR of 100%. Drawback with DR is that it does
not account the variations in power usage across different utilizations. DR

is a poor measurement of the servers actual proportionality.

6. Energy Proportionality (EP) : EP quantifies a server’s energy propor-
tionality that derives a relationship between actual server energy consump-
tion and ideal energy-proportional server [332]. This metric is used to quan-
tify how closely a server’s energy proportionality approaches perfect scaling
when utilization varies from 0% to 100%. Figure shows an energy pro-
portional system when EP=0.5, where “area A”is the region between the
actual and the ideal power consumption curves. “area B”is the region under

the ideal curve. Given the “area A”and “area B”, EP is calculated as follows

Epzl_areaA

area B

An ideal energy proportional server will have EP=1 and power consumption
will be proportional to its load where as the server power consumption is

constant when EP=0 even with varying loads.
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Figure B.1: Energy Proportional System, adopted from [332]

. FLOPS per Watt (FpW) : Floating Point Operations Per Second per

watt is the benchmark measurement for rating the server performance [333].

Floating Point Operations | Second

FLOP =
OPS/watt Joules | Second (B.7)

= Floating Point Operations | Joule

. Idle-to-peak Power Ratio (IPR) : In order to measure how close to
the origin, the power curve starts (i.e range), Varsamopoulos et al. [334]
proposed the metric Idle-to-peak Power Ratio , which is defined as the ratio of
the power consumption at 0% utilization (P;4.) over the power consumption
at 100% utilization (Ppe.). It is calculated as follows:
IPR = Liare
Preak
IPR is a normalized metric. So, it can be used for comparing the systems
with different power consumption magnitude. This metric works well with
the systems where the range of idle to peak power is high. IPR ranges from

0 to 1 where low value indicates more energy proportional system.
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Linear Deviation (LD) : Linear Deviation is a measure of the energy pro-

portionality curves linearity [331]. Linear Deviation is calculated as follows:

LD — Areaactual 1
Arealinear

where Areageyq and Areane., are the areas under the server’s actual and
linear energy proportionality curves, respectively. A server is considered
linearly energy proportional if LD = 0, super-linearly energy proportional if

LD > 0, and sub-linearly energy proportional if LD < 0.

Linear Deviation Ratio (LDR) : In order to measure how close the
power curve to linear curve, we can use the metric linear deviation ratio
(LDR) [334]. LDR is the maximum of the following ratio after absolute-

value comparison.

LDR — mi. (Pactuat — Prdeat) at 0% utitization

(Pactuat — Pracat) at 100% utitization
where P actuai, Prdaear are the actual power consumption and hypothetical
linear power consumption respectively. Detailed calculations of P 44,4 and
Priear are given in [334]. Lower LDR values denote a more linear system.
If LDR< 0, it denotes that the actual power curve is under the straight
line. Positive LDR value denotes a power curve that is over the straight line.

Further LDR is a normalized metric, so it can be used for direct comparison.

Proportionality Gap (PG) : This metric gives the deviation between
the servers actual and the ideal energy proportionality at individual uti-
lization levels [331]. This metric is useful when we need to know the dis-
proportionality of servers in detailed granularity and to pinpoint the reason

for dis-proportionality. PG at utilization level u% is given as follows:

Power actualQz% Power ideal@Qzx%

PG,y =

Power peqi

PG is 0O for for an ideal energy proportional server Vz. For both super-linear
and sub-linearly proportional systems, PG is very large at 0% utilization of

the server.

Metrics like PG, LD, EP etc. are useful when we want to improve energy

proportionality in heterogeneous data centers [335].
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SWaP: Space, Watts and Performance : SWaP gives performance of
rack-optimized server deployments considering together space, energy, and
performance [314]. It is used to compare the performance of different server
deployments. The SWaP is calculated as follows:

SV aP — Per formance

Space x Power Consumption

where Performance is taken from industry-standard benchmarks, Space is the
height of the server in rack units, and Power consumption is watts consumed
by the system. The higher your SWaP numbers, the less data center space
and power need to do a computing job. It is used by data center operators
to choose among different servers which deliver the optimum performance
for their needs and works in both power constrained and unconstrained sit-

uations.

Data Center Utilization (Upc) Upe : calculates the proportion between
IT equipment power consumption relative to the total capacity of the data
center. Upc of 91% demonstrates the most extreme achievable as believed
by the industry. 50% and 45% are the peak and average utilization of a data

center during the period of monitoring respectively [336].

Server Utilization (Userver) Userver : measures utilization of the processor
in comparison to its maximum ability. Maximum ability is the performance
of the processor in the highest frequency state. Usepper of 80% indicates the
most extreme achievable that the industry believes in. 45% is the peak and
15% is the average utilization of servers during the period of monitoring
[336].

Uninterruptible Power Supply (UPS) losses : Efficient UPS will de-
liver all the power received without any loss. But UPS itself will consume
some power and there are some losses associated with UPS namely ”square-

law”, ”proportional” and "no-load” losses. The only means of comparing the

efficiencies of UPSs is to evaluate these losses across all load levels [337].

No-load losses - If there is no load on UPS, then total input will be used by
the UPS. This is called as no-load losses which is also known as tare, parallel

and constant. These losses occur in powering transformers, logic circuits,
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network cards etc are independent of load. This accounts more than 40% of
all UPS losses. UPS efficiency can be much improved by decreasing these

losses.

Proportional losses - With increasing load switching losses and the con-
duction losses will vary as huge amount of power will be processed through-
out supply chain. All these varying losses in power path will put them to

Proportional losses.

Square-law losses Electrical current flowing through the components of
UPS increases with the load. This produces "I2R” losses as the squandered
power in the form of heat are proportional to the square of the electrical

current. Square-law losses contribute up to 4% at higher loads [338].

Uninterruptible Power Supply-Crest Factor (UCF): CF calculates
the proportion between the quick crest current required by the load(Xpgar)
and the Root Mean Square current(Xgys) [339]. The crest factor of 1.4 is
common in most IT and electrical equipment. A UPS must be sized prop-
erly to serve the peak load otherwise output will be distorted. Modern data
centers with the power factor corrected components will eliminate the crest
factor problem.

X
Crest factor = PEAK

Xrus

Uninterruptible Power Supply-Power Factor (UPF) : Power factor
is used to calculate the actual power in AC systems. It is the ratio of the

actual power to the apparent power [339].

Actual Power

Power Factor =
Apparent Power

Apparent power includes AC current without delivering energy. Hence it is

larger than the actual power.

Uninterruptible Power Supply-Power Factor Corrected (UPFC) :
PFC represents the ability of a non-linear reactive UPS to improve its power
factor and reduce reactive power [340]. A power supply coming with ”0.86"
PFC indicates that UPS has to be given with 7T00VA to deliver 600 watts.
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But it is better to choose a power supply with over 0.9 power factor corrected.
Components which are power factor corrected will eliminate the crest factor

problem.

19. UPS energy efficiency : UPS efficiency is the ratio of the UPS output
power over the input power. UPS energy efficiency is calculated in KW. It

is defined as follows :

UPS Output Power(kW)
UPS Input Power(kW)

UPS ef ficiency = x 100

The UPS efficiency varies depending on its load factor.

20. Uninterruptible Power Supply-Surge Factor (USF) : With a switch-
mode power supply, it needs extra power to start data center components
such as compressors of chillers, motors and some times disk drives. Surge
factor indicates the ability of the UPS to handle these loads. This situation
exists for a few seconds or more for special loads. For large disk arrays, it is

desirable to have surge factor of 1.5 [339).

B.5 Thermal and Air Management Metrics

Cooling has been the major issue consuming nearly one third of the data centers
energy consumption. High performance computing servers are bringing in new
thermal and power challenges for data center operators. Data center operators
must ensure minimum amount of energy for cooling which can be done through
efficient air movement and using free cooling. In this section we present metrics
for understanding the air flow in data centers, environmental conditions such as

temperature, humidity, heat etc.

1. Airflow Efficiency : Airflow efficiency is measured in terms of power re-
quired to move the air inside a data center. This assesses overall efficiency
of moving air gently through out the data center from cooling units to vents

and takes into account facility layout and fan efficiency, measured in W /cfm

Total fan power
Total fan air flow

Air flow Ef ficiency =
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where the total fan power includes supply and return and total fan air flow

includes supply and exhaust. The standard values of airflow efficiency are
given in Table [321].

Standard Better Good
0.6 W/ctfm | 0.3 W/cfm | 0.1 W/cfm

Table B.2: Standard Values of Airflow Efficiency

. Capture Index (CI) : Unlike temperature-based metrics, Capture Index
(CI) is solely a function of airflow. CI is defined in terms of local cooling
resources (airflow from tiles, local coolers, local extract vents, etc.) and it
measures the robustness and scalability of a grouping of equipment [341].
This is of two kinds:Cold & Hot. “Cold Aisle CI” is the fraction of cool air
delivered to the rack which originates from CRAC units or perforated floor
tiles. “Hot Aisle CI” assesses the fraction of hot air scavenged by coolers or
return vents from the racks. CI assesses the efficiency of supplying cool air
or capturing hot air to/from the rack on a 0% (bad) to 100% (good) scale.

. Data Center Temperature (DC) : Temperature raise in a data center
above the threshold has a negative impact on the IT equipment causing for
reduction in reliability, lifetime of components. Also operating I'T equipment
at high temperatures(> 30°C) for long time may cause unplanned downtime
[342]. ASHRAE thermal recommendations for class 1 data center operations
are given in Table [262].

Recommended | Allowable
18 — 279C 15 — 320C

Table B.3: AHSRAE thermal recommendations for Class 1 data centers

. Dew Point (DP) : The dew point is a temperature,at which water vapor
in the air condensates into liquid water. It is a measurement of the true
amount of moisture in the air stream. For a data center, server room or

communications room, this means that it is the temperature at which water
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droplets inside your equipment may start to appear. In a sensible mode of
heat transfer (processes staying above the dew point temperature) air tem-
perature increases, but the amount of moisture in the air remains the same
therefore dew point temperature remains the same. ASHRAE recommended
17°C maximum Dew Point in tightly controlled environment for data center

operations [262].

. Heat Flux (HF) : Heat Flux is most frequently used metric in a data center
which includes area of layout and is measured in W/m2. It calculates the
heat load to a given footprint area.
Total heat load
The footprint area

Heat Flux =

of the layout under consideration

By including volume of the facility we can extend the heat flux to a volu-
metric heat load (W/m3) .
Imbalance of Temperature (IoT) :

The Imbalance of Temperature (IoT) allows for the evaluation of the quality
of cooling [255]. Tt can be defined as the IoT of a node (server, blade), or
the IoT of a rack (node-group).

Tepumar — LopPumin

1 OTNG =
TCPU,ma:m‘ef

Where Teopumar and Teopymin are the maximum and minimum tempera-
ture reached by the CPUs in the node-group at a given time-stamp. And
TepUmazres 18 the value of reference for the maximum acceptable tempera-

ture. The maximum acceptable temperature is selected as 100°C.

Mahalanobis Generalized Distance (D?) : Mahalanobis generalized
distance is a statistical metric. D? is a new way to characterize the non
uniformity in rack heat load. Mahalanobis Generalized Distance is calculated
by taking into account the distribution of a population in the Euclidean
distance between two given points [343]. This metric has a large value when

the heating non-uniformity covers a localized region and a small value when
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it covers a broad region. In the data center context, D? can be calculated as

X_ ave
D?;(X—xm Y—yave>51< v )
Y_yave

where S is the covariance matrix of variances.(X,Y) and (Zaye, Yave) are cen-

follows :

tral coordinates of the CRAC units and racks respectively. High D? indicates
the significant variations in heat loads across the rack, where a small D? in-

dicates uniformity.

CRAC Flow (M,.) : M, is the total air supplied by the cooling units in
data center [344]. Generally, data centers have air flow rate more than what

is needed by the servers, due to redundant CRAC units.

Negative Pressure Flow (),) : In a raised floor data center, if the under
floor air velocity is high, then Venturi effect takes place. With this effect
(Bernoulli law of fluid dynamics), air is drawn down to the floor void via
grille [257]. Negative pressure flow is negligible in real time but is found near
floor grilles near CRAC units, tile edges etc. This may cause insufficient air
to meet the local cooling demand. This can be observed by placing a sheet

of paper above the floor grilles to see whether it is drawn down or not.

Bypass Air Flow (M,,) : Not all the air produced by CRAC units reaches
front intake. Some air returns directly to the CRAC units without passing
through the IT equipment is Bypass air [344]. We can reduce Bypass air
flow by sealing air gaps in the raised floor, cable cut-outs within cabinets.
By relocating floor grilles so that they supply where it is needed we can
reduce bypass air flow.

Recirculation Air Flow (M,) : M, is the air that is discharged from hot
air aisle, which returns and mixes with air from cool air aisle that enters
servers to cool them. We can use filler panels and internal air dams to

prevent recirculation.

Apart from the above we can see the other components like Hall air flow(M},),
Floor air flow (M) and server air flow (M,). Given the mass flow rates we

can write the following mass equations.

My = M, + M, = M, + M,
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My = My + M,

Based on the said definitions and equations, the following ratios are defined
2571] :

e Negative pressure Ratio is the ratio of Negative pressure flow (M,,)
to the CRAC Flow (M.).

M,

NPR =
M.

e Bypass Ratio is the ratio of Bypass air flow (M) to the floor air flow

(Mp). v
BPR=""
R=11

e Recirculation Ratio is the ratio of recirculation flow (M,) to the

Server air flow (Mj).

M,
RR =
M,
e Balance Ratio is the ratio of CRAC flow (M,) to the Server air flow
(M).
M
BR — c
R L

12. Degree-Days (DD) : Degree-Days quantifies cooling and heating demands
where a day’s average temperature is above and below a base temperature
which are ” Cooling Degree Days (CDD)” and ”Heating Degree Days (HDD)”
respectively. Base temperature is generally 65°F or 18°C. Detailed definition
and calculation of HDD and CDD can be found in [345].

13. Relative Humidity : Water vapor or moisture content in the air is known
as humidity. Environment inside a data center plays vital role in improving
the availability of I'T equipment. Too high or too little humidity will reduce
the performance and equipment downtime [282].

We can measure humidity using relative humidity calculated as the ratio of

the amount of water in the air (absolute humidity) over the maximum vapor
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(saturation humidity) that air can hold at given temperature. Amount of

water in air is measured in grams per cubic meter (g/m?).

actual vapor density

Relative Humadity = : ,
saturation vapor density

According to ASHRAE guidelines, Relative Humidity in the range of 20%
to 80% is allowable and a Relative Humidity of 60% will give the best per-

formance of servers [262].

Rack Cooling Index (RCI) : The Rack Cooling Index (RCI) is a cooling
performance metric for analyzing the thermal environment in data centers
and it is room health indicator. For continuous operation, servers and other
electronic devices depend on intake temperature which RCI deals with. It is
well suited as a design specification for new data centers. If the intake tem-
perature exceeds the maximum recommended, we get “over-temperature”
condition. If the intake temperature drop below the level of minimum rec-
ommended, then ”under-temperature” condition exists [346]. RCI has high
and low limits: RCIy; (Equation and RCI, (Equation based on

temperature distribution along the rack height.

Total Over-Temp
Max Allowable Over-Temp

RCIy; = { ] « 100[%)] (B.8)

Total Under-Temp
Max Allowable Under-Temp

If both RCIy;, RCI;, are equal to 100% then ambient conditions are within

the recommended range. But lower RCIy; or RCI, shows more promi-

RCI;, = { } « 100[%] (B.9)

nent likelihood that the data center equipment is encountering tempera-
ture above/below the allowable Maximum /Minimum respectively. Table
gives ratings of RCI based on different analyses [347]. RCI is used to eval-

Poor | Acceptable | Good | Ideal
<90% | 91% - 95% | > 96% | 100%

Table B.4: Compliance Of RCI

uate and report the effectiveness of cooling solutions if combined with CFD
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modeling. It is used as a standardized way for specifying thermal quality

which helps in marketing our cooling solutions.

Return Heat Index (RHI) and Supply Heat Index (SHI) : With
inadequate air management systems and rack layouts that allow mixing of
hot and cold air streams will increase the energy consumption of a data
center. The level of separation of cold and hot air streams can be measured
by the supply and return heat indices [348]. SHI is calculated as the ratio of
sensible heat gained in the cold aisle to the heat gained at the rack (Equation
B.10) which is a dimensionless measure. The return heat index (RHI) is
defined as the ratio of heat extracted by the cooling system to the heat
gained at the rack exit (Equation [B.11)).

0Q

SHI:m

(B.10)

RHI:L

@ +0Q (B.11)
_ Total heat extraction by the CRAC Unit ’

~ Total Enthalpy rise at the rack exhaust

where Q is the total heat scavenged by the local heat extractors and 4@ is
heat gained by the air due to infiltration in cold aisle. SHI is function of
rack inlet,outlet temperatures and CRAC outlet temperature. SHI varies
between 0 to 1. Lower SHI indicates the better. For different layouts SHI
and RHI values are shown in Table [348].

Layout SHI | RHI
Room return | 0.21 | 0.81
Ceiling return | 0.2 | 0.83

Table B.5: SHI and RHI for different infrastructures

Return Temperature Index (RTT) : Return Temperature Index (RTT) is
a measure of the energy performance of the equipment room air-management
system [349]. The RTT is defined as follows :

RAT — SAT
RT] = —— % 100
AjﬂlEquip : [%]
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where RAT is return air temperature, SAT is supply air temperature and
ATgquip is increase across equipment. RTT below 100% indicates By-Pass air
flow and RTT above 100% indicates Recirculation. By-pass air and Recircu-
lation effects are detrimental to the thermal and energy performance.

The RTT is a measure of how well air management system controls by-pass
or recirculation air. We can use RTI to evaluate the acuteness of energy
penalty when RC'Iy; is improved. So the combined RCI and RTI metrics

gives the overall performance of the cooling system [347].

17. p-Index : [-Index measures the extent of increase in inlet temperature due
to recirculation [350]. Even with significant local hot spots, SHI and RHI
can show the favorable values.To handle this local inefficiency, we can use

[-index which is the ratio of the temperature differentials as given by
ﬁ = Annlet/ATrack

where AT;,.; is the temperature gained by cooled air while flowing from
chilled-air entry to rack inlet air, and AT, .. is the temperature differential

between rack outlet and inlet air.

The value of S varies from rack to rack and also for different locations in
front of the rack. In general, we consider average value for 5. 8 =0 indicates
that there is no effect of recirculated hot air. =1 indicates that T}, is
equal to Average rack outlet temperature. There is a possibility of g greater

than 1 which indicates the existence of a local self-heating loop inside a rack.

B.6 Network Metrics

This section presents the metrics used to monitor efficiency of communication
network of a data center. A Network topology can be described as an undirected
graph G. This graph G contains a set of vertices (V) represent the nodes and set of
edges(E) represent the links. The diameter of G, given by Djn,. Let G is the sub
graph after removing different elements from the network. The diameter of the

largest connected component of G is D',az. This information is used to calculate
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path stretch and diameter stretch. Along with network efficiency metrics, these

metrics are discussed as follows :

1. Bits per Joule Capacity (BJC): This metric is used to analyze the per-
formance of energy-limited wireless sensor made up of tiny nodes and ad
hoc networks. BJC is the maximum network delivery efficiency per Joule of
energy in terms number of bits [35I]. Under a fixed network size and the
given error constraint, for each source destination pair in a network, only
finite number of bits can be delivered.

Let € € (0,1]and f : RY*N — R, . The bits-per-Joule capacity of K¢ is

defined as follows :
Cy(Kg:e, f) = sup{b/ b is (e, f)-achievable}

where the supremum is the least upper bound taken over the set of fami-
lies of encoders, decoders and schedules on G. The definitions of the terms
Kg, RY*N, Ry and (e, f)-achievable are in [35]1].

2. Communication Network Energy Efficiency (CNEE): CNEE mea-
sures the efficiency of a packet delivery process in a data center network.
CNEE measures the energy spent for the successful message delivery by the

network to the computing servers. CNEE is measured in joules/bit [254].

Power Consumed by Network Equipment

CNEFE =
Ef fective Network Throughput Capacity

3. Diameter Stretch (DS) :Diameter Stretch is the ratio of diameter of the
largest connected component of G: over the diameter of the original graph
G [352).

!

D max

DS =
Dmax

4. Energy Consumption Rating Variable Load (ECR-VL) : Technol-
ogy level of a network system can be measured by normalizing its energy
consumption to the highest sustained throughput recorded. But these sys-

tems in the field exhibits short term bursts. For this reason, we use variable
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load metric ECR-VL which gives the network efficiency and differentiates
the energy efficiency under various loads. It is measured in Watts per Gbps.

w.Elog + .I’.Eg,o + ’y.Ego + Z.El() + Oé.Ei

ECR-VL =
U}Tpf + .ZC.TPE',O + y.Tpgo + Z-TPIO

where TPy is maximum throughput (Gbps) achieved in the measurement
cycle, TP5O = TPf * 0. 57 TP30 = TPf * 0. 3, TPlO = TPf * 0. 1 and
w,X,y,z,« are weight coefficients such that (w+x+y+z+a) = 1. Other details

are given in [353].

. Network Power Usage Effectiveness (NPUE) : NPUE is the ratio of
the total power consumed by the IT equipment (P;) over power consumed
by network equipment ( Pyegwork ). NPUE measures the power used to operate

data center communication system which is the part of IT equipment [254].

PIT

NPUFE =
PNetwork

. Network Traffic per Kilowatt-Hour : Network traffic (bits) per kilowatt-
hour is calculated as the ratio of outbound bits over data center energy.
Information can be easily obtained in a data center to calculate this metric
and is correlated to work. But it depends on the data center type and does
not focus on useful work done [354].

Outbound bits

Network traffic/ KwH =
data center energy

. Path Stretch (PS) : This metric quantifies the increase on the average
path length. It is the ratio between all server pairs after removing vertices
or edges from G (L:wg) in relation to the average path length on G (Lgy,)
B5].

’

Lav
PS =~
Lavg

Most routing algorithms used in data centers considers shortest path between
each pair of servers. This metrics also consider the same to evaluate the path

quality on the network.
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8.

10.

Maximum Relative Size (RS,,,,) : This metric gives the reliability in
complex networks. RS,,.; is the ratio of relative size of the largest connected
component over the sum of existent servers in each connected component
[352].

mari<j<n|Sj|
n
> 1551
=1

where n is the total number of connected components in the resulting graph

RSmax =

G’ and |S;] gives the count of servers in each connected component j.

Telecommunications Energy Efficiency Ratio (TEER) : TEER as-
sesses the energy efficiency of individual equipment and network configu-
rations calculated as the ratio of useful work over power. TEER specifies
equipment classes and is used for benchmarking similar equipment. TEER
is defined as follows [355] :

Useful work

Power

TEER =

where Useful work is based on the equipment function and Power is depen-

dent on the equipment measurement.

Network Utilization (U,ciwork) ¢ Unetwork indicates the ”network utiliza-
tion” which is the percentage of bandwidth used relative to the bandwidth
capacity in the data center [336]. The maximum achievable value that in-
dustry believes for U, crwork 18 80%. Peak and average network utilization are
30% and 10% respectively.

B.7 Storage Metrics

It is important to monitor and notify the measurements that boost efficiency to

meet storage requirements of a data center. In storage perspective, data center

operators need to get the information on metrics such as throughput, availability

etc, which are discussed as follows :

1.

Capacity : Capacity measures the energy consumed within the storage

facility and it is computed as follows [350] :

Capacity = Capacity storage /W att
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The Capacity Metric (GB/Watt) represents the energy efficiency of storing
the data of the user’s applications. The metric is defined as the ratio of space
used by files written and stored on the storage system (GB) to average power

of the storage system under typical usage over a period of time (Watts).

. Low-cost Storage Percentage (LSP) : This metric depends on the crit-
icality of the data and presents the fraction of data that is stored on the
lowest-cost and high-capacity drives. If the data stored is less critical then
we can move the same data to a lower cost storage without disturbing busi-

ness operations [269].
. Memory Usage Memory Usage refers to the utilization of the main memory
computed as follows :

Used Memory by a server /application
Allocated Main Memory

Memory Usage =

. Overall Storage Efficiency (OSE) : OSE is the ratio of customer stored
data compared to the raw storage capacity. This is used to understand
to what extent the raw storage capacity utilized. But measuring customer
stored data is difficult due to data duplication and the user’s view differ from

the storage frame view [269)].

. Response Time (RT) : Response time describes the time to complete a
single read or write operation, measured in milliseconds (fraction of a mil-
lisecond for flash storage). Ideal latency value would be zero, indicating that

the application will be served without any delay for read/write operations.

. Slot Utilization (SU) : This metric measures the efficiency of storage as
the ratio of storage frame slots that are filled with hard drives over the total
available storage frame slots. Efficient utilization of frame slot indicates the

minimization of storage cost of data center.

. Throughput : Throughput indicates energy efficiency of 1/O operations
(i. e. , data read and write). Throughput measures of speed at which the
storage system delivers data [357]. Throughput is measured in two ways:
I/O rate and data rate measured in accesses/second and bytes/second re-

spectively. 1/O throughput computed considering the number of operations
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as:
I/O throughout = 1/O operations per second/W att

Data Transfer throughput (D) considers the amount of data involved com-
puted as follows :

D = Mega Bytes moved per second/W att

The I/0 throughput is used for applications like transaction processing where
data transfer is small. Data transfer is used for applications where the

amount of each request will be huge.

8. Storage Usage (Ugprage) : This measures the percentage of storage used
relative to the overall storage capacity within the data center. Usiorqge Of
70% is believed as the maximum achievable, 40% is peak and 35% is average

storage utilization [330].

B.8 Security Metrics

Security is one of the major concerns for business operations. As the data center
houses the owner’s core assets and clients data, they must be safe guard against
physical as well as software threats. A firewall must have the capacity to handle
the quickly advancing, network intensive service environment of the data center.
Quality of the firewall policy is the key to any cyber defense perimeters. For
security metrics, number of blocked attacks or intrusions detected will become the
logical starting points. This section describes the physical and I'T security aspects
of the data centers and some basic measurements of complexity and performance

of firewalls, intrusion detection and prevention system.

1. Average Comparisons Per Rule (ACPR): ACPR is an important met-
ric that measures the performance of the firewall. It measures the average
number of comparisons required to match a rule in the firewall policy [358].
If comparisons are more it will affect the performance of a firewall. So, per-
formance of firewalls depend on the order of policy rules. It is suggested to
move high frequent matched rules to the top that makes firewalls to trigger

these rules very fast. ACPR will be minimum if frequent rules appear early
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in the policy else indicates the network administrators to reorder the rules.
ACPR(F) =) ixf;
i=1

where f; is the hit count for rule r; and n indicates the number of rules.

. Accessibility Surface (AS) : This metric is used to quantify the firewall
rule / policy. AS of a firewall is the sum of accessibility surface areas of all
interfaces (1) in a firewall (F) [35§].

AS(F) =) TAS(F)

Where TAS is accessibility surface of an interface described in [12] Higher
value of AS indicates that the policy is permissive thus policy need to be

refined or analyze the traffic using intrusion detection systems.

. Application Transaction Rate (ATR) : Firewalls must peer deep into
the application layer to secure the traffic to detect the attacks that move
from the network to application layer. Capability of the firewall to secure
discrete application-layer transactions and gateways contained in an open

connection is known as Application Transaction Rate [359)].

. Concurrent Connections (CC) : Concurrent connections measures the
firewall ability to handle the growing information processing capabilities. CC
measures the maximum number of open connections which are point-to-point
and through firewall device. This number reflects maximum information

points firewall can support [358].

. Connection Establishment Rate (CER) : For a TCP/IP session, dozens
of connection will be established across the organization’s firewall. CER
measures the speed of firewalls to establish connections and the full three-
way handshake for a TCP/IP session [360)].

. Connection Tear down Rate (CTR) : CTR represents the rate at which
firewalls can obliterate the connections and free resources to be utilized for
other activity [360].
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7.

10.

Defense Depth (DeD) : It is the minimum number of independent single
machine compromises required for a successful network attack. It is useful for
identifying the firewall policy or system configuration which can be defeated

by a single point of failure [359].

Detection Performance (DeP) : DeP is used to measure the effectiveness
of the detection mechanisms employed in an organization. The metric is
defined as detection probability multiplied by the number of true alarms
during tests [361].

Detection Performance = Py* (1 — Py,)

where P, is Probability of detection in test cases and Py, is the probability

of false alarm.

Data Transmission Exposure (DTE) : DTE indicates the unencrypted
data transmission volume [361]. This metric counts the unencrypted com-

munication channel pairs and TCP-port pairs in use.

Firewall complexity (FC) : Firewalls serve as the first line of defence
against threats. However, the protection depends on how good the firewalls
configured.Complexity of a firewall policy F, is defined as the average of

complexity of F for each destination address [35§].

Yo, Complexity (D;, F)
 total number of destinations

where Complexity (D;, F) ranges from 0 to 1 and gives the complexity of a

policy to a particular destination D; defined as follows ://

positive rules

allowing traf fic to D;

Complexity(D, F) =
total rules for

controlling traf fic to D;

If complexity is 0, then all the traffic to destination D; is blocked. If the
value is 1 means that all traffic to D, is allowed. This metric indicates the

extent of intra-policy conflicts.
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11.

12.

13.

14.

15.

16.

17.

HTTP Transfer Rate : This measures the transaction rate that the fire-
wall handles per unit of time. An entire HTTP transaction includes connec-

tion request, transferring objects, and closing connections [360].

Interface Accessibility Surface (IAS) : For a given firewall F, if the
policy size for an interface (p) is ‘n’ then accessibility surface is sum of the

areas covered by each single rule defined for that interface [358].
TAS(F,) =) RA(i)
i=1

where RA(i) is Rule Area for rule; given in[17]

IP Fragmentation Handling (IPFH) : IPFH is the ability of firewall to
bring together the fragments before any rule is applied [360].

IP Throughput : It is the ability of the firewall to process bits from inter-
face to interface [362]. It accounts the amount of bits or packets processes

per second from one interface to other.

Illegal Traffic Handling (ITH) : ITH accounts the ability of firewall to
concurrently handle both legal and illegal traffic. Illegal traffic can be either
dropped or denied and is explicitly specified in rule [360)].

Latency : Latency is the delay time of network traffic in the firewall [359].
This is accountable while calculating total delay of the network traffic. La-
tency is measured in milliseconds under steady state load near the firewall’s

limit.

Rule Area (RA) : Area of rule 1’ is the count of all source/destination
addresses combinations where redundant combination are counted as one
[358]. RA can be calculated if and only if we know the trustfulness of source
and damage impact of destination. Trust and impact are the values between
0 and 1 which gives the trustfulness of an origin and the damage effect under
attack respectively.

RAG) =35 70,

i=1 j=1
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18.

19.

20.

where s and d are the number of source and destination addresses covered
by rule r respectively. T; is the trust of each source and P; is the impact for

each destination address.

Reachability Count (RC) : RC is the number of access points from a
specific origin [361]. Decreasing the reachability count reduces the security
hazards. This metric requires complete network configuration and ports

access information and defined as follows:
Reachability count = Ns + N, + N,

where Ny is the number of ports that reply to traffic from a source, N, is the
Number of machines that have two-way connection-oriented sessions to the
point of origin and N, is the number of paths that have physical access to
secure parts like storage media drives. The provenance for physical access
may be outside the fence or from a partially controlled area inside the data

center.

Rogue Change Days (RCD) : A rogue change is a system configuration
change that is not informed to security experts. Rogue change days reflects
the number of days that these unspecified changes are unknown to the se-
curity experts [361]. It is defined as the product of total rogue changes and
number of days these changes are not identified by security experts. This
metric is used to know the security impacting changes but does not give the

impact of these changes.

Vulnerability Exposure (T) : This metric gives the number of days vul-
nerabilities are open. It is the sum of exposure time interval of each known
and unpatched vulnerabilities until they are discovered locally or by public
[361]. High vulnerability days indicates the greater risk. Total vulnerability

days are defined as follows :

nv

T=Y (t—T)

=1

where t is the current date, nv is total known and unpatched vulnerabilities,

and 7} is the date i vulnerability is discovered.
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B.9 Financial Impact Metrics

This section presents the financial impact metrics of a data center. We explore
various metrics which accounts cost associated with designing and operation of
data center, financial impact of data center outage and return on investments on

management tools and technologies for sustainable data center.

1. Business Value of Converged Infrastructure (BVCI) : Converged in-
frastructure (CI) is an approach to data center management that relies on
a specific vendor and the vendor’s partners to provide pre-configured bun-
dles of hardware and software in a single chassis. As the scope of virtual
server deployment expands asset utilization, employee productivity increases
and reduces the capital costs. A recent research on 22 companies indicates
that substantial business benefits are associated with higher convergence
and asset sharing [363]. We can observe the effect of converged infrastruc-
ture through measures like I'T cost per unit of workload, faster deployment,
MTBF, MTTR, asset types in maintenance and average time to provision

server and storage.

2. Capital Expenditure and Operational Expenditure of data center

Capital Expenditure(CapEx) are funds used by an organization to ac-
quire or upgrade physical and non-consumable assets which will be depreci-
ated over time. To be simple, CapEx are single payments in exchange for
goods or services. For a data center CapEx include the purchase of data
center servers, land, buildings, cooling equipment, network infrastructure,
and software. All these assets will be depreciated over a number of years in
the data center. CapEx is often used by the organization to undertake new
projects or investments with the intent of substantial return on investment
[364].

Operational Expenditure (OpEx) refers to the day-to-day costs of op-
eration and are recurring. They represent the cost of keeping the company
operational and include costs of technical and commercial operations, ad-
ministration, etc. Data center operating costs include a range of utilities

including electricity and water needed just for the physical data center in-
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frastructure, rentals for leased infrastructure, personnel wages, contractors,
peripheral licenses and taxes that apply to the data center. CapEx and
OpEx are interconnected issues. For example, a data center infrastructure
management technology that enables automated maintenance and provision-
ing tasks may have higher acquisition costs but will be cheaper to operate
[364].

. Carbon Credit (CCr) : Carbon Credit measures the extent to which an
organization emitting less CO,. Carbon Credit is a tradable greenhouse gas
emission reduction unit. This gives us the offset credits that an organization
holds which can be sold or to be bought to offset CO5 emissions [356]. Rules
and conditions to measure this metric vary based on the national regulations
[365].

. Data Center Outage : Recent studies have shown that the average data
center downtime is 1 to 2 hours, which is slightly more than $7,900 per minute

[366]. Following are few terms associated with the data center outage :

e Availability (A): It is the probability that a data center will be operating
at certain time. It is the function of reliability and maintainability. The
system availability is the ratio of data center operating time over the

total time [367]:
MTBF

~ MTBF + MTTR
Where MTBF and MTTR are described below.

A

(B.12)

e Mean Time Between Failures (MTBF) : MTBF represents the average
exposure time between consecutive failures or outages of a data center.
The MTBF is usually expressed as years per failure [368]. MTBF can

be determined as

total surviving hours

MTBF =

number of failures or outages
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e Mean Time To Failure (MTTF) : MTTF gives the expected time to
failure for a non-repairable component. MTTF is the length of time
hardware or other devices can perform reasonably. MTTF is used to

evaluate the reliability of device or system [367].

e Mecan Time To Repair (MTTR) : In case of failure MTTR represents
the average time it takes to repair the component or fix the problem.
For a system, it is the sum of average time to fix the failure by repair
staff and the average time a machine spends in the queue waiting to be

repaired. It is expressed in hours [367].

e Reliability (M\): Reliability is a measure of the ability of equipment
performing satisfactory in the specified environment and operational
loads, during a specified time [367]. We can calculate reliability using
MTTR and MTTF as follows :

1 1
~mTBF  MT MTTR

A

A gives Component failure rate and measured as faults per hour. u gives

component repair rate and measured as number of repairs per hour.

5. Return On Investment (ROI) : ROI is a metric typically used to com-
pare profitability and the efficiency of different investments. ROI measures
the amount of returns relative to the investments cost. If an enterprise has
immediate objectives then ROI can be measured in different aspect of meet-
ing one or more of these objectives not looking into cost savings or profits

[369]. ROI is expressed as percentage of gain or loss defined as follows:

Net profit
cost of investment

ROI = 100

A high ROI implies that gains are up to the stand and on par with investment
cost. This is the most used profitability ratio metric because of its flexibility.
But ROI calculation can be manipulated, so results may vary between users
and organizations. Further, basic ROI calculation does not take time into

consideration.
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Data centers are expensive to build and maintain. Apart from sales and
marketing a service, improving energy efficiency and reliability is the key to
maximize the return on investment in data center technologies. With best
data center infrastructure management solutions, operators can have high
ROI in terms of improved energy efficiency, productivity, availability, and

manageability.

. Total Cost of Ownership (TCO) : TCO represents the sum of capital ex-
penditure and the cost over time to operations and maintain the data center
(operating expenditure). A TCO metric is cost/sever when the specifications
and number of servers are known. Also we have cost/kW when the details of
the servers to be installed are unknown. Here kW is the power available to
the servers not the power into the site. The use of cost/sq. ft would not be
valid as the high-density data center will have a greater cost/sq. ft. TCO can
be expressed in a per-rack basis which normalizes the measurement of TCO
but it requires a significant amount of data including capital, engineering,

installation and operating cost data of various elements [370].
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Appendix C

Data Center Assessment
Checklist

We have compiled a handy check list of some key questions and metrics to run
through while evaluating the data center as part of Chapter [6] It is not a defini-
tive list, but it covers the main aspects that operators need to think about. This
checklist is a living document of recommended actions to increase energy efficiency
in data centers. Designed for data center owners and operators, this appendix pro-
vides actionable guidance to both prioritize and implement energy saving measures
in data centers. More specifically, individuals can use relevant actions into an ac-
tion plan or into the recommendations section of an energy assessment report.
We divided this list into eight sections that represent data center subsystems and

other areas that deserve attention:
e Energy Efficiency (EE)

e Thermal and Air Management (TA)

Cooling Plant (CP)

Overall Performance and Distribution Chain (OPD)

e Greenness (G)

Network (N)

Storage (S)
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e Security (S)

Each section starts with a set of questions that captures the present status of
the data center and measures the performance presented in Table to Table
C.8l

Notes:

1. We asses the different features of a data center and various metrics to measure
the performance of the data center along with the data required for each

metric.

2. There are three priority levels for metrics: 1 indicates that the metric is very
important and must be measured; 2 indicates that it is an important metric
and must be measured if data is available; 3 indicates that it need to be

measured, only if easily available.
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Table C.2: Key Questions and Metrics for Thermal and Air Management

2. Thermal and Air Management Notes

TA.Q1 What is.the temperature set point of
the cooling system ?

TA.Q2 What is a typical return temperature?

TA.Q3 What is a typical (average)
supply temperature?

What is the IT equipment intake temperature
TA.Q4 quip p
on an average?

TA.Q5 Does the data center need humidity control?

TA.Q6 Do you have automatic humidification controls?

TA.Q7 What type of humidifier do you have?

TA.Q8 What is the prevalent humidification set point? (% RH)

TA.Q9 Recommended and allowed IT equipment intake temperatures?

TA.Q10 Recommended and allowed IT equipment intake humidity?

TA.Q11 Whether the air temperature humidity sensors installed ?

TA.Q12 Do you have the centralized CRAC/CRAH units ?

For all the cooling equipment report nameplate data to
TA.Q13 . . . . o
identify capacity and design conditions.

TA.Q14 How many CRAC/CRAH/AHUs are there that are standby units?

TA.Q15 Is there any supplemental cooling?

TA.Q16 Do you use water side economizer or air economizer ?

Air Supply Path

TA.Q17 Plenum height?

TA.Q18 Plenum static pressure?

TA.Q.19 | What percent of cool air is wasted due to floor leakages?

Air Return Path

TA.Q.20 | Plenum height?

TA.Q 21 | Plenum static pressure?

TA.Q.22 | What percent of cool air is wasted due to floor leakages?

TA.Q.23 | Do you handle these leaks in raised floor and other places?

TA.Q.24 | Raised floor exist?

TA.Q.25 | Drop ceiling exist?

TA.Q.26 | Where are cables and pipes located?

TA.Q.27 | Are the cable penetrations sealed?

TA.Q.28 Is the cabl'e build-up in plenum more than 33% of the
plenum height?

TA.Q.20 Is there a.cable—mining (allow proper pressure distribution)
program in place?

TA.Q.30 | Degree to which hot and cold aisles are currently fully enclosed?

Do you practice minimization of bypass air and
TA.Q.31 you practi yP
recirculated air at the racks?

TA.Q.32 Supply Air: Where are the overhead diffusers or perforated
o floor tiles placed?
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Table C.4: Key Questions and Metrics for Overall Performance and Distribution
Chain

5. Overall Performance and Distribution Chain Notes
OPD.Q1 What is the current usage factor?
(% of space?)
hat is th hich
OPD.Q2 ‘What is the average age at which you

replace your servers?

OPD.Q3 Do you purchase or lease I'T equipment?

Do you have power management enabled

OPD.Q4
on your servers?
D late rati h isioni
OPD.Q5 0 you use namepla e' ratings when provisioning
power for new IT equipment?
OPD.Q6 Do you return old servers to the vendor who supplied

them when they are replaced by new servers?

OPD.Q7 What percentage of your servers are >=5 years old?

OPD.Q8 Dolyou. measure .the effectiveness of
delivering a service ?

OPD.Q9 What is th average utilization of servers?
OPD.Q10 | Is load balancing in place?

OPD.Q11 | UPS Technology Type

OPD.Q12 | load factor of active UPS module (average) ?
OPD.Q13 | UPS Redundancy Configuration ?

OPD.Q14 | UPS Input Power Factor ?

OPD.Q15 | Is there a standby generator?

OPD.Q16 | Standby generator power configuration
OPD.Q17 | Are there PDUs with built-in transformers?
Types and constitution of MV and

LV transformer(s) ?

OPD.Q19 | What is the laod balance between the phases?
Average Load Factor per Active

PDUs / Transformers

OPD.Q21 | What is the lighting power density?

Is ther any automatic lights controlling

OPD.Q18

OPD.Q20

OPD.Q22 L
mechanism in place?

OPD.Q23 | What type of lamps are used?
OPD.Q24 | What type of ballasts are used?
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Fact Sheet for Publications

Table D.1: Fact sheet for publication [1]

Title Metrics for Sustainable Data Centers

Authors V. Dinesh Reddy, Brian Setz, G. Subrahmanya V. R. K. Rao, G. R. Gangadharan, and M. Aiello
Publication IEEE Transactions on Sustainable Computing , Vol. 2, No. 3, Pages 290 - 303, 2017

ISBN/ISSN 2377-3782

DOI 10.1109/TSUSC.2017.2701883

Status Published

Publisher IEEE

Publication Type | Journal

Metrics for Sustainable Data Centers Related Articles
884 ;‘g:lq'g:ess passive carbon nanotube-based gas
View Document Full -] Open Access :
Text Views

Characterization of micromachined spiked
biopotential electrodes

View All

3 V. Dinesh Reddy ; » Brian Seiz ; » G. Subrahmanya V. R. K. Rao ; » G. R. Gangadharan ; + Marco Aiello View All Authors
Author(s)
Abstract Authors Figures References Citations Keywords Metrics Media
Abstract:

There are a multitude of metrics available to analyze individual key performance indicators of data centers. In order to predict growth or set effective
goals, it is important to choose the correct metric and be aware of their expressivity and potential limitations. As cloud based services and the use
of ICT infrastructure are growing globally, continuous monitoring and measuring of data center facilities are becoming essential to ensure effective
and efficient operations. In this work, we explore the diverse metrics that are currently available to measure numerous data center infrastructure
components. We propose a taxonomy of metrics based on core data center dimensions. Based on our observations, we argue for the design of
new metrics considering factors such as age, location, and data center typology (e.g., co-location center), thus assisting in the strategic data center
design and operations processes

Published in: IEEE Transactions on Sustainable Computing ( Volume: 2, Issue: 3, July-Sept. 12017 )
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Title Energy-aware virtual machine allocation and selection in cloud data centers
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Data centers evolve constantly in size, complexity, and power consumption. Energy Learn about institutional

management in cloud data centers is a critical and challenging research issue. It becomes substriptions

necessary to minimize the operational costs as well as environmental impact and to guarantee
. . ., ~ Cite article v
the service-level agreements for the services provided by the data centers. We propose a

modified discrete particle swarm optimization based on the characteristic particle swarm
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which you said you couldn't include because of page length, you may include that figure in the appropriate place and
upload the updated manuscript. It is optional, however.

Once the production cycle begins, the editor will assign your manuscript to a professional editor. The editor will
contact you directly to discuss any recommended changes that will enhance the presentation of the article. The final
editing of the manuscript will be a collaborative process in which you and the IT Professional staff work together to
achieve a concise, well-worded article. Please note that IT Professional reserves the right to change the title of any
paper that is accepted for publication.

Kind Regards,

Mr. Andy Morton on behalf of Prof. San Murugesan, EIC
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Title Energy Efficient Virtual Machine Placement in Cloud Data Centers Using Modified Intelligent Water Drop Algorithm
Authors Chandra Shekhar Verma, V. Dinesh Reddy, G.R. Gangadharan, Atul Negi
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View All
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Author(s)

Abstract Authors Figures References Citations Keywords Metrics Media

Abstract:

Cloud Computing is an emerging distributed computing paradigm for the dynamic provisioning of computing services on demand over the internet.
Due to heavy demand of various IT services over the cloud, energy consumption by data centers is growing significantly worldwide. The intense
use of data centers leads to high energy consumptions, excessive CO2 emission and increase in the operating cost of the data centers. Although
many virtual machine (VM) placement approaches have been proposed to improve the resource utilization and energy efficiency, most of these
works assume a homogeneous environment in the data centers. However, the physical server configurations in heterogeneous data centers lead to
varying energy consumption characteristics. In this paper, we model and implement a modified Intelligent Water Drop algorithm (MIWD) algorithm
for dynamic provisioning of virtual machines on hosts in homogeneous and heterogeneous environments such that total energy consumption of a
data center in cloud computing environment can be minimized. Experimental results indicate that our proposed MIWD algorithm is giving superior

results.
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1 Introduction

The proliferation of Cloud computing has resulted in the establishment of large-scale
data centers around the world. These data centers are energy-intensive building
types and consume large amount of electrical energy resulting in high operating
costs and carbon dioxide (CO;) emissions to the environment. While the energy
consumption of data centers is already significant, the growth of the global cloud-
based economy along with the need to power our connected devices and always-on
lifestyles increases the required resources even further[l, 2]. The world’s Information
and communications technology (ICT) infrastructure is estimated to consume 1,500
TWh of electricity, roughly 10% of global usage. Furthermore, energy consumption
is expected to continue slightly increasing in the near future, rising 4% from 2014-
2020 [3]. High power consumption generates heat and requires an accompanying
cooling system that costs in a range of $2 to $5 million per year for traditional data
centers [4]. Servers and IT equipment are responsible for 55% of the energy used
by the data center followed by 30% for cooling equipment [5]. A source of high
energy consumption is not just the amount of computing resources used and power
inefficiency of the hardware but also lies in the inefficient usage and dynamic power
ranges of servers. A survey by IBM shows that the average resource utilization rate
is lower than 20% in data centers. Even completely idle servers still consume up
to 70% of their peak power [4]. Therefore, keeping servers underutilized is highly
inefficient from the energy consumption perspective.

Green cloud computing requires energy efficient use of data centers with mini-
mum impact on environment [5]. Green computing in the cloud can be achieved by
eliminating inefficiencies and waste in the way electricity is delivered to computing
resources, and in the way, these resources are utilized to serve application workloads.
This can be done by implementing effective policies and algorithms for energy-aware
resource management in data centers [6].

The operational efficiency of the data centers assumes central importance. Even
small gains in efficiency translate into end-user perceivable cost reductions, providing
key competitive advantage. From the perspective of users, the performance of the
data center is measured in terms of response time, virtual machine (VM) provisioning
time, etc. To serve the customers in a better way, data center providers should follow
an optimal VM provisioning within very short time. Traditional algorithms like Best-
Fit, First-Fit, and Modified Best-Fit, etc. will not be efficient for large-scale data
centers as they take a long time for optimal VM provisioning [7, 8]. The objective
of the energy efficient resource provisioning is to find the near-optimal solution that
improves the resource utilization and decrease the energy consumption of the data
center in an acceptable time.

The operations of a data center are quickly transforming from individual and
disconnected tactical activities with a primary historical goal of “high service levels
at any cost” to a planned and predictable approach with the modified metric “service
at what cost” [9]. Energy efficiency of the data center is influenced by many factors,
such as data center layout design and characteristics, ambient weather conditions,
rack density, the operation of heating, ventilation, and air conditioning (HVAC)
systems and their behavior. This complex connection makes it hard to predict data
center energy consumption. With sensor data and information about data center



operations, forecasting energy consumption helps in planning and operations of data
centers. Well-planned resource provisioning makes good return on investment and
elasticity of computing infrastructures.

2 Problem Statement and Objectives

This thesis focuses on modeling energy-efficient data center management strategies,
i.e., ensuring that computing resources are efficiently utilized to serve application
workloads to minimize energy consumption, planned provisioning with demand fore-
casting, and evaluating the current practices and implementing the new practices. In
particular, the following research problems are investigated:

e Energy efficient placement of virtual machines. To reduce the number
of required host servers in a data center, it is necessary to have efficient virtual
machine (VM) placement strategies in place. Determining the optimal place-
ment of VMs to improve physical resources utilization and to reduce the energy
consumption of the data centers while satisfying the service level of agreement
(SLA) is an essential aspect of the data center.

e Selecting appropriate VMs to migrate. Determining a set of VMs that
should be migrated from an overloaded or under-loaded host has a significant
impact on the VM migration time and energy consumption of the data center,
and can cause the SLA violation. So, designing a VM selection policy, con-
sidering different resources along with CPU utilization plays an important role
in improving the energy efficiency of the data centers. The problem consists
in determining the best subset of VMs to migrate that will provide the most
beneficial system reconfiguration.

e Forecasting data center energy demand. Forecasting data center electrical
energy demand is very challenging due to data center scales, dynamics in work-
loads and complexity involved. Developing forecasting models with accurate
predictions gives operators enough time to avoid the risk of over-provisioning
during non-peak hours, and reduces the risk of under-provisioning. To provide
a capacity management process for resource pools in a just in time manner, it
is necessary to have an efficient forecast model for data centers to predict and
estimate proper energy demand in real-world situations.

e Analyzing metrics and practices of the data center. In order to, predict
growth or set effective goals, it is important to choose the correct metric and
being aware of their expressivity and potential limitations. Understanding and
analyzing data center metrics allows the operators to have a better view on
possible inefficiencies by focusing on the core parameters. All the data center
operators need to document and then automate their existing practices. It is
necessary to compare the current approaches in a data center with industry
standards and assess whether the practices are still valid and/or optimal. De-
termine and implement the best practices for data center operations to optimize
the workflows and to decrease operating cost in the long term.



To deal with the challenges associated with the said research problems, the fol-
lowing objectives have been delineated:

e Explore the research in the area of energy-efficient resource management in a
data center using dynamic VM provisioning and selection to gain a systematic
understanding of the existing techniques and approaches.

e Propose novel and optimal methods for dynamic VM placement and selection.

e Develop accurate methods for forecasting data center energy demand that helps
in planning operations of the data center.

e Analyze metrics and their current values for the data centers.

e Explore the current practices of the data center and develop the best practices
for data center sustainability.

3 Literature Survey

3.1 Virtual Machine Placement and Selection

Energy efficient resource allocation and selection is a challenging issue in data cen-
ters. Beloglazov et al. [10] proposed a threshold based modified best fit decreasing
algorithm for virtual machines (VM) provisioning on hosts. This algorithm heuristi-
cally uses varying threshold level for CPU utilization. It performs live migration of
VMs using minimum migration time method. However, dynamic consolidation may
lead to more SLA violation. Wang et al. [11] proposed a mixed integer program-
ming approach to solve virtual machine placement problem and developed linear and
nonlinear power consumption models. To find the near optimal solution, they used
a heuristic based iterative rounding technique. However, this takes more time with
increasing virtual machines and servers. Tang et al. [7] proposed a hybrid genetic
algorithm for VM placement analyzing network overhead. But it has not considered
the cost of VM migration. Buyya et al. [12] proposed a non-power aware policy and
DVES policies for energy saving. For virtual machine placement, Power Aware Best
Fit Decreasing (PABFD) algorithm is proposed in [10, 13]. However, for strict SLA,
this approach consumes more energy.

Goudarzi et al. [14] used dynamic programming to create multiple copies of VMs
and to put them on servers and then used local search to find underutilized servers.
In this approach, only the original VM serves the request while all other copies
will remain ideal. However, SLA violation is not considered, and multiple copies of
VMs create network overhead. Wu et al. [15] proposed a Simulated Annealing (SA)
based VM Placement algorithm. It is suitable for static VM consolidation but not
for dynamic VM consolidation. Wang et al. [16] proposed efficient VM placement
optimization based on particle swarm optimization (PSO) with the local fitness first
scheme. This approach did not consider over-utilization of the hosts which may lead
to SLA violations. Kumar et al. [17] focused on energy efficient VM allocation using
PSO in cloud operations. Their objective is to minimize the total resource wastage in



a data center, but they have not considered the over utilization of the hosts. Jeyarani
et al. [18] proposed a Self Adaptive PSO (SAPSO) for VM allocation in data centers.
Though SAPSO performs well in terms of energy consumption, the analysis of SLA
violations shows that this method does not maintain the quality of service when the
VM requests increase.

Virtual machine migration is a major way of reducing unnecessary consumption
in a data center [19]. Buyya et al. [12] proposed various strategies such as single
threshold (ST), Minimum migration (MM), Highest Potential growth (HPG) and
random choice policies. For VM migration they illustrate that ST policy and MM
policy consume nearly same energy, but MM policy shows very less VM migrations
compared to ST policy. Zhou et al. [20] proposed an adaptive three threshold energy
aware algorithm (ATEA) considering resource usage patterns of virtual machines.
ATEA may not guarantee the optimal energy consumption of data center. .Dai et
al. [21] proposed a minimum power and the minimum communication algorithms
based on integer programming for energy efficient VM placement and migration re-
spectively. However, it did not consider SLA violation. Wang et al. [22] presented a
decentralized double threshold VM selection policy considering the utilization of the
physical nodes. However, they have not considered the energy consumption and this
strategy may not give the optimal solution always. Bose et al. [23] proposed clod
spider architecture that integrates replication and scheduling methods to minimize
the live migration costs across Wide Area Networks. This method requires additional
storage requirements. Zhang et al. [24] presented an approximate approach based
on bin packing algorithm to migrate virtual machines. They considered the resource
utilization and the migration cost to get the optimal solution. Bobroff et al. [25]
proposed a dynamic VM consolidation algorithm. They used time series forecasting
and bin-packing heuristic for minimizing the physical resources. However, multi-
ple resources are not considered in this approach. Cardosa et al. [26] proposed a
PowerExpandMinMax algorithm, for VM consolidation based on min-max and share
features of VM technologies. This algorithm does not follow the restrict resource
constraints and live VM migration.

VM allocation and selection are NP hard problems [27, 28], inferring that an
optimal arrangement cannot be found in deterministic polynomial time. Traditional
approaches like First-fit, best-fit, best fit decreasing, etc. are deterministic in nature
and do not always guarantee the optimal solution. Bio-inspired approaches like
PSO and genetic algorithm (GA) are iterative in nature and provide global optimal
solutions in case of energy efficient virtual machine allocation in data centers [29-31].
However, improving the performance, exploration and exploitation capacities of the
above-mentioned algorithms is still a challenging issue. Further, there is a need to
develop models, best practices and algorithms considering energy consumption of the
data centers at various levels to reduce the operational cost.

3.2 Forecasting Techniques for Data Center Management

Gmach [32] et al. use a trace-based approach to capacity management that relies
on the characterization of workload demand patterns and predict future demands
based on the patterns. They use a three-stage approach to recommend the most



likely pattern for the workload. Aksanli [33] et al. design an adaptive data center job
scheduler which utilizes short-term prediction of solar and wind energy production.
Abhishek et al. [34] combine online measurements with prediction and resource allo-
cation techniques to provide guarantees to web applications running on shared data
centers. Application workloads are modeled using a time-domain description of a gen-
eralized processor sharing (GPS) server. Time series analysis techniques are used to
update the parameters of this model. Prevost et al. [35] et al. proposed load demand
prediction using the neural network and autoregressive linear prediction algorithms
and combined with stochastic state transition models to optimal resource allocation
by minimizing the energy consumed. Kong et al. [36] proposed a fuzzy prediction
method to model the uncertain workload and the vague availability of virtualized
server nodes, by using the type-I and type-II fuzzy logic systems. Farahnakian et
al. [37] present a CPU usage prediction method based on the linear regression tech-
nique and this is integrated with the live migration process to predict over-loaded
and under-loaded hosts. The proposed approach approximates the short-time fu-
ture CPU utilization based on the history of usage in each host. Ricciardi et al.
[38] developed a methodology, that exploits load fluctuations and effectively control
the system using service-demand matching algorithm and determines the subset of
servers that may be powered off in data centers. However, their proposed method
did not always guarantee the optimal solution and the authors have not considered
the SLA violations.

3.3 Analyzing Metrics for Sustainable Data Centers

The primary step in developing a model to capture the effects of data center is
to decide which dimensions are relevant, define the metrics, and populate them[39].
The Green Grid consortium proposed the power usage effectiveness (PUE)[40], which
currently is the prevailing metric. Schaeppi et al. explored energy related metrics
for IT equipment, data storage and network equipment [41]. Metrics to monitor
and control the air flow in a data center are discussed in [42, 43]. Capozzoli et al.
reviewed thermal, power and energy consumption metrics [44]. Chen et al. identified
and presented usage-centric green performance indicators at various levels such as
server and storage [45]. Wang et al. presented a set of performance metrics for a
green data center [46]. With numerous metrics available for measuring data center
efficiency, there is a need to analyse these metrics to choose the correct metric and
being aware of their expressivity and potential limitations.

3.4 Best Practices for Sustainable Data Centers

Strong et al. focused on room-level bypass airflow and proposed necessary changes at
three levels of data centers to reduce operating expenses and increase cooling capacity
[47]. Hamann et al. [48] developed a set of measurement-based best practices metrics
and guidance for improving the energy efficiency of a data center. With the data and
available key metrics, they derived insights into the sources of energy inefficiencies.
Lau et al. [49] developed a rating system for server power supplies. They explored cri-
teria for lower load conditions and the energy efficiency opportunities in server power
supply. Al-Fares et al. [50] described how to leverage commodity Ethernet switches
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to support the full aggregate bandwidth of clusters consisting of tens of thousands of
elements. Evans et al. [51] proposed humidity control mechanisms and design guide-
lines for computing infrastructure installations. Further, they proposed practices for
achieving desired humidity and described issues with over-humidification.

4 Proposed Contents of the Thesis

This thesis consists of 7 chapters including an introductory and a concluding chapter
followed by Appendices. The content of this thesis can be broadly divided into 5 cat-
egories: a systematic literature review, novel algorithms for dynamic VM placement
and selection, novel algorithms for data center energy demand prediction, analyzing
metrics for energy efficient data centers and evaluation of best practices for sustain-
able data centers. The content of each of these chapters is summarized as follows:

4.1 Chapter 1 : Introduction

Chapter 1 provides the motivation and importance of improving the energy efficiency
in data centers. This chapter begins with the discussion of energy efficient data center
management strategies that include optimal VM placement and selection, demand
forecasting, etc. Further, it presents the problem statement and contributions.

4.2 Chapter 2: Literature Review

Energy efficient techniques for resource management is inevitable to reduce the elec-
tricity consumption in cloud data centers. To identify open challenges in the energy
efficient virtual machine placement and consolidation and to facilitate further ad-
vancements, it is essential to synthesize the research in this area conducted to date.
This chapter presents a literature review on the virtual machine placement and con-
solidation using soft computing and machine learning techniques and presents a tax-
onomy based on their objectives.

4.3 Chapter 3: Energy aware Virtual Machine Placement
and Selection Approaches in Cloud Data Centers

This chapter presents proposed techniques for energy efficient VM placement and
selection .

Technique 1: We propose a Modified Discrete Particle Swarm Optimization
(MDPSO) approach for optimal energy-aware virtual machine placement that mini-
mizes the power consumption of the physical machine by estimating the increase in
the power consumption before a VM is placed onto the server.

Technique 2: Taking the recent advances in multi-core architectures, we develop
a parallelized optimization algorithm called “Interactive PSO-GA” (IPSOGA). IP-
SOGA performs parallel processing of particle swarm optimization (PSO) and genetic



algorithm (GA) using multithreading and shared memory for information exchange
to enhance convergence time and global exploration. To enhance the population of
each generation, we incorporate the social interaction between the algorithms. This
technique helps to balance between improving convergence time and accuracy.

Technique 3: Inspired by the imitating behavior of humans, we developed a
swarm based approach for virtual machine placement namely imitation based opti-
mization (IBO). The search for the optimal solution is completed using a particle
swarm optimization-like method but that does not contain inertia and velocity com-
ponents. The particles try to imitate the best solution. This technique generates
optimal solution that tend to satisfy the structural information and provides consis-
tency.

Further, we present a novel virtual machine selection method considering the
factors such as memory, bandwidth and size of the VM (MBS-VM). This method
optimally selects the virtual machines from a under/over utilized server and performs
migration to further improve the energy efficiency in a data center.

The first part of this chapter is published in Soft Computing, Springer.

4.4 Chapter 4: Machine Learning Approaches for Forecast-
ing Data Center Energy Demand

The energy efficiency of the data center is influenced by many factors, such as data
center layout design and characteristics, ambient weather conditions, rack density,
the operation of HVAC systems and their behavior. This complex connection makes
it hard to predict data center energy consumption. With sensor data and information
about devices operations, forecasting energy consumption for data centers helps in
planning and operations. This chapter presents promising ideas and results about
the data center energy demand prediction using two machine learning approaches.

Technique 1: Multi layer neural networks involve multiple levels of non linearity
and they perform hierarchical feature extraction. These models are able to learn
useful information of raw data and exhibit high performance. We propose “Multi
layer feed forward neural networks” for forecasting energy demand of the data centers.
We trained our model with the popular back-propagation algorithm where the weights
connecting the layers are updated in an iterated manner.

Technique 2: Although a multilayer backpropagation network with enough neu-
rons can implement just about any function, backpropagation will not always find
the correct weights for the optimum solution. We need reinitialize the network and
retrain several times to guarantee that you have the best solution. To overcome the
said problems and to improve the accuracy of the predictions, we propose a deep
learning approach with “parallel stochastic gradient descent” training for forecasting
energy demand of the data centers.



4.5 Chapter 5: Metrics for Sustainable Data Centers

Most data centers lack an integrated energy management system that jointly opti-
mizes and controls all its components to reduce the operational cost. There are a
multitude of metrics available to analyse energy efficiency of the data centers. In
order to, predict growth or set effective goals, it is important to choose the correct
metric and being aware of their expressivity and potential limitations. Understand-
ing and analyzing data center metrics allows the operators to have a better view on
possible inefficiencies by focusing on the core parameters. We present an analysis of
metrics that are commonly used in data centers, starting from the power grid and
going all the way up to the service delivery. We propose a classification based on the
different core dimensions of data center operations such as energy efficiency, cooling,
greenness, performance, thermal and air management, network, security, storage, and
financial impact. Furthermore, we derive relationships between metrics, and discuss
the advantages and disadvantages of each metric in order to expose the research gaps
and illustrate the latest research trends in computing the efficiency of a data center.
This proposed work on analysis of metrics is published in IEEE Transaction on
Sustainable Computing.

4.6 Chapter 6: Best Practices for Sustainable Data Centers

All the data center operators need to compare their current approaches with industry
standards and assess whether their practices are still valid and/or optimal. It is thus
essential to consider any opportunity to reduce the energy consumption of the data
centers, both in design and operations. In this chapter, we have analyzed seven data
centers in India and the Netherlands. Based on our findings and industry standards,
we propose a set of best practices to improve the energy efficiency of the data centers
which spans the categories of Energy Efficiency, Cooling, Air and Thermal manage-
ment, Greenness, Storage, and Networks. Following some of these best practices,
data centers surveyed in our study have achieved 10 — 20% improvements in their
energy consumption. The chapter provides efficient alternatives in daily operations
of the data centers and costs saving opportunities. The proposed work of this chapter
is accepted for publication in IT Professional, IEEE.

4.7 Chapter 7: Conclusions and Future Directions

Chapter 7 summarizes the contributions of the thesis and outlines the future direc-
tions. This thesis develops the techniques for optimizing the energy consumption
in a data center using energy efficient VM placement and selection. Further, this
thesis tackles the problem of forecasting data center energy consumption for better
planning and operations of data centers. In our future work, we will consider imple-
menting extra constraints on the VM placement to co-allocate VMs on the physical
server or to performance or privacy concerns. There is scope for improvement of VM
placement algorithms using buffered VM placement requests. Another direction of
future research is to exploit VM resource usage pattern for more efficient resource
provisioning and higher energy efficiency.
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